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Topic 1, Volume A

QUESTION NO: 1

In order to reassemble IP fragments into a complete IP datagram, which three IP header fields are
referenced by the receiver? (Choose three.)

A. don't fragment flag

B. packet is fragmented flag
C. IP identification field

D. more fragment flag

E. number of fragments field
F. fragment offset field

Answer: C,D,F
Explanation:

QUESTION NO: 2

Which VTP mode allows the Cisco Catalyst switch administrator to make changes to the VLAN
configuration that only affect the local switch and are not propagated to other switches in the VTP
domain?

A. transparent
B. server

C. client

D. local

E. pass-through

Answer: A
Explanation:

QUESTION NO: 3

Which type of VPN is based on the concept of trusted group members using the GDOI key
management protocol?

A. DMVPN
B. SSLVPN
C. GETVPN
D. EzVPN
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E. MPLS VPN
F. FlexVPN

Answer: C
Explanation:

QUESTION NO: 4

Based on RFC 4890, what is the ICMP type and code that should never be dropped by the firewall
to allow PMTUD?

A. ICMPv6 Type 1 — Code 0 — no route to host

B. ICMPv6 Type 1 — Code 1 — communication with destination administratively prohibited
C. ICMPv6 Type 2 — Code 0 — packet too big

D. ICMPv6 Type 3 — Code 1 — fragment reassembly time exceeded

E. ICMPV6 Type 128 — Code 0 — echo request

F. ICMPv6 Type 129 — Code 0 — echo reply

Answer: C
Explanation:

QUESTION NO: 5

A firewall rule that filters on the protocol field of an IP packet is acting on which layer of the OSI
reference model?

A. network layer
B. application layer
C. transport layer
D. session layer

Answer: A
Explanation:

QUESTION NO: 6

Which layer of the OSI model is referenced when utilizing http inspection on the Cisco ASA to filter
Instant Messaging or Peer to Peer networks with the Modular Policy Framework?
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A. application layer
B. presentation layer
C. network layer

D. transport layer

Answer: A
Explanation:

QUESTION NO: 7

When a Cisco |IOS Router receives a TCP packet with a TTL value less than or equal to 1, what
will it do?

A. Route the packet normally

B. Drop the packet and reply with an ICMP Type 3, Code 1 (Destination Unreachable, Host
Unreachable)

C. Drop the packet and reply with an ICMP Type 11, Code 0 (Time Exceeded, Hop Count
Exceeded)

D. Drop the packet and reply with an ICMP Type 14, Code 0 (Timestamp Reply)

Answer: C
Explanation:

QUESTION NO: 8
In an 802.11 WLAN, which option is the Layer 2 identifier of a basic service set, and also is

typically the MAC address of the radio of the access point?

A. BSSID
B. SSID

C. VBSSID
D. MBSSID

Answer: A
Explanation:

QUESTION NO: 9

What term describes an access point which is detected by your wireless network, but is not a
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trusted or managed access point?

A. rogue

B. unclassified
C. interferer
D. malicious

Answer: A
Explanation:

QUESTION NO: 10

A router has four interfaces addressed as 10.1.1.1/24, 10.1.2.1/24, 10.1.3.1/24, and 10.1.4.1/24.
What is the smallest summary route that can be advertised covering these four subnets?

A.10.1.2.0/22
B. 10.1.0.0/22
C.10.1.0.0/21
D. 10.1.0.0/16

Answer: C
Explanation:

QUESTION NO: 11

Which two address translation types can map a group of private addresses to a smaller group of
public addresses? (Choose two.)

A. static NAT

B. dynamic NAT

C. dynamic NAT with overloading
D. PAT

E. VAT

Answer: C,D
Explanation:

QUESTION NO: 12
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Which authentication mechanism is available to OSPFv3?

A. simple passwords
B. MD5

C. null

D. IKEv2

E. IPsec AH/ESP

Answer: E
Explanation:

QUESTION NO: 13

Which two IPv6 tunnel types support only point-to-point communication? (Choose two.)

A. manually configured
B. automatic 6to4

C. ISATAP

D. GRE

Answer: A,D
Explanation:

QUESTION NO: 14

Which two EIGRP packet types are considered to be unreliable packets? (Choose two.)

A. update

B. query

C. reply

D. hello

E. acknowledgement

Answer: D,E
Explanation:

QUESTION NO: 15
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Before BGP update messages may be sent, a neighbor must stabilize into which neighbor state?

A. Active

B. Idle

C. Connected
D. Established

Answer: D
Explanation:

QUESTION NO: 16

Which three statements are correct when comparing Mobile IPv6 and Mobile IPv4 support?
(Choose three.)

A. Mobile IPv6 does not require a foreign agent, but Mobile IPv4 does.

B. Mobile IPv6 supports route optimization as a fundamental part of the protocol; IPv4 requires
extensions.

C. Mobile IPv6 and Mobile IPv4 use a directed broadcast approach for home agent address
discovery.

D. Mobile IPv6 makes use of its own routing header; Mobile IPv4 uses only IP encapsulation.
E. Mobile IPv6 and Mobile IPv4 use ARP for neighbor discovery.

F. Mobile IPv4 has adopted the use of IPv6 ND.

Answer: A,B,D
Explanation:

QUESTION NO: 17

Refer to the exhibit.
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+ MSG 3 Initiator Diffie-Helman key and nounce (the key value is usually a
number of 1024-bit length)
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« M5G 5.  Initiator signature, D, and keys (maybe cert), which is also known as
authentication data

+ MSG &  Respondersignature, ID, and keys (maybe cert)

Which message could contain an authenticated initial_contact notify during IKE main mode
negotiation?

. message 3

. message 5

. message 1

. none, initial_contact is sent only during quick mode

. hone, notify messages are sent only as independent message types

mooOw>»

Answer: B
Explanation:

QUESTION NO: 18

Which protocol does 802.1X use between the supplicant and the authenticator to authenticate
users who wish to access the network?

A. SNMP

B. TACACS+

C. RADIUS

D. EAP over LAN
E. PPPoOE

Answer: D
Explanation:
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QUESTION NO: 19

Which two statements are correct regarding the AES encryption algorithm? (Choose two.)

A. Itis a FIPS-approved symmetric block cipher.

B. It supports a block size of 128, 192, or 256 bits.

C. It supports a variable length block size from 16 to 448 bits.

D. It supports a cipher key size of 128, 192, or 256 bits.

E. The AES encryption algorithm is based on the presumed difficulty of factoring large integers.

Answer: A,D
Explanation:

QUESTION NO: 20

What are two benefits of using IKEv2 instead of IKEv1l when deploying remote-access IPsec
VPNs? (Choose two.)

A. IKEv2 supports EAP authentication methods as part of the protocol.

B. IKEV2 inherently supports NAT traversal.

C. IKEv2 messages use random message IDs.

D. The IKEv2 SA plus the IPsec SA can be established in six messages instead of nine
messages.

E. All IKEv2 messages are encryption-protected.

Answer: A,B
Explanation:

QUESTION NO: 21

DNSSEC was designed to overcome which security limitation of DNS?

A. DNS man-in-the-middle attacks
B. DNS flood attacks

C. DNS fragmentation attacks

D. DNS hash attacks

E. DNS replay attacks

F. DNS violation attacks

Answer: A
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Explanation:

QUESTION NO: 22

Which three statements are true about MACsec? (Choose three.)

A. It supports GCM modes of AES and 3DES.

B. Itis defined under IEEE 802.1AE.

C. It provides hop-by-hop encryption at Layer 2.

D. MACsec expects a strict order of frames to prevent anti-replay.
E. MKA is used for session and encryption key management.

F. It uses EAP PACs to distribute encryption keys.

Answer: B,C,E
Explanation:

QUESTION NO: 23

Which SSL protocol takes an application message to be transmitted, fragments the data into
manageable blocks, optionally compresses the data, applies a MAC, encrypts, adds a header, and
transmits the resulting unit in a TCP segment?

A. SSL Handshake Protocol

B. SSL Alert Protocol

C. SSL Record Protocol

D. SSL Change CipherSpec Protocol

Answer: C
Explanation:

QUESTION NO: 24

IPsec SAs can be applied as a security mechanism for which three options? (Choose three.)

A. Send

B. Mobile IPv6

C. site-to-site virtual interfaces
D. OSPFv3
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E. CAPWAP
F. LWAPP

Answer: B,C,D
Explanation:

QUESTION NO: 25

Which four options are valid EAP mechanisms to be used with WPA2? (Choose four.)

A. PEAP

B. EAP-TLS

C. EAP-FAST
D. EAP-TTLS
E. EAPOL

F. EAP-RADIUS
G. EAP-MD5

Answer: A,B,C,D
Explanation:

QUESTION NO: 26

Which three statements are true about the SSH protocol? (Choose three.)

A. SSH protocol runs over TCP port 23.

B. SSH protocol provides for secure remote login and other secure network services over an
insecure network.

C. Telnet is more secure than SSH for remote terminal access.

D. SSH protocol runs over UDP port 22.

E. SSH transport protocol provides for authentication, key exchange, confidentiality, and integrity.
F. SSH authentication protocol supports public key, password, host based, or none as
authentication methods.

Answer: B,E,F
Explanation:

QUESTION NO: 27

"Pass Any Exam. Any Time." - www.actualtests.com 11



Cisco 350-018 Exam

Which two statements are true when comparing ESMTP and SMTP? (Choose two.)

A. Only SMTP inspection is provided on the Cisco ASA firewall.

B. A mail sender identifies itself as only able to support SMTP by issuing an EHLO command to
the mail server.

C. ESMTP mail servers will respond to an EHLO with a list of the additional extensions they
support.

D. SMTP commands must be in upper case, whereas ESMTP can be either lower or upper case.
E. ESMTP servers can identify the maximum email size they can receive by using the SIZE
command.

Answer: C,E
Explanation:

QUESTION NO: 28

How does a DHCP client request its previously used IP address in a DHCP DISCOVER packet?

A. ltis included in the CIADDR field.

B. Itis included as DHCP Option 50 in the OPTIONS field.

C. Itis included in the YIADDR field.

D. Itis the source IP address of the UDP/53 wrapper packet.

E. The client cannot request its last IP address; it is assigned automatically by the server.

Answer: B
Explanation:

QUESTION NO: 29

Which two statements about an authoritative server in a DNS system are true? (Choose two.)

A. It indicates that it is authoritative for a name by setting the AA bit in responses.
B. It has a direct connection to one of the root name servers.

C. It has a ratio of exactly one authoritative name server per domain.

D. It cannot cache or respond to queries from domains outside its authority.

E. It has a ratio of at least one authoritative name server per domain.

Answer: AE
Explanation:
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QUESTION NO: 30

Refer to the exhibit.

Bouter2#show ntp associations detail

32.6.43.12 configured, authenticated, our_master, sane, valid, stratum &

ref ID 127.127.7.1, time D2F543E6.R1CE4F68 (10:51:02.631 EDST Mon Feb 27 2012)
cur mode client, peer mode server, our pocll intvl 64, peer poll intwl 64

root delay 0.00 msec, root disp 0.03, reach 377, sync dist 0.381

delay -0.24 msec, offset 0.0055 msec, dispersion 0.23

precision 2+**18, version 3

org time D2F54424.BRE37CSE (10:52:04.7

28 EDST Mon Feb 27 2012)
rcv time D2F54424.BASB2013 (10:52:04.727
2

2
EDST Mon Feb 27 2012)
2

xmt time D2F54424.BRG32013 (10:52:04.728 EDST Mon Feb 27 2012)

filtdelay = -0.24 0.00 0.00 0.00 4.00 4.00 4.00 0.00
filtoffset = 0.01 0.01 0.01 0.01 -1.59% -1.59% -1.59% 0.01
filterror = 0.02 0.495 1.97 1.398 2.00 2.01 2.03 2.04

Which three statements are true? (Choose three.)

A. Because of a "root delay" of Oms, this router is probably receiving its time directly from a
Stratum O or 1 GPS reference clock.

B. This router has correctly synchronized its clock to its NTP master.

C. The NTP server is running authentication and should be trusted as a valid time source.
D. Specific local time zones have not been configured on this router.

E. This router will not act as an NTP server for requests from other devices.

Answer: B,C,E
Explanation:

QUESTION NO: 31

Which three security features were introduced with the SNMPv3 protocol? (Choose three.)

A. Message integrity, which ensures that a packet has not been tampered with in-transit

B. DoS prevention, which ensures that the device cannot be impacted by SNMP buffer overflow
C. Authentication, which ensures that the message is from a valid source

D. Authorization, which allows access to certain data sections for certain authorized users

E. Digital certificates, which ensure nonrepudiation of authentications

F. Encryption of the packet to prevent it from being seen by an unauthorized source

Answer: A,C,F
Explanation:
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QUESTION NO: 32

Which common Microsoft protocol allows Microsoft machine administration and operates over
TCP port 33897

A. remote desktop protocol
B. desktop mirroring

C. desktop shadowing

D. Tarantella remote desktop

Answer: A
Explanation:

QUESTION NO: 33

To prevent a potential attack on a Cisco IOS router with the echo service enabled, what action
should you take?

A. Disable the service with the no ip echo command.
B. Disable the service with the no echo command.
C. Disable tcp-small-servers.

D. Disable this service with a global access-list.

Answer: C
Explanation:

QUESTION NO: 34

Which query type is required for an nslookup on an IPv6 addressed host?

A. type=AAAA

B. type=ANY

C. type=PTR

D. type=NAME-IPV6

Answer: A
Explanation:

"Pass Any Exam. Any Time." - www.actualtests.com

14



Cisco 350-018 Exam

QUESTION NO: 35

According to OWASP guidelines, what is the recommended method to prevent cross-site request
forgery?

A. Allow only POST requests.

B. Mark all cookies as HTTP only.

C. Use per-session challenge tokens in links within your web application.
D. Always use the "secure" attribute for cookies.

E. Require strong passwords.

Answer: C
Explanation:

QUESTION NO: 36

Which option is used to collect wireless traffic passively, for the purposes of eavesdropping or
information gathering?

A. network taps

B. repeater Access Points

C. wireless sniffers

D. intrusion prevention systems

Answer: C
Explanation:

QUESTION NO: 37

Which traffic class is defined for non-business-relevant applications and receives any bandwidth
that remains after QoS policies have been applied?

A. scavenger class
B. best effort

C. discard eligible
D. priority queued
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Answer: A
Explanation:

QUESTION NO: 38

In the context of a botnet, what is true regarding a command and control server?

A. It can launch an attack using IRC or Twitter.

B. It is another name for a zombie.

C. Itis used to generate a worm.

D. It sends the command to the botnets via adware.

Answer: A
Explanation:

QUESTION NO: 39

Which option is used for anti-replay prevention in a Cisco 10S IPsec implementation?

A. session token

B. one-time password
C. time stamps

D. sequence number
E. nonce

Answer: D
Explanation:

QUESTION NO: 40
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regex domainlist1 ".facebook'\.com"
regex domainlist2 "wyoutube\.com"
regex domainlist3 " twitter\.com"

class-map type regex match-any DomainBlockList
match regex domainlisti
match regex domainlist3

class-map type inspect hittp match-all BlockDomainsClass
match request header host regex class DomainBlockList

policy-map type inspect http hitp_inspection_paolicy
parameters

protocol-violation action drop-connection

class BlockDomainsClass

reset log

policy-map inside-policy
class hitptraffic
inspect hitp http_inspection_paolicy

service-policy inside-policy interface inside

What will be the default action?

A. HTTP traffic to the Facebook, Youtube, and Twitter websites will be dropped.
B. HTTP traffic to the Facebook and Youtube websites will be dropped.

C. HTTP traffic to the Youtube and Twitter websites will be dropped.

D. HTTP traffic to the Facebook and Twitter websites will be dropped.

Answer: D
Explanation:

QUESTION NO: 41

Which Cisco ASA feature can be used to update non-compliant antivirus/antispyware definition
files on an AnyConnect client?
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A. dynamic access policies

B. dynamic access policies with Host Scan and advanced endpoint assessment
C. Cisco Secure Desktop

D. advanced endpoint assessment

Answer: B
Explanation:

QUESTION NO: 42

Below is a sample HTTP GET request made by the
iTunes application to access a podcast.

<CRLF>

Accept: */*

User—-Agent: iTunes/4.9 (Windows; H)
Host: 10.1.5.20

<CRLF>

<CRLF>

When configuring a Cisco IPS custom signature, what type of signature engine must you use to
block podcast clients from accessing the network?

A. service HTTP

B. service TCP

C. string TCP

D. fixed TCP

E. service GENERIC

Answer: A
Explanation:

QUESTION NO: 43

An attacker configures an access point to broadcast the same SSID that is used at a public hot-
spot, and launches a deauthentication attack against the clients that are connected to the hot-spot,
with the hope that the clients will then associate to the AP of the attacker.
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In addition to the deauthentication attack, what attack has been launched?

A. man-in-the-middle
B. MAC spoofing

C. Layer 1 DoS

D. disassociation attack

Answer: A
Explanation:

QUESTION NO: 44

Which statement best describes the concepts of rootkits and privilege escalation?

A. Rootkits propagate themselves.

B. Privilege escalation is the result of a rootkit.

C. Rootkits are a result of a privilege escalation.

D. Both of these require a TCP port to gain access.

Answer: B
Explanation:

QUESTION NO: 45

Refer to the exhibit.

ISAFMP (62): processing SA payload. message ID = 0
ISAFMP (62): Checking ISAKMP transform 1 against priority 10 policy
encryption DES-CEC
hash SHA
default group 1
auth pre-share
ISAFMP (62): atts are acceptable. Next payload is 0
ISAFMP (62): SR is doing pre-shared key authentication
ISAKMP (62): processing KE payload. message ID = 0
ISAKMP (62): processing NONCE paylcad. message ID = 0
ISAKMP (62): SEEYID state generated
ISAKMP (62); processing vendor id payload
ISAFMP (62): speaking to another Cisco I0S box!
ISAKMP: reserved not zero on ID payload!
RCRYPTO-4-IKMP BAD MESSAGE: IKE message from 172.16.100.201
failed its sanity check or is malformed
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Which message of the ISAKMP exchange is failing?

. main mode 1
. main mode 3
. aggressive mode 1
. main mode 5
. aggressive mode 2

mooOw>»

Answer: B
Explanation:

QUESTION NO: 46

Which multicast capability is not supported by the Cisco ASA appliance?

A. ASA configured as a rendezvous point

B. Sending multicast traffic across a VPN tunnel
C. NAT of multicast traffic

D. IGMP forwarding (stub) mode

Answer: B
Explanation:

QUESTION NO: 47

Refer to the exhibit.
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regex App regex 1

"[wU][nN][iI][0O][nN]([%6]2[0bB]|[+ D([aA][IL][IL]([%e]2[0bB]|[+]))?
[sS][eE][IL][eE][cC][tT]"

regex App regex 2 "[Ss][Ee][Ll][Ee][Cc][Tt](%2[0bB]+)["\r'x00-
'x19\x 7f-\xff]+(%2[0bB][H)[F{][Rr][Oo][Mm](%2[0bB]+)"

class-map WebServers
match port tcp eq www
class-map type inspect http match-any App-map
match request bodyregex App regex 1
match request body regex App regex 2
policy-map type inspect http drop-Protocol
parameters
body-match-maximum 3000
class App-map
drop-connection log
policy-map protocol-traffic
class WebServers
inspect http drop-Protocol
]

service-policy protocol-traffic interface outside

What type of attack is being mitigated on the Cisco ASA appliance?

A. HTTPS certificate man-in-the-middle attack
B. HTTP distributed denial of service attack
C. HTTP Shockwave Flash exploit

D. HTTP SQL injection attack

Answer: D
Explanation:

QUESTION NO: 48

Which method of output queuing is supported on the Cisco ASA appliance?

A. CBWFQ

B. priority queuing
C. MDRR

D. WFQ

"Pass Any Exam. Any Time." - www.actualtests.com
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E. custom queuing

Answer: B
Explanation:

QUESTION NO: 49

Which four values can be used by the Cisco IPS appliance in the risk rating calculation? (Choose
four.)

A. attack severity rating
B. target value rating

C. signature fidelity rating
D. promiscuous delta

E. threat rating

F. alert rating

Answer: A,B,C,D
Explanation:

QUESTION NO: 50

Which three authentication methods does the Cisco IBNS Flexible Authentication feature support?
(Choose three.)

A. cut-through proxy
B. dotlx

C. MAB

D. SSO

E. web authentication

Answer: B,C,E
Explanation:

QUESTION NO: 51

Troubleshooting the web authentication fallback feature on a Cisco Catalyst switch shows that
clients with the 802.1X supplicant are able to authenticate, but clients without the supplicant are
not able to use web authentication. Which configuration option will correct this issue?
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A. switch(config)# aaa accounting auth-proxy default start-stop group radius
B. switch(config-if)# authentication host-mode multi-auth

C. switch(config-if)# webauth

D. switch(config)# ip http server

E. switch(config-if)# authentication priority webauth dot1x

Answer: D
Explanation:

QUESTION NO: 52

Which option on the Cisco ASA appliance must be enabled when implementing botnet traffic
filtering?

A. HTTP inspection

B. static entries in the botnet blacklist and whitelist
C. global ACL

D. NetFlow

E. DNS inspection and DNS snooping

Answer: E
Explanation:

QUESTION NO: 53

Refer to the exhibit.

'other commands omitted

switch(config-if)# switchport access vian 10
switch(config-if)# switchport mode access
switch(config-if)# switchport voice vlan 20
switch(config-if)# dotlx pae authenticator
switch(config-if)#authentication port-control auto
switch(config-if Fauthentication host-mode multi-domain
switch(config-if #authentication order mab dotlx
switch(config-if #authentication priority dotlx mab
switch(config-ifj#mab

'other commands omitted
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Which statement about this Cisco Catalyst switch 802.1X configuration is true?

A. If an IP phone behind the switch port has an 802.1X supplicant, MAC address bypass will still
be used to authenticate the IP Phone.

B. If an IP phone behind the switch port has an 802.1X supplicant, 802.1X authentication will be
used to authenticate the IP phone.

C. The authentication host-mode multi-domain command enables the PC connected behind the IP
phone to bypass 802.1X authentication.

D. Using the authentication host-mode multi-domain command will allow up to eight PCs
connected behind the IP phone via a hub to be individually authentication using 802.1X.

Answer: B
Explanation:

QUESTION NO: 54

Which signature engine is used to create a custom IPS signature on a Cisco IPS appliance that
triggers when a vulnerable web application identified by the "/runscript.php” URI is run?

A. AICHTTP

B. Service HTTP
C. String TCP

D. Atomic IP

E. META

F. Multi-String

Answer: B
Explanation:

QUESTION NO: 55

The ASA can be configured to drop IPv6 headers with routing-type 0 using the MPF. Choose the
correct configuration.

A. policy-map type inspect ipv6 IPv6_PMAP
match header routing-type eq 0

drop log

B. policy-map type inspect icmpv6 ICMPv6_PMAP
match header routing-type eq 0
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drop log

C. policy-map type inspect ipv6-header HEADER_PMAP
match header routing-type eq O

drop log

D. policy-map type inspect http HEADER_PMAP

match routing-header 0

drop log

E. policy-map type inspect ipv6 IPv6_PMAP

match header type O

drop log

F. policy-map type inspect ipv6-header HEADER_PMAP
match header type O

drop log

Answer: A
Explanation:

QUESTION NO: 56
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Client

|

|

(inside)
ZBFW
(outside)
|

|

Server

zone security mside
zone security outside

interface inside
zone-member security mside

interface outside
zone-member security outside

class-map type inspect match-all HTTP CMAP

match protocolHTTP
class-map type inspect match-all TCP_ CMAP
match protocol TCP

policy-map type inspect IN-OUT PMAP
class type mspect TCP_ CMAP
inspect
class type inspect HT TP CMAP
pass

class class-default
drop

zone-pair IN-OUT _ZP source inside destination outside
service-policy type inspect IN-OUT PMAP

With the client protected by the firewall, an HTTP connection from the client to the server on TCP

port 80 will be subject to which action?
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A. inspection action by the HTTP_CMAP

B. inspection action by the TCP_CMAP

C. drop action by the default class

D. inspection action by both the HTTP_CMAP and TCP_CMAP
E. pass action by the HTTP_CMAP

F. drop action due to class-map misclassification

Answer: B
Explanation:

QUESTION NO: 57

access-list routemapacl standard deny host 10.66.42.215
access-list routemapacl standard deny 10.40.29.0 255.255.255.0
access-list routemapacl] standard deny 10.39.24.0 255.255.255.0
access-list routemapacl standard permit any

L]

route outside 10.39.23.0 255.255.255.0 192.168.1.1 1

route outside 10.39.24.0 255.255.255.0 192.168.1.1 1

route outside 10.39.27.0 255.255,255.0.192.168.1.1 1

route outside 10.40.29.0 255.255.255.0 192.168.1.1 1

route outside 10.40.30.0 255.255.255.0 192.168.1.1 1

route outside 10.66.42.215 255.255.255.255 192.168.1.1 1

1

route-map static_route _map permit 10

match ip address routemapacl
L

router ospf o0

network 192.168.1.0 255.255.255.0 area 0
log-adj-changes

redistribute static subnets route-map static_route map

2
2

Which route will be advertised by the Cisco ASA to its OSPF neighbors?

A. 10.39.23.0/24
B. 10.40.29.0/24
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C. 10.66.42.215/32
D. 10.40.29.0/24

Answer: A
Explanation:

QUESTION NO: 58

Which three options can be configured within the definition of a network object, as introduced in
Cisco ASA version 8.3(1)? (Choose three.)

A. range of IP addresses

B. subnet of IP addresses

C. destination IP NAT translation
D. source IP NAT translation

E. source and destination FQDNs
F. port and protocol ranges

Answer: A,B,D
Explanation:

QUESTION NO: 59

Regarding VSAs, which statement is true?

A. VSAs may be implemented on any RADIUS server.

B. VSAs are proprietary, and therefore may only be used on the RADIUS server of that vendor.
For example, a Cisco VSA may only be used on a Cisco RADIUS server, such as ACS or ISE.

C. VSAs do not apply to RADIUS; they are a TACACS attribute.
D. Each VSA is defined in an RFC and is considered to be a standard.

Answer: A
Explanation:

QUESTION NO: 60

Which four items may be checked via a Cisco NAC Agent posture assessment? (Choose four.)
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A. Microsoft Windows registry keys

B. the existence of specific processes in memory

C. the UUID of an Apple iPad or iPhone

D. if a service is started on a Windows host

E. the HTTP User-Agent string of a device

F. if an Apple iPad or iPhone has been "jail-broken"

G. if an antivirus application is installed on an Apple MacBook

Answer: A,B,D,G
Explanation:

QUESTION NO: 61

Refer to the exhibit.

sshvpnl#show webvpn context

Codes: AS - Admin Status, OS - Operation Status
WHost - Virtual Host

Context Name AS  0OS§S

vpnl down down

Which statement best describes the problem?

A. Context vpnl is not inservice.

B. There is no gateway that is configured under context vpnl.

C. The config has not been properly updated for context vpnl.

D. The gateway that is configured under context vpnl is not inservice.

Answer: A
Explanation:

QUESTION NO: 62

Which three statements are true about the transparent firewall mode in Cisco ASA? (Choose
three.)
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A. The firewall is not a routed hop.

B. The firewall can connect to the same Layer 3 network on its inside and outside interfaces.
C. Static routes are supported.

D. PAT and NAT are not supported.

E. Only one global address per device is supported for management.

F. SSL VPN is supported for management.

Answer: A,B,C
Explanation:

QUESTION NO: 63

Which three statements about Cisco I0S RRI are correct? (Choose three.)

A. RRI is not supported with ipsec-profiles.

B. Routes are created from ACL entries when they are applied to a static crypto map.
C. Routes are created from source proxy IDs by the receiver with dynamic crypto maps.
D. VRF-based routes are supported.

E. RRI must be configured with DMVPN.

Answer: B,C,D
Explanation:

QUESTION NO: 64

Which of the following describes the DHCP "starvation™ attack?

A. Exhaust the address space available on the DHCP servers so that an attacker can inject their
own DHCP server for malicious reasons.

B. Saturate the network with DHCP requests to prevent other network services from working.

C. Inject a DHCP server on the network for the purpose of overflowing DNS servers with bogus
learned host names.

D. Send DHCP response packets for the purpose of overloading CAM tables.

Answer: A
Explanation:

QUESTION NO: 65
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Which Cisco technology protects against Spanning Tree Protocol manipulation?

A. spanning-tree protection

B. root guard and BPDU guard

C. Unicast Reverse Path Forwarding
D. MAC spoof guard

E. port security

Answer: B
Explanation:

QUESTION NO: 66
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vitp mode transparent
'

vlan 600
private-vlan community
vlan 400
private-vlan isolated
vlan 200
private-vlan primary
private-vlan association 400,600
'
interface FastEthernet 5/1
switchport mode private-vlan host
switchport private-vlan host-association 200 400
'
interface FastEthernet 5/2
switchport mode private-vlan host
switchport private-vlan host-association 200 600
'
interface FastEthernet 5/3
switchport mode private-vlan host
switchport private-vlan host-association 200 600
'
Interface FastEthernet 5/4
switchport mode private-vlan promiscuous

switchport private-vlan mapping 200 400,600
'

Which two statements about this Cisco Catalyst switch configuration are correct? (Choose two.)

A. The default gateway for VLAN 200 should be attached to the FastEthernet 5/1 interface.

B. Hosts attached to the FastEthernet 5/1 interface can communicate only with hosts attached to

the FastEthernet 5/4 interface.
C. Hosts attached to the FastEthernet 5/2 interface can communicate with hosts attached to the
FastEthernet 5/3 interface.

D. Hosts attached to the FastEthernet 5/4 interface can communicate only with hosts attached to

the FastEthernet 5/2 and FastEthernet 5/3 interfaces.
E. Interface FastEthernet 5/1 is the community port.
F. Interface FastEthernet 5/4 is the isolated port.
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Answer: B,C
Explanation:

QUESTION NO: 67

Which three configuration components are required to implement QoS policies on Cisco routers
using MQC? (Choose three.)

A. class-map

B. global-policy
C. policy-map
D. service-policy
E. inspect-map

Answer: A,C,D
Explanation:

QUESTION NO: 68

Which type of PVLAN ports can communicate among themselves and with the promiscuous port?

A. isolated

B. community
C. primary

D. secondary
E. protected

Answer: B
Explanation:

QUESTION NO: 69

Which statement is true about the Cisco NEAT 802.1X feature?

A. The multidomain authentication feature is not supported on the authenticator switch interface.
B. It allows a Cisco Catalyst switch to act as a supplicant to another Cisco Catalyst authenticator
switch.

C. The supplicant switch uses CDP to send MAC address information of the connected host to the
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authenticator switch.
D. It supports redundant links between the supplicant switch and the authenticator switch.

Answer: B
Explanation:

QUESTION NO: 70

Which additional configuration component is required to implement a MACSec Key Agreement
policy on user-facing Cisco Catalyst switch ports?

A. PKI

B. TACACS+

C. multi-auth host mode
D. port security

E. 802.1x

Answer: E
Explanation:

QUESTION NO: 71

With the Cisco FlexVPN solution, which four VPN deployments are supported? (Choose four.)

A. site-to-site IPsec tunnels?

B. dynamic spoke-to-spoke IPSec tunnels? (partial mesh)
C. remote access from software or hardware IPsec clients?
D. distributed full mesh IPsec tunnels?

E. IPsec group encryption using GDOI?

F. hub-and-spoke IPsec tunnels?

Answer: A,B,C,F
Explanation:

QUESTION NO: 72

Which four techniques can you use for IP management plane security? (Choose four.)
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A. Management Plane Protection
B. uURPF

C. strong passwords

D. RBAC

E. SNMP security measures

F. MD5 authentication

Answer: A,C,D,E
Explanation:

QUESTION NO: 73

Which three statements about remotely triggered black hole filtering are true? (Choose three.)

A. It filters undesirable traffic.

B. It uses BGP or OSPF to trigger a network-wide remotely controlled response to attacks.

C. It provides a rapid-response technique that can be used in handling security-related events and
incidents.

D. It requires uRPF.

Answer: A,C,D
Explanation:

QUESTION NO: 74

Which three statements about Cisco Flexible NetFlow are true? (Choose three.)
A. The packet information used to create flows is not configurable by the user.
B. It supports IPv4 and IPv6 packet fields.

C. It tracks all fields of an IPv4 header as well as sections of the data payload.

D. It uses two types of flow cache, normal and permanent.
E. It can be a useful tool in monitoring the network for attacks.

Answer: B,C,E
Explanation:

QUESTION NO: 75

During a computer security forensic investigation, a laptop computer is retrieved that requires
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content analysis and information retrieval. Which file system is on it, assuming it has the default
installation of Microsoft Windows Vista operating system?

A. HSFS
B. WinFS
C. NTFS
D. FAT

E. FAT32

Answer: C
Explanation:

QUESTION NO: 76

Which three statements about the IANA are true? (Choose three.)

A. IANA is a department that is operated by the IETF.
B. IANA oversees global IP address allocation.

C. IANA managed the root zone in the DNS.

D. IANA is administered by the ICANN.

E. IANA defines URI schemes for use on the Internet.

Answer: B,C,D
Explanation:

QUESTION NO: 77

What does the Common Ciriteria (CC) standard define?

A. The current list of Common Vulnerabilities and Exposures (CVES)

B. The U.S standards for encryption export regulations

C. Tools to support the development of pivotal, forward-looking information system technologies
D. The international standards for evaluating trust in information systems and products

E. The international standards for privacy laws

F. The standards for establishing a security incident response system

Answer: D
Explanation:
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QUESTION NO: 78

Which three types of information could be used during the incident response investigation phase?
(Choose three.)

A. netflow data

B. SNMP alerts

C. encryption policy

D. syslog output

E. IT compliance reports

Answer: A,B,D
Explanation:

QUESTION NO: 79

Which of the following best describes Chain of Evidence in the context of security forensics?

A. Evidence is locked down, but not necessarily authenticated.

B. Evidence is controlled and accounted for to maintain its authenticity and integrity.
C. The general whereabouts of evidence is known.

D. Someone knows where the evidence is and can say who had it if it is not logged.

Answer: B
Explanation:

QUESTION NO: 80

Which option is a benefit of implementing RFC 28277

A. prevents DoS from legitimate, non-hostile end systems

B. prevents disruption of special services such as Mobile IP

C. defeats DoS attacks which employ IP source address spoofing

D. restricts directed broadcasts at the ingress router

E. allows DHCP or BOOTP packets to reach the relay agents as appropriate

Answer: C
Explanation:
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QUESTION NO: 81

Which of the following provides the features of route summarization, assignment of contiguous
blocks of addresses, and combining routes for multiple classful networks into a single route?

A. classless interdomain routing
B. route summarization

C. supernetting

D. private IP addressing

Answer: A
Explanation:

QUESTION NO: 82

Aggregate global IPv6 addresses begin with which bit pattern in the first 16-bit group?

A. 000/3
B. 001/3
C. 010/2
D. 011/2

Answer: B
Explanation:

QUESTION NO: 83

Which layer of the OSI reference model typically deals with the physical addressing of interface
cards?

A. physical layer
B. data-link layer
C. network layer
D. host layer

Answer: B
Explanation:
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QUESTION NO: 84

Which statement best describes a key difference in IPv6 fragmentation support compared to IPv4?

A. In IPv6, IP fragmentation is no longer needed because all Internet links must have an IP MTU
of 1280 bytes or greater.

B. In IPv6, PMTUD is no longer performed by the source node of an IP packet.

C. In IPv6, IP fragmentation is no longer needed since all nodes must perform PMTUD and send
packets equal to or smaller than the minimum discovered path MTU.

D. In IPv6, PMTUD is no longer performed by any node since the don't fragment flag is removed
from the IPv6 header.

E. In IPv6, IP fragmentation is performed only by the source node of a large packet, and not by
any other devices in the data path.

Answer: E
Explanation:

QUESTION NO: 85

0 1 2 3
0123457890123 4567BB90122345678901
s o T e e s ik ek T T R e T e e e e e T et L L S e

_ Type | Code | Checksum _
S S P N MRS S RS S S S S S e S
| Cur Hop Limit |M|0| EHeserved | Router Lifetime |

T S e e N ey

O S T S -
: Reachable Time _
s S I S O St SN S S S
: Retrans Timer :
e

It shows the format of an IPv6 Router Advertisement packet. If the Router Lifetime value is set to
0, what does that mean?

A. The router that is sending the RA is not the default router.

B. The router that is sending the RA is the default router.

C. The router that is sending the RA will never power down.

D. The router that is sending the RA is the NTP master.

E. The router that is sending the RA is a certificate authority.

F. The router that is sending the RA has its time synchronized to an NTP source.

Answer: A
Explanation:
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QUESTION NO: 86

If a host receives a TCP packet with an SEQ number of 1234, an ACK number of 5678, and a
length of 1000 bytes, what will it send in reply?

A. a TCP packet with SEQ number: 6678, and ACK number: 1234
B. a TCP packet with SEQ number: 2234, and ACK number: 5678
C. a TCP packet with SEQ number: 1234, and ACK number: 2234
D. a TCP packet with SEQ number: 5678, and ACK number 2234

Answer: D
Explanation:

QUESTION NO: 87

A network administrator uses a LAN analyzer to troubleshoot OSPF router exchange messages
sent to all OSPF routers. To which one of these MAC addresses are these messages sent?

A. 00-00-1C-EF-00-00
B. 01-00-5E-00-00-05
C. 01-00-5E-EF-00-00
D. EF-FF-FF-00-00-05
E. EF-00-00-FF-FF-FF
F. FF-FF-FF-FF-FF-FF

Answer: B
Explanation:

QUESTION NO: 88

Which option correctly describes the security enhancement added for OSPFv3?

A. The AuType field in OSPFv3 now supports the more secure SHA-1 and SHA-2 algorithms in
addition to MD5.

B. The AuType field is removed from the OSPFv3 header since simple password authentication is
no longer an option.

C. The Authentication field in OSPFv3 is increased from 64 bits to 128 bits to accommodate more
secure authentication algorithms.
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D. Both the AuType and Authentication fields are removed from the OSPF header in OSPFv3,
since now it relies on the IPv6 Authentication Header (AH) and IPv6 Encapsulating Security
Payload (ESP) to provide integrity, authentication, and/or confidentiality.?

E. The Authentication field is removed from the OSPF header in OSPFv3, because OSPFv3 must
only run inside of an authenticated IPSec tunnel.

Answer: D
Explanation:

QUESTION NO: 89

Which IPv6 tunnel type is a standard that is defined in RFC 42147

A. ISATAP

B. 6to4

C. GREV6

D. manually configured

Answer: A
Explanation:

QUESTION NO: 90

What IP protocol number is used in the protocol field of an IPv4 header, when IPv4 is used to
tunnel IPv6 packets?

A.6

B. 27
C.41
D. 47
E.51

Answer: C
Explanation:

QUESTION NO: 91

Which three statements are true about PIM-SM operations? (Choose three.)
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A. PIM-SM supports RP configuration using static RP, Auto-RP, or BSR.

B. PIM-SM uses a shared tree that is rooted at the multicast source.

C. Different RPs can be configured for different multicast groups to increase RP scalability.
D. Candidate RPs and RP mapping agents are configured to enable Auto-RP.

E. PIM-SM uses the implicit join model.

Answer: A,C,D
Explanation:

QUESTION NO: 92

An IPv6 multicast receiver joins an IPv6 multicast group using which mechanism?

A. IGMPv3 report
B. IGMPvV3 join
C. MLD report

D. general query
E. PIM join

Answer: C
Explanation:

QUESTION NO: 93

Which configuration implements an ingress traffic filter on a dual-stack ISR border router to
prevent attacks from the outside to services such as DNSv6 and DHCPv6?

Al

ipv6 access-list test
deny ipv6 FF05::/16 any
deny ipv6 any FF05::/16
I output omitted

permit ipv6 any any

|

B.!

ipv6 access-list test
permit ipv6 any FF05::/16
I output omitted

deny ipv6 any any

|

C.!
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ipv6 access-list test

deny ipv6 any any eq dns
deny ipv6 any any eq dhcp
I output omitted

permit ipv6 any any

|

D.!

ipv6 access-list test

deny ipv6 any 2000::/3

I output omitted

permit ipv6 any any

|

E.!

ipv6 access-list test

deny ipv6 any FE80::/10

I output omitted

permit ipv6 any any

|

Answer: A
Explanation:

QUESTION NO: 94

Which two security measures are provided when you configure 802.1X on switchports that
connect to corporate-controlled wireless access points? (Choose two.)

A. It prevents rogue APs from being wired into the network.

B. It provides encryption capability of data traffic between APs and controllers.

C. It prevents rogue clients from accessing the wired network.

D. It ensures that 802.1x requirements for wired PCs can no longer be bypassed by disconnecting
the AP and connecting a PC in its place.

Answer: A,D
Explanation:

QUESTION NO: 95

Which option explains the passive scan technique that is used by wireless clients to discover
available wireless networks?
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A. listening for access point beacons that contain available wireless networks

B. sending a null probe request

C. sending a null association request

D. listening for access point probe response frames that contain available wireless networks

Answer: A
Explanation:

QUESTION NO: 96

Which protocol can be used to encrypt traffic sent over a GRE tunnel?

A. SSL
B. SSH
C. IPsec
D. DH
E. TLS

Answer: C
Explanation:

QUESTION NO: 97

Which three options are security measures that are defined for Mobile IPv6? (Choose three.)

A. IPsec SAs are used for binding updates and acknowledgements.

B. The use of IKEv1 or IKEv2 is mandatory for connections between the home agent and mobile
node.

C. Mobile nodes and the home agents must support ESP in transport mode with non-NULL
payload authentication.

D. Mobile IPv6 control messages are protected by SHA-2.

E. IPsec SAs are used to protect dynamic home agent address discovery.

F. IPsec SAs can be used to protect mobile prefix solicitations and advertisements.

Answer: A,C,F
Explanation:

QUESTION NO: 98
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Which three statements are true about DES? (Choose three.)

A. A 56-bit key is used to encrypt 56-bit blocks of plaintext.

B. A 56-bit key is used to encrypt 64-bit blocks of plaintext.

C. Each block of plaintext is processed through 16 rounds of identical operations.
D. Each block of plaintext is processed through 64 rounds of identical operations.
E. ECB, CBC, and CBF are modes of DES.

F. Each Block of plaintext is processed through 8 rounds of identical operations.
G. CTR, CBC, and OFB are modes of DES.

Answer: B,C,E
Explanation:

QUESTION NO: 99

Comparing and contrasting IKEv1 and IKEv2, which three statements are true? (Choose three.)

A. IKEv2 adds EAP as a method of authentication for clients; IKEv1 does not use EAP.

B. IKEv1 and IKEvV2 endpoints indicate support for NAT-T via the vendor_ID payload.

C. IKEv2 and IKEv1 always ensure protection of the identities of the peers during the negotiation
process.

D. IKEv2 provides user authentication via the IKE_AUTH exchange; IKEv1 uses the XAUTH
exchange.

E. IKEv1 and IKEv2 both use INITIAL_CONTACT to synchronize SAs.

F. IKEv1 supports config mode via the SET/ACK and REQUEST/RESPONSE methods; IKEv2
supports only REQUEST/RESPONSE.

Answer: A,D,E
Explanation:

QUESTION NO: 100

Which three statements about GDOI are true? (Choose three.)

A. GDOI uses TCP port 848.

B. The GROUPKEY_PULL exchange is protected by an IKE phase 1 exchange.
C. The KEK protects the GROUPKEY_PUSH message.

D. The TEK is used to encrypt and decrypt data traffic.

E. GDOI does not support PFS.
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Answer: B,C,D
Explanation:

Topic 2, Volume B

QUESTION NO: 101

Which three nonproprietary EAP methods do not require the use of a client-side certificate for
mutual authentication? (Choose three.)

A. LEAP

B. EAP-TLS
C. PEAP

D. EAP-TTLS
E. EAP-FAST

Answer: C,D,E
Explanation:

QUESTION NO: 102

When you compare WEP to WPA (not WPA2), which three protections are gained? (Choose
three.)

A. a message integrity check

B. AES-based encryption

C. avoidance of weak Initialization vectors
D. longer RC4 keys

E. a rekeying mechanism

Answer: A,C,E
Explanation:

QUESTION NO: 103

Which option shows the correct sequence of the DHCP packets that are involved in IP address
assignment between the DHCP client and the server?

A. REQUEST, OFFER, ACK
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B. DISCOVER, OFFER, REQUEST, ACK
C. REQUEST, ASSIGN, ACK
D. DISCOVER, ASSIGN, ACK
E. REQUEST, DISCOVER, OFFER, ACK

Answer: B
Explanation:

QUESTION NO: 104

Which common FTP client command transmits a direct, byte-for-byte copy of a file?

A. ascii
B. binary
C. hash
D. quote
E. glob

Answer: B
Explanation:

QUESTION NO: 105

Which option is a desktop sharing application, used across a variety of platforms, with default TCP
ports 5800/5801 and 5900/59017?

A. X Windows

B. remote desktop protocol
C.VNC

D. desktop proxy

Answer: C
Explanation:

QUESTION NO: 106

Which two of the following provide protect against man-in-the-middle attacks? (Choose two.)
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A. TCP initial sequence number randomization?
B. TCP sliding-window checking

C. Network Address Translation

D. IPsec VPNs

E. Secure Sockets Layer

Answer: D,E
Explanation:

QUESTION NO: 107

An exploit that involves connecting to a specific TCP port and gaining access to an administrative

command prompt is an example of which type of attack?

A. botnet
B. Trojan horse
C. privilege escalation

D. DoS
Answer: C
Explanation:

QUESTION NO: 108

Refer to the exhibit.

O 0O 0 [x] 10.000000 10.0.0.2 192.168.232.129 TCP 1024 > ftp [SYN] Seq=4288200122 Win=16384 Len=0 MS5=138...

v Frame 1 (62 bytes on wire, 62 bytes captured)
b Ethernet II, Src: Intel_ch:7d:01 (00:aa:00:ch:7d:01), Dst: vmware_Sf:2e:84 (00:0c:29:9f:2e:84)
b Internet Protocol, Src: 10.0.0.2 (10.0.0.2), Dst: 192.168.232.129 (192.168.232.129)

Source port: 1024 (1024)
Destination port: ftp (21)
[Stream index: ©]
Sequence number: 4288200122
Header length: 28 bytes
b Flags: 0x02 (SYN)
Window size: 16384
b checksum: oxdldb [correct]
¥ Options: (8 bytes)
Maximum segment size: 1380 bytes

¥ Transmission Control Protocol, Src Port: 1024 (1024), Dst Port: ftp (21), Seq: 4288200122, Len: O

MNOP

MNOP

NOP

MNOP
(] [ 2]
0000
0010
0020 [ i NE
0030 0 00 0 0> 64 01

é
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Which statement is true?

A. This packet decoder is using relative TCP sequence numbering?.
B. This TCP client is proposing the use of TCP window scaling?.

C. This packet represents an active FTP data session?.

D. This packet contains no TCP payload.

Answer: D
Explanation:

QUESTION NO: 109

When configuring an Infrastructure ACL (IACL) to protect the IPv6 infrastructure of an enterprise
network, where should the iACL be applied??

. all infrastructure devices in both the inbound and outbound direction
. all infrastructure devices in the inbound direction

. all infrastructure devices in the outbound direction

. all parameter devices in both the inbound and outbound direction

. all parameter devices in the inbound direction

. all parameter devices in the outbound direction

TmooOw >

Answer: E
Explanation:

QUESTION NO: 110

What feature on the Cisco ASA is used to check for the presence of an up-to-date antivirus vendor
on an AnyConnect client?

A. Dynamic Access Policies with no additional options
B. Dynamic Access Policies with Host Scan enabled
C. advanced endpoint assessment

D. LDAP attribute maps obtained from Antivirus vendor

Answer: B
Explanation:
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QUESTION NO: 111

What type of attack consists of injecting traffic that is marked with the DSCP value of EF into the
network?

A. brute-force attack

B. QoS marking attack

C. DHCP starvation attack
D. SYN flood attack

Answer: B
Explanation:

QUESTION NO: 112

Which statement is true regarding Cisco ASA operations using software versions 8.3 and later?

A. The global access list is matched first before the interface access lists.

B. Both the interface and global access lists can be applied in the input or output direction.

C. When creating an access list entry using the Cisco ASDM Add Access Rule window, choosing
"global” as the interface will apply the access list entry globally.

D. NAT control is enabled by default.

E. The static CLI command is used to configure static NAT translation rules.

Answer: C
Explanation:

QUESTION NO: 113

Which three multicast features are supported on the Cisco ASA? (Choose three.)

A. PIM sparse mode?

B. IGMP forwarding?

C. Auto-RP

D. NAT of multicast traffic?

Answer: A,B,D
Explanation:
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QUESTION NO: 114

Which three configuration tasks are required for VPN clustering of AnyConnect clients that are
connecting to an FQDN on the Cisco ASA?? (Choose three.)

A. The redirect-fgdn command must be entered under the vpn load-balancing sub-configuration.
B. Each ASA in the VPN cluster must be able to resolve the IP of all DNS hostnames that are
used in the cluster?.

C. The identification and CA certificates for the master FQDN hostname must be imported into
each VPN cluster-member device?.

D. The remote-access IP pools must be configured the same on each VPN cluster-member
interface.

Answer: A,B,C
Explanation:

QUESTION NO: 115

Which three statements are true about objects and object groups on a Cisco ASA appliance that is
running Software Version 8.4 or later? (Choose three.)

A. TCP, UDP, ICMP, and ICMPv6 are supported service object protocol types.
B. IPv6 object nesting is supported.

C. Network objects support IPv4 and IPv6 addresses.

D. Objects are not supported in transparent mode.

E. Objects are supported in single- and multiple-context firewall modes.

Answer: A,C,E
Explanation:

QUESTION NO: 116

Which command is used to replicate HTTP connections from the Active to the Standby Cisco ASA
appliance in failover?

A. monitor-interface http

B. failover link fover replicate http

C. failover replication http

D. interface fover

replicate http standby

E. No command is needed, as this is the default behavior.
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Answer: C
Explanation:

QUESTION NO: 117

policy-map type inspect ipv6 IPv6-map
match header routing-type range 0 255
drop

class-map outside-class

match any

policy-map outside-policy

class outside-class

inspect ipv6 IPv6-map

service-policy outside-policy interface outside

Refer to the exhibit.
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= —

i - ™
& VPN Client | Properties for "Test ASA" s S

Connection Entry: I Test S50

1T
CISCO

D escription: |

Host: [10.1.1.1

Authentication ITranspn:urt | Backup Semvers | Dial-Up I

{* Group Authentication = Mutual Group Authentication

M arne: Ite&ti

IKKKKKKKK

Fazsword:

EEEES

Confirm F'asswcnrd:l

{~ Certificate Authentication

M armne; I ;I

[T Send Ca Certificate Chain

Eraze Uzer Pazsward | Save Cancel

Given the Cisco ASA configuration above, which commands need to be added in order for the
Cisco ASA appliance to deny all IPv6 packets with more than three extension headers?

A. policy-map type inspect ipv6 IPv6-map
match ipv6 header

count > 3

B. policy-map outside-policy

class outside-class

inspect ipv6 header count gt 3

C. class-map outside-class

match ipv6 header count greater 3

D. policy-map type inspect ipv6 IPv6-map
match header count gt 3

drop

Answer: D
Explanation:

QUESTION NO: 118
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Which C3PL configuration component is used to tune the inspection timers such as setting the tcp
idle-time and tcp synwait-time on the Cisco ZBFW?

A. class-map type inspect

B. parameter-map type inspect
C. service-policy type inspect
D. policy-map type inspect tcp
E. inspect-map type tcp

Answer: B
Explanation:

QUESTION NO: 119

Which three NAT types support bidirectional traffic initiation? (Choose three.)

A. static NAT

B. NAT exemption

C. policy NAT with nat/global
D. static PAT

E. identity NAT

Answer: A,B,D
Explanation:

QUESTION NO: 120

Which IPS module can be installed on the Cisco ASA 5520 appliance?

A. IPS-AIM

B. AIP-SSM

C. AIP-SSC

D. NME-IPS-K9
E. IDSM-2

Answer: B
Explanation:
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QUESTION NO: 121

Which two options best describe the authorization process as it relates to network access?
(Choose two.)

A. the process of identifying the validity of a certificate, and validating specific fields in the
certificate against an identity store

B. the process of providing network access to the end user

C. applying enforcement controls, such as downloadable ACLs and VLAN assignment, to the
network access session of a user

D. the process of validating the provided credentials

Answer: B,C
Explanation:

QUESTION NO: 122

If ISE is not Layer 2 adjacent to the Wireless LAN Controller, which two options should be
configured on the Wireless LAN Controller to profile wireless endpoints accurately? (Choose two.)

A. Configure the Call Station ID Type to bE. "IP Address".

B. Configure the Call Station ID Type to bE. "System MAC Address".
C. Configure the Call Station ID Type to bE. "MAC and IP Address".
D. Enable DHCP Proxy.

E. Disable DHCP Proxy.

Answer: B,E
Explanation:

QUESTION NO: 123
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T e -

- T - b
& VPN Client | Properties for “Test ASA" W (X

Connection Entry: I Test A58

o]
CISCO

D escription: I

Host:{10.1.1.1

Authentication ITranspn:urt | Backup Servers | Dial-lp |

{* Group Authentication " Mutual Group Authentication

N ame: Itest|

Fazzword:

Ixxxxxxxx

BEEEEEHE

Canfirm F'asawnrd:l

™ Certificate Authentication

M ame: I ll

[T Send CA Certificate Chain

Eraze User F'asswnn:ll Save Cancel

To configure the Cisco ASA, what should you enter in the Name field, under the Group
Authentication option for the IPSec VPN client?

A. group policy name

B. crypto map name

C. isakmp policy name

D. crypto ipsec transform-set name
E. tunnel group name

Answer: E
Explanation:

QUESTION NO: 124
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Rl#show crypto engine comnections active
Crypto Engine Connections

IDD Type Algorithm Encrypt Decrypt LastfSegN IP-Address
1655 IPsec SHA+AES 0 ] o 7.7.11.33
1656 IPsec SHA+AES a ] 0 7.7.11.33

RZi#show crypto engine connections active
Crypto Engine Connections

ID Type Algorithm Encrypt Decrypt LastSegN IP-Address
1655 IPsec SHA+AES o 0 o 7.7.11.35
16568 IPsec SHA+AES a 0 o 7.7.11.35

On R1, encrypt counters are incrementing. On R2, packets are decrypted, but the encrypt counter
is not being incremented. What is the most likely cause of this issue?

. arouting problem on R1

. arouting problem on R2

. incomplete IPsec SA establishment
. Crypto engine failure on R2

IPsec rekeying is occurring

moow >

Answer: B
Explanation:

QUESTION NO: 125

Which two methods are used for forwarding traffic to the Cisco ScanSafe Web Security service?
(Choose two.)

A. Cisco AnyConnect VPN Client with Web Security and ScanSafe subscription

B. Cisco ISR G2 Router with SECK9 and ScanSafe subscription

C. Cisco ASA adaptive security appliance using DNAT policies to forward traffic to ScanSafe
subscription servers

D. Cisco Web Security Appliance with ScanSafe subscription

Answer: B,C
Explanation:

QUESTION NO: 126
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Which four statements about SeND for IPv6 are correct? (Choose four.)

A. It protects against rogue RASs.

B. NDP exchanges are protected by IPsec SAs and provide for anti-replay.

C. It defines secure extensions for NDP.

D. It authorizes routers to advertise certain prefixes.

E. It provides a method for secure default router election on hosts.

F. Neighbor identity protection is provided by Cryptographically Generated Addresses that are
derived from a Diffie-Hellman key exchange.

G. Itis facilitated by the Certification Path Request and Certification Path Response ND
messages.

Answer: A,C,D,E
Explanation:

QUESTION NO: 127

What is the recommended network MACSec policy mode for high security deployments?

. Should-secure

. must-not-secure
. must-secure

. monitor-only

. high-impact

mooOw>»

Answer: C
Explanation:

QUESTION NO: 128

Which three statements about NetFlow version 9 are correct? (Choose three.)

A. It is backward-compatible with versions 8 and 5.

B. Version 9 is dependent on the underlying transport; only UDP is supported.

C. A version 9 export packet consists of a packet header and flow sets.

D. Generating and maintaining valid template flow sets requires additional processing.
E. NetFlow version 9 does not access the NetFlow cache entry directly.

Answer: C,D,E
Explanation:
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QUESTION NO: 129

Which three statements about VXLANSs are true? (Choose three.)

A. It requires that IP protocol 8472 be opened to allow traffic through a firewall.

B. Layer 2 frames are encapsulated in IP, using a VXLAN ID to identify the source VM.
C. A VXLAN gateway maps VXLAN IDs to VLAN IDs.

D. IGMP join messages are sent by new VMs to determine the VXLAN multicast IP.

E. AVXLAN ID is a 32-bit value.

Answer: B,C,D
Explanation:

QUESTION NO: 130

Which two identifiers are used by a Cisco Easy VPN Server to reference the correct group policy
information for connecting a Cisco Easy VPN Client? (Choose two.)

A.IKE ID_KEY_ID

B. OU field in a certificate that is presented by a client

C. XAUTH username

D. hash of the OTP that is sent during XAUTH challenge/response
E. IKE ID_IPV4 _ADDR

Answer: A,B
Explanation:

QUESTION NO: 131

Which multicast routing mechanism is optimal to support many-to-many multicast applications?

A. PIM-SM
B. MOSPF
C. DVMRP
D. BIDIR-PIM
E. MSDP
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Answer: D
Explanation:

QUESTION NO: 132

Which three statements regarding VLANSs are true? (Choose three.)

A. To create a new VLAN on a Cisco Catalyst switch, the VLAN name, VLAN ID and VLAN type
must all be specifically configured by the administrator.

B. A VLAN is a broadcast domain.

C. Each VLAN must have an SVI configured on the Cisco Catalyst switch for it to be operational.
D. The native VLAN is used for untagged traffic on an 802.1Q trunk.

E. VLANSs can be connected across wide-area networks.

Answer: B,D,E
Explanation:

QUESTION NO: 133

Which technology, configured on the Cisco ASA, allows Active Directory authentication credentials
to be applied automatically to web forms that require authentication for clientless SSL
connections?

A. one-time passwords

B. certificate authentication

C. user credentials obtained during authentication
D. Kerberos authentication

Answer: C
Explanation:

QUESTION NO: 134
In what subnet does address 192.168.23.197/27 reside?
A.192.168.23.0

B.192.168.23.128
C. 192.168.23.160
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D. 192.168.23.192
E. 192.168.23.196

Answer: D
Explanation:

QUESTION NO: 135

Given the IPv4 address 10.10.100.16, which two addresses are valid IPv4-compatible IPv6
addresses? (Choose two.)

A. :A:A64:10
B.::10:10:100:16

C. 0:0:0:0:0:10:10:100:16
D. 0:0:10:10:100:16:0:0:0

Answer: B,C
Explanation:

QUESTION NO: 136

What is the size of a point-to-point GRE header, and what is the protocol number at the IP layer?

A. 8 bytes, and protocol number 74
B. 4 bytes, and protocol number 47
C. 2 bytes, and protocol number 71
D. 24 bytes, and protocol number 1
E. 8 bytes, and protocol number 47

Answer: B
Explanation:

QUESTION NO: 137

Refer to the exhibit.
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Which three fields of the IP header labeled can be used in a spoofing attack? (Choose one.)

, 11
1,12
1,12
, 11

N R RN

.6
.6
.3
.4

o0Ow>

Answer: A
Explanation:

QUESTION NO: 138

When implementing WLAN security, what are three benefits of using the TKIP instead of WEP?
(Choose three.)

A. TKIP uses an advanced encryption scheme based on AES.

B. TKIP provides authentication and integrity checking using CBC-MAC.

C. TKIP provides per-packet keying and a rekeying mechanism.

D. TKIP provides message integrity check.

E. TKIP reduces WEP vulnerabilities by using a different hardware encryption chipset.
F. TKIP uses a 48-bit initialization vector.
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Answer: C,D,F
Explanation:

QUESTION NO: 139

Which two statements about SHA are correct? (Choose two.)

A. Five 32-bit variables are applied to the message to produce the 160-bit hash.
B. The message is split into 64-bit blocks for processing.

C. The message is split into 512-bit blocks for processing.

D. SHA-2 and MD5 both consist of four rounds of processing.

Answer: A,C
Explanation:

QUESTION NO: 140

Which three statements about IKEv2 are correct? (Choose three.)

A. INITIAL_CONTACT is used to synchronize state between peers.

B. The IKEv2 standard defines a method for fragmenting large messages.

C. The initial exchanges of IKEv2 consist of IKE_SA_INIT and IKE_AUTH.

D. Rekeying IKE and child SAs is facilitated by the IKEv2 CREATE_CHILD_SA exchange.

E. NAT-T is not supported.

F. Attribute policy push (via the configuration payload) is only supported in REQUEST/REPLY
mode.

Answer: A,C,D
Explanation:

QUESTION NO: 141

Which three statements about LDAP are true? (Choose three.)

A. LDAP uses UDP port 389 by default.
B. LDAP is defined in terms of ASN.1 and transmitted using BER.
C. LDAP is used for accessing X.500 directory services.
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D. An LDAP directory entry is uniquely identified by its DN.
E. A secure connection via TLS is established via the UseTLS operation.

Answer: B,C,D
Explanation:

QUESTION NO: 142

Which two EAP methods may be susceptible to offline dictionary attacks? (Choose two.)
A. EAP-MD5

B. LEAP

C. PEAP with MS-CHAPV2
D. EAP-FAST

Answer: A,B
Explanation:

QUESTION NO: 143
Which PKCS is invoked during IKE MM5 and MM6 when digital certificates are used as the

authentication method?

A. PKCS#7
B. PKCS#10
C. PKCS#13
D. PKCS#11
E. PKCS#3

Answer: A
Explanation:

QUESTION NO: 144

Which three features describe DTLS protocol? (Choose three.)

A. DTLS handshake does not support reordering or manage loss packets.
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B. DTLS provides enhanced security, as compared to TLS.

C. DTLS provides block cipher encryption and decryption services.

D. DTLS is designed to prevent man-in-the-middle attacks, message tampering, and message
forgery.

E. DTLS is used by application layer protocols that use UDP as a transport mechanism.

F. DTLS does not support replay detection.

Answer: C,D,E
Explanation:

QUESTION NO: 145

Which statement regarding TFTP is not true?

A. Communication is initiated over UDP port 69.

B. Files are transferred using a secondary data channel.

C. Data is transferred using fixed-size blocks.

D. TFTP authentication information is sent in clear text.

E. TFTP is often utilized by operating system boot loader procedures.

F. The TFTP protocol is implemented by a wide variety of operating systems and network devices.

Answer: D
Explanation:

QUESTION NO: 146

User A at Company A is trying to transfer files to Company B, using FTP. User A can connect to
the FTP server at Company B correctly, but User A cannot get a directory listing or upload files.
The session hangs.

What are two possible causes for this problem? (Choose two.)

A. Active FTP is being used, and the firewall at Company A is not allowing the returning data
connection to be initiated from the FTP server at Company B.

B. Passive FTP is being used, and the firewall at Company A is not allowing the returning data
connection to be initiated from the FTP server at Company B.

C. At Company A, active FTP is being used with a non-application aware firewall applying NAT to
the source address of User A only.

D. The FTP server administrator at Company B has disallowed User A from accessing files on that
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server.
E. Passive FTP is being used, and the firewall at Company B is not allowing connections through
to port 20 on the FTP server.

Answer: A,C
Explanation:

QUESTION NO: 147

Which three new capabilities were added to HTTP v1.1 over HTTP v1.0? (Choose three.)

A. chunked transfer encoding
B. HTTP pipelining

C. POST method

D. HTTP cookies

E. keepalive mechanism

Answer: A,B,E
Explanation:

QUESTION NO: 148

Which three Cisco security product features assist in preventing TCP-based man-in-the-middle
attacks? (Choose three.)

A. Cisco ASA TCP initial sequence number randomization?
B. Cisco ASA TCP sliding-window conformance validation?
C. Cisco IPS TCP stream reassembly?

D. Cisco I0S TCP maximum segment size adjustment?

Answer: A,B,C
Explanation:

QUESTION NO: 149

Which would be the best method to deploy on a Cisco ASA to detect and prevent viruses and
worms?
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A. deep packet inspection

B. content security via the Control Security Services Module
C. Unicast Reverse Path Forwarding

D. IP audit signatures

Answer: B
Explanation:

QUESTION NO: 150

Which four IPv6 messages should be allowed to transit a transparent firewall? (Choose four.)

. router solicitation with hop limit = 1

. router advertisement with hop limit =1

. neighbor solicitation with hop limit = 255

. neighbor advertisement with hop limit = 255
. listener query with link-local source address
. listener report with link-local source address

mTmooOw >

Answer: C,D,E,F
Explanation:

QUESTION NO: 151

Refer to the exhibit of an ISAKMP debug.

ISAKMF (62): processing SA payload. message ID = 0
ISAFMP (62): Checking ISAKMP transform 1 against priority 10 policy
encryption DES-CBC
hash SHA
default group 1
auth pre-share
ISARKMP (62): atts are acceptable. Next payload is 0
ISAFMP (62): SA 13 doing pre-shared key authentication
ISARKMP (62): processing KE payload. message ID = 0
ISAKMP (62): processing HONCE payload. message ID 0
ISAKME (62): SKEYID state generated
ISAFMP (62); processing vendor id payload
ISAFMP (62): speaking to another Cisco I0S box!
ISAKMP: reserved not zero on 1D payload!
#CRYPTO-4-IFMP BAD MESSAGE: IKE message from 172.16.100.201
failed its sanity check or is malformed
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Which message of the exchange is failing?

. main mode 1
. main mode 3
. aggressive mode 1
. main mode 5
. aggressive mode 2

mooOw>»

Answer: B
Explanation:

QUESTION NO: 152

Which Cisco IPS appliance feature can automatically adjust the risk rating of IPS events based on
the reputation of the attacker?

A. botnet traffic filter
B. event action rules
C. anomaly detection
D. reputation filtering
E. global correlation inspection

Answer: E
Explanation:

QUESTION NO: 153

Which mode of operation must be enabled on CSM to support roles such as Network
Administrator, Approver, Network Operator, and Help Desk?

A. Deployment Mode
B. Activity Mode

C. Workflow Mode

D. User Roles Mode

E. Administration Mode
F. Network Mode

Answer: C
Explanation:
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QUESTION NO: 154

Which two ISE Probes would be required to distinguish accurately the difference between an iPad
and a MacBook Pro? (Choose two.)

A. DHCP or DHCPSPAN

B. SNMPTRAP
C. SNMPQUERY
D. NESSUS
E.HTTP

F. DHCP TRAP

Answer: AE
Explanation:

QUESTION NO: 155

Which configuration option will correctly process network authentication and authorization using

both 802.1X and MAB on a single port?

A)

interface FastEthernetl/ B/ 9
switchport access vlan 208
switchport mode access
switchport volce wlan 4@
1p access-group ACL-DEFAULT 1in

authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
authentication
mab

event fail action next-method

event server dead action authorize vlan 208
event sermver alive action reinitialize
host-mode multi-domain

open

order mab dotlx

priority dotlx mab

port-control auto

violation restrict

dotlx poe authenticator

dotlx timeout tx-period 18

spanning-tree portfast

ip dhcp snooping information option allow-untrusted

end

"Pass Any Exam. Any Time." - www.actualtests.com

69



Cisco 350-018 Exam

B)

interfoce FastEthernetl @9

switchport dccess vlan 288

switchport mode access

switchport volce vlan 48

ip access-group ACL-DEFAULT in

authentication event foil action next-method
authentication event server dead action authorize vlan 268
authentication event server alive action reinitialize
authentication host-mode multi-domain

authentication open

authentication order mab dotlx

authentication priority dotlx mab

authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 18

spanning-tree portfast

ip dhcp snooping information option allow-untrusted
end

C)

interface FastEthernetl 89

switchport access vlan 288

switchport mode access

switchport voice vlan 4@

1p access-group ACL-DEFAULT 1in

authentication event fall action next-method
authentication event server dead action authorize wvlan 208
authentication event server alive action reinitialize
authentication host-mode multi-demain

authentication open

authentication order maob dotlx

authentication priority dotlx mab

authentication violation restrict

mab

dotlx pae authenticator

dotlx timeout tx-period 18

spanning-tree portfast

ip dhcp snooping information option allow-untrusted
end
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D)

interface FastEthernetl/8/9

switchport access vlan 288

switchport mode access

switchport wvolce vlian 4@

1p access-group ACL-DEFAULT 1in

authentication event fail action next-method
authentication ewvent server dead action authorize vlan 208
authentication event server alive action reinitialize
authentication host-mode multi-domain

authentication ocpen

authentication order mab dotlx

authentication priority dotlx mab

aguthentication port-control force-unauthorized
authentication violation restrict

mab

dotlx poe authenticator

dotlx timeout tx-period 18

spanning-tree portfast

ip dhcp snoopilng information option allow-untrusted
end

A. Option A
B. Option B
C. Option C
D. Option D

Answer: A
Explanation:

QUESTION NO: 156

Which statement regarding the routing functions of the Cisco ASA is true?

A. The translation table can override the routing table for new connections.

B. The ASA supports policy-based routing with route maps?.

C. In a failover pair of ASAs, the standby firewall establishes a peer relationship with OSPF
neighbors.

D. Routes to the NullO interface can be configured to black-hole traffic.

Answer: A
Explanation:
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QUESTION NO: 157

Which three statements are true about the Cisco ASA object configuration below? (Choose three.)

object network vpnclients

range 10.1.100.4 10.1.100.10

object network vpnclients

nat (outside,outside) dynamic interface

A. The NAT configuration in the object specifies a PAT rule?

B. This configuration requires the command same-security-traffic inter-interface for traffic that
matches this NAT rule to pass through the Cisco ASA appliance.

C. The NAT rule of this object will be placed in Section 1 (Auto-NAT) of the Cisco ASA NAT table?
D. This configuration is most likely used to provide Internet access to connected VPN clients.

E. Addresses in the range will be assigned during config-mode.

Answer: A,B,D
Explanation:

QUESTION NO: 158

Which three attributes may be configured as part of the Common Tasks panel of an authorization
profile in the Cisco ISE solution? (Choose three.)

A. VLAN

B. voice VLAN

C. dACL name

D. voice domain permission
E. SGT

Answer: A,C,D
Explanation:
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QUESTION NO: 159

Which two statements describe the Cisco TrustSec system correctly? (Choose two.)

A. The Cisco TrustSec system is a partner program, where Cisco certifies third-party security
products as extensions to the secure infrastructure.

B. The Cisco TrustSec system is an approach to certifying multimedia and collaboration
applications as secure.

C. The Cisco TrustSec system is an Advanced Network Access Control System that leverages
enforcement intelligence in the network infrastructure.

D. The Cisco TrustSec system tests and certifies all products and product versions that make up
the system as working together in a validated manner.

Answer: C,D
Explanation:

QUESTION NO: 160

Which option is the correct definition for MAB?

A. MAB is the process of checking the mac-address-table on the local switch for the sticky
address. If the mac-address of the device attempting to access the network matches the
configured sticky address, it will be permitted to bypass 802.1X authentication.

B. MAB is a process where the switch will send an authentication request on behalf of the
endpoint that is attempting to access the network, using the mac-address of the device as the
credentials. The authentication server evaluates that MAC address against a list of devices
permitted to access the network without a stronger authentication.

C. MAB is a process where the switch will check a local list of MAC addresses to identify systems
that are permitted network access without using 802.1X.

D. MAB is a process where the supplicant on the endpoint is configured to send the MAC address
of the endpoint as its credentials.

Answer: B
Explanation:

QUESTION NO: 161

Which three statements are true about the Cisco NAC Appliance solution? (Choose three.)

A. In a Layer 3 OOB ACL deployment of the Cisco NAC Appliance, the discovery host must be
configured as the untrusted IP address of the Cisco NAC Appliance Server.
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B. In a Cisco NAC Appliance deployment, the discovery host must be configured on a Cisco router
using the "NAC discovery-host" global configuration command.

C. In a VRF-style OOB deployment of the Cisco NAC Appliance, the discovery host may be the IP
address that is on the trusted side of the Cisco NAC Appliance Server.

D. In a Layer 3 IB deployment of the Cisco NAC Appliance, the discovery host may be configured
as the IP address of the Cisco NAC Appliance Manager.

Answer: A,C,D
Explanation:

QUESTION NO: 162

Refer to the exhibit, which shows a partial output of the show command.

sshvpnl#show webvpn context

Codes: AS - Admin Status, OS5 - Operation Status
VHost - Virtual Host

Context Name AS 08

vpnl down down

Which statement best describes the problem?

A. Context vpnl is not inservice.

B. There is no gateway that is configured under context vpnl.

C. The config has not been properly updated for context vpnl.

D. The gateway that is configured under context vpnl is not inservice.

Answer: A
Explanation:

QUESTION NO: 163

Review the exhibit.
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With inline VLAN pairs on a sensor:
A. You cannot pair a VLAN with itself.

B. For a given sensing interface, an interface used in a VLAN pair
can be a member of another inline interface pair.

C. Fora given sensing interface, a VLAN can be a member of only
one inline VLAN pair; however, a given VLAN can be a member
of an inline VLAN pair on more than one sensing interface.

D. The orderin which you specifiy the VLANs in a inline pairis
significant.

E. A sensing interface ininline VLAN pair mode can have from 1 to
255 inline VLAN pairs.

Which three statements about the Cisco IPS sensor are true? (Choose three.)

moow>»
moow>»

Answer: A,C,E
Explanation:

QUESTION NO: 164

An internal DNS server requires a NAT on a Cisco 10S router that is dual-homed to separate ISPs
using distinct CIDR blocks. Which NAT capability is required to allow hosts in each CIDR block to

contact the DNS server via one translated address?

A. NAT overload

B. NAT extendable

C. NAT TCP load balancing

D. NAT service-type DNS

E. NAT port-to-application mapping

Answer: B
Explanation:
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QUESTION NO: 165

Refer to the exhibit.

ip routing

crypte 1zakmp policy 1
authentication pre-shars

]

-.:.‘I‘_i,ptll!- tzakmp key myPreshareK eyl address pvb
3FFE:2002:: ASBB:CCFF-FE01:2002/128

]

-.:.‘:r‘_‘,j[::tli!- tpsec transform-set 3des ah-sha-hmae egp-3des

-;':rj,j[::m ipsec profile profilel

szt transform-zet 3das
[]

b cef
interface Tunnell
el address 3FFE:1001::/64 eui-64
b cef
turme] source E thernet2/0
turne] destination 3FFE: 2002 ASBB:CCFF:FEO1:2C02
tunnel protection ipsec profile profilel)

Which three command sets are required to complete this IPv6 IPsec site-to-site VTI? (Choose
three.)

A. interface TunnelO

tunnel mode ipsec ipv6

B. crypto isakmp-profile

match identity address ipv6 any
C. interface TunnelO

ipv6 enable

D. ipv6 unicast-routing

E. interface TunnelO

ipv6 enable-ipsec

Answer: A,C,D
Explanation:

QUESTION NO: 166

Refer to the exhibit.
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~ Managementand Control Plane Ras

@ Processor-Switched Packets

r l'/.---" '-\-.\‘ - Y r{_}-‘" "1.:\‘.
= | e W CEF-Switched my ™ | |y
qﬂ \ ) h*;‘ -H ™ Packets q- CH ] -

w8 2 €D A
Incoming  InputPacket CEFIFIB OutputPacket
Packets Buffers Lookup Buffers

Which option correctly identifies the point on the exhibit where Control Plane Policing (input) is
applied to incoming packets?

A. point 6
B. point 7
C. point 4
D. point 1
E. points 5 and 6

Answer: A
Explanation:

QUESTION NO: 167

Which QoS marking is only locally significant on a Cisco router?

A. MPLS EXP

B. DSCP

C. QoS group

D. IP precedence
E. traffic class

F. flow label

Answer: C
Explanation:
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QUESTION NO: 168

Which three control plane subinterfaces are available when implementing Cisco I0S Control Plane
Protection? (Choose three.)

A. CPU

B. host

C. fast-cache

D. transit

E. CEF-exception
F. management

Answer: B,D,E
Explanation:

QUESTION NO: 169

Management Frame Protection is available in two deployment modes, Infrastructure and Client.
Which three statements describe the differences between these modes? (Choose three.)

A. Infrastructure mode appends a MIC to management frames.

B. Client mode encrypts management frames.

C. Infrastructure mode can detect and prevent common DoS attacks.

D. Client mode can detect and prevent common DoS attacks.

E. Infrastructure mode requires Cisco Compatible Extensions version 5 support on clients.

Answer: A,B,D
Explanation:

QUESTION NO: 170

Which three object tracking options are supported by Cisco IOS policy-based routing? (Choose
three.)

. absence of an entry in the routing table

. existence of a CDP neighbor relationship
. existence of an entry in the routing table
. results of an SAA operation

. State of the line protocol of an interface

mooOw>»

Answer: C,D,E
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Explanation:

QUESTION NO: 171

Which four protocols are supported by Cisco IOS Management Plane Protection? (Choose four.)

A. Blocks Extensible Exchange Protocol (BEEP)
B. Hypertext Transfer Protocol Secure (HTTPS)
C. Secure Copy Protocol (SCP)

D. Secure File Transfer Protocol (SFTP)

E. Secure Shell (SSH)

F. Simple Network Management Protocol (SNMP)

Answer: A,B,E,F
Explanation:

QUESTION NO: 172

Which four Cisco I0S features are used to implement First Hop Security in IPv6? (Choose four.)

A. IPv6 First-Hop Security Binding Table
B. IPv6 Device Tracking

C. IPv6 RA Guard

D. SeND

E. IPv6 Selective Packet Discard

F. IPv6 Source Guard

Answer: A,B,C,D
Explanation:

QUESTION NO: 173

According 1SO27001 ISMS, which of the following are mandatory documents? (Choose 4)

A. ISMS Policy

B. Corrective Action Procedure
C. IS Procedures

D. Risk Assessment Reports
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E. Complete Inventory of all information assets

Answer: A,B,C,D
Explanation:

QUESTION NO: 174

Which current RFC made RFCs 2409, 2407, and 2408 obsolete?

A. RFC 4306
B. RFC 2401
C. RFC 5996
D. RFC 4301
E. RFC 1825

Answer: A
Explanation:

QUESTION NO: 175

Which of these is a core function of the risk assessment process? (Choose one.)

A. performing regular network upgrades
B. performing network optimization

C. performing network posture validation
D. establishing network baselines

E. prioritizing network roll-outs

Answer: C
Explanation:

QUESTION NO: 176

Which two answers describe provisions of the SOX Act and its international counterpart Acts?
(Choose two.)

A. confidentiality and integrity of customer records and credit card information
B. accountability in the event of corporate fraud
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C. financial information handled by entities such as banks, and mortgage and insurance brokers
D. assurance of the accuracy of financial records

E. US Federal government information

F. security standards that protect healthcare patient data

Answer: B,D
Explanation:

QUESTION NO: 177

Which three statements about the Cisco IPS sensor are true? (Choose three.)

A. You cannot pair a VLAN with itself.

B. For a given sensing interface, an interface used in a VLAN pair can be a member of another
inline interface pair.

C. For a given sensing interface, a VLAN can be a member of only one inline VLAN pair, however,
a given VLAN can be a member of an inline VLAN pair on more than one sensing interface.

D. The order in which you specify the VLANSs in a inline pair is significant.

E. A sensing interface in inline VLAN pair mode can have from 1 to 255 inline VLAN pairs.

Answer: A,C,E
Explanation:

QUESTION NO: 178

Which two VLSM subnets, when taken as a pair, overlap? (Choose two.)
A.10.22.21.128/26

B. 10.22.22.128/26

C. 10.22.22.0/27

D. 10.22.20.0/23
E. 10.22.16.0/22

Answer: A,D
Explanation:

QUESTION NO: 179

The address of an inside client is translated from a private address to a public address by a NAT
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router for access to an outside web server. What term describes the destination address (client)
after the outside web server responds, and before it hits the NAT router?

A. inside local
B. inside global
C. outside local
D. outside global

Answer: B
Explanation:

QUESTION NO: 180

What is the ICMPV6 type and destination IPv6 address for a Neighbor Solicitation packet that is
sent by a router that wants to learn about a newly introduced network device?

A. ICMP type 136 and the Solicited-Node multicast address
B. ICMP type 135 and the Broadcast address

C. ICMP type 136 and the All-Routers multicast address

D. ICMP type 135 and the All-Routers multicast address

E. ICMP type 135 and the Solicited-Node multicast address
F. ICMP type 136 and the Broadcast address

Answer: E
Explanation:

QUESTION NO: 181

Which three statements are true about Cryptographically Generated Addresses for IPv6? (Choose
three.)

A. They prevent spoofing and stealing of existing IPv6 addresses.

B. They are derived by generating a random 128-bit IPv6 address based on the public key of the
node.

C. They are used for securing neighbor discovery using SeND.

D. SHA or MD5 is used during their computation.

E. The minimum RSA key length is 512 bits.

F. The SHA-1 hash function is used during their computation.

Answer: A,.C,F
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Explanation:

QUESTION NO: 182

Which three options are extension headers that are implemented in IPv6? (Choose three.)

A. Routing Header.

B. Generic Tunnel Header.

C. Quality of Service Header.

D. Fragment Header.

E. Encapsulating Security Payload Header.
F. Path MTU Discovery Header.

Answer: A,D,E
Explanation:

QUESTION NO: 183

What is a key characteristic of MSTP?

A. always uses a separate STP instance per VLAN to increase efficiency
B. only supports a single STP instance for all VLANs

C. is a Cisco proprietary standard

D. several VLANs can be mapped to the same spanning-tree instance

Answer: D
Explanation:

QUESTION NO: 184

Which spanning-tree mode supports a separate spanning-tree instance for each VLAN and also
supports the 802.1w standard that has a faster convergence than 802.1D?

A. PVST+
B. PVRST+
C. PVST
D. CST

E. MST
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F. RST

Answer: B
Explanation:

QUESTION NO: 185

Which three LSA types are used by OSPFv3? (Choose three.)

A. Link LSA

B. Intra-Area Prefix LSA

C. Interarea-prefix LSA for ASBRs
D. Autonomous system external LSA
E. Internetwork LSA

Answer: A,B,D
Explanation:

QUESTION NO: 186

Which protocol provides the same functions in IPv6 that IGMP provides in IPv4 networks?

A. ICMPv6
B. ND

C. MLD

D. TLA

Answer: C
Explanation:

QUESTION NO: 187
After a client discovers a supportable wireless network, what is the correct sequence of operations

that the client will take to join it?

A. association, then authentication
B. authentication, then association
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C. probe request, then association
D. authentication, then authorization

Answer: B
Explanation:

QUESTION NO: 188

Which authentication scheme, that is supported on the Cisco ASA, generates a unique key that is
used in a single password challenge?

A. one-time passwords

B. disposable certificates
C. password management
D. Capcha web text

Answer: A
Explanation:

QUESTION NO: 189

Which label is advertised by an LSR to inform neighboring LSRs to perform the penultimate hop
popping operation?

A. 0x00
B. php

C. swap
D. push

E. imp-null

Answer: E
Explanation:

QUESTION NO: 190

When the RSA algorithm is used for signing a message from Alice to Bob, which statement best
describes that operation?
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A. Alice signs the message with her private key, and Bob verifies that signature with Alice's public
key.

B. Alice signs the message with her public key, and Bob verifies that signature with Alice's private
key.

C. Alice signs the message with Bob's private key, and Bob verifies that signature with his public
key.

D. Alice signs the message with Bob's public key, and Bob verifies that signature with his private
key.

E. Alice signs the message with her public key, and Bob verifies that signature with his private key.
F. Alice signs the message with her private key, and Bob verifies that signature with his public key.

Answer: A
Explanation:

QUESTION NO: 191

Which three statements about triple DES are true? (Choose three.)

A. For 3DES, ANSI X9.52 describes three options for the selection of the keys in a bundle, where
all keys are independent.

B. A 3DES key bundle is 192 bits long.

C. A 3DES keyspace is168 bits.

D. CBC, 64-bit CFB, OFB, and CTR are modes of 3DES.

E. 3DES involves encrypting a 64-bit block of plaintext with the 3 keys of the key bundle.

Answer: B,C,D
Explanation:

QUESTION NO: 192

Which three options correctly describe the AH protocol? (Choose three.)

A. The AH protocol encrypts the entire IP and upper layer protocols for security.

B. The AH protocol provides connectionless integrity and data origin authentication.
C. The AH protocol provides protection against replay attacks.

D. The AH protocol supports tunnel mode only.

E. The AH protocol uses IP protocol 51.

F. The AH protocol supports IPv4 only.

Answer: B,C,E
Explanation:
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QUESTION NO: 193

Which three features are supported with ESP? (Choose three.)

A. ESP uses IP protocol 50.

B. ESP supports Layer 4 and above encryption only.

C. ESP provides confidentiality, data origin authentication, connectionless integrity, and antireplay
service.

D. ESP supports tunnel or transport modes.

E. ESP has less overhead and is faster than the AH protocol.

F. ESP provides confidentiality, data origin authentication, connection-oriented integrity, and
antireplay service.

Answer: A,C,D
Explanation:

QUESTION NO: 194

Which three statements are true about TLS? (Choose three.)

A. TLS protocol uses a MAC to protect the message integrity.

B. TLS data encryption is provided by the use of asymmetric cryptography.

C. The identity of a TLS peer can be authenticated using public key or asymmetric cryptography.
D. TLS protocol is originally based on the SSL 3.0 protocol specification.

E. TLS provides support for confidentiality, authentication, and nonrepudiation.

Answer: A,C,D
Explanation:

QUESTION NO: 195

Which three RADIUS protocol statements are true? (Choose three.)

A. RADIUS protocol runs over TCP 1645 and 1646.
B. Network Access Server operates as a server for RADIUS.
C. RADIUS packet types for authentication include Access-Request, Access-Challenge, Access-
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Accept, and Access-Reject.

D. RADIUS protocol runs over UDP 1812 and 1813.

E. RADIUS packet types for authentication include Access-Request, Access-Challenge, Access-
Permit, and Access-Denied.

F. RADIUS supports PPP, PAP, and CHAP as authentication methods.

Answer: C,D,F
Explanation:

QUESTION NO: 196

Which three statements about OCSP are correct? (Choose three.)

A. OCSP is defined in RFC2560.

B. OCSP uses only http as a transport.

C. OCSP responders can use RSA and DSA signatures to validate that responses are from
trusted entities.

D. A response indicator may be good, revoked, or unknown.

E. OCSP is an updated version SCEP.

Answer: A,C,D
Explanation:

QUESTION NO: 197

Which three statements describe the security weaknesses of WEP? (Choose three.)
A. Key strength is weak and non-standardized.

B. The WEP ICV algorithm is not optimal for cryptographic integrity checking.

C. There is no key distribution mechanism.

D. Its key rotation mechanism is too predictable.
E. For integrity, it uses MD5, which has known weaknesses.

Answer: A,B,C
Explanation:

QUESTION NO: 198

In HTTPS session establishment, what does the server hello message inform the client?
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A. that the server will accept only HTTPS traffic

B. which versions of SSL/TLS the server will accept
C. which ciphersuites the client may choose from

D. which ciphersuite the server has chosen to use
E. the PreMaster secret to use in generating keys

Answer: D
Explanation:

QUESTION NO: 199

DHCPV6 is used in which IPv6 address autoconfiguration method?
A. stateful autoconfiguration

B. stateless autoconfiguration

C. EUI-64 address generation
D. cryptographically generated addresses

Answer: A
Explanation:

QUESTION NO: 200

Refer to the exhibit.

C:\Users> nslockup
> set type=soca
>

cisco.com

Server: dnsl.abcompany.com
Bddress: 2.3.4.5

cisco.com
responsible mail addr = postmaster.cisco.com
serial = 10973831

refresh = 7200 (2 hours)

retry = 1800 (30 mins)

exXpire = 564000 {10 dawys)

default TTL = 26400 (1 day)
cisco.com nameserver = niz.cisco.com
cisco.com nameserver = n3l.cisco.com

n3l.cisco.com internet address = 72.163.5.201
nsl.cisco.com internet address = 64.102.255.44
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Which statement regarding the output is true?

A. Every 1800 seconds the secondary name server will query the SOA record of the primary name
server for updates.

B. If the secondary name server has an SOA record with the serial number of 10973815, it will
initiate a zone transfer on the next cycle.

C. Other DNS servers will cache records from this domain for 864000 seconds (10 days) before
requesting them again.

D. Email queries concerning this domain should be sent to "admin@postmaster.cisco.com”.

E. Both primary and secondary name servers will clear (refresh) their caches every 7200 seconds
to ensure that up-to-date information is always in use.

Answer: B
Explanation:

Topic 3, Volume C

QUESTION NO: 201

Which two options represent definitions that are found in the syslog protocol (RFC 5426)?
(Choose two.)

A. Syslog message transport is reliable.

B. Each syslog datagram must contain only one message.

C. IPv6 syslog receivers must be able to receive datagrams of up to 1180 bytes.

D. Syslog messages must be prioritized with an IP precedence of 7.

E. Syslog servers must use NTP for the accurate time stamping of message arrival.

Answer: B,C
Explanation:

QUESTION NO: 202

According to RFC-5426, syslog senders must support sending syslog message datagrams to
which port?

A. TCP port 514
B. UDP port 514
C. TCP port 69
D. UDP port 69
E. TCP port 161
F. UDP port 161
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Answer: B
Explanation:

QUESTION NO: 203

Refer to the exhibit.

Line User Host(s) Idle Location
Ocon 0 1dle 00:00:12
194 vty 0 admin 1dle 00:00:02  internal example com

What service is enabled on the router for a remote attacker to obtain this information?

A. TCP small services

B. finger

C. maintenance operation protocol
D. chargen

E. Telnet

F. CEF

Answer: B
Explanation:

QUESTION NO: 204

In an 802.11 wireless network, what would an attacker have to spoof to initiate a deauthentication
attack against connected clients?

A. the BSSID of the AP where the clients are currently connected
B. the SSID of the wireless network

C. the MAC address of the target client machine

D. the broadcast address of the wireless network

Answer: A
Explanation:
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QUESTION NO: 205

What is the commonly known name for the process of generating and gathering initialization
vectors, either passively or actively, for the purpose of determining the security key of a wireless
network?

A. WEP cracking

B. session hijacking

C. man-in-the-middle attacks
D. disassociation flood frames

Answer: A
Explanation:

QUESTION NO: 206

According to RFC 4890, which four ICMPV6 types are recommended to be allowed to transit a
firewall? (Choose four.)

A. Type 1 - destination unreachable
B. Type 2 - packet too big

C. Type 3 - time exceeded

D. Type 0 - echo reply

E. Type 8 - echo request

F. Type 4 - parameter problem

Answer: A,B,C,F
Explanation:

QUESTION NO: 207

Which action is performed first on the Cisco ASA appliance when it receives an incoming packet
on its outside interface?

. check if the packet is permitted or denied by the inbound ACL applied to the outside interface
. check if the packet is permitted or denied by the global ACL

. check if the packet matches an existing connection in the connection table

. check if the packet matches an inspection policy

. check if the packet matches a NAT rule

. check if the packet needs to be passed to the Cisco ASA AIP-SSM for inspections

TmooOw >
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Answer: C
Explanation:

QUESTION NO: 208

Refer to the exhibit.

Edit Access Rule @

Interface: -~ Anw --

Action: @ Permit () Deny

Destination |2.2.2.1

EE)E)

Service: ip

Description:

Enable Logging

Logging Lewel: _DeFauIt x|

More Options

<4

o4 H Cancel H Help

Which three statements about the Cisco ASDM screen seen in the exhibit are true? (Choose
three.)

A. This access rule is applied to all the ASA interfaces in the inbound direction.

B. The ASA administrator needs to expand the More Options tag to configure the inbound or
outbound direction of the access rule.

C. The ASA administrator needs to expand the More Options tag to apply the access rule to an
interface.

D. The resulting ASA CLI command from this ASDM configuration is access-list global_access line
1 extended permit ip host 1.1.1.1 host 2.2.2.1.

E. This access rule is valid only on the ASA appliance that is running software release 8.3 or later.
F. This is an outbound access rule.

Answer: A,D,E
Explanation:
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QUESTION NO: 209

If an incoming packet from the outside interface does not match an existing connection in the
connection table, which action will the Cisco ASA appliance perform next?

A. drop the packet

B. check the outside interface inbound ACL to determine if the packet is permitted or denied
C. perform NAT operations on the packet if required

D. check the MPF policy to determine if the packet should be passed to the SSM

E. perform stateful packet inspection based on the MPF policy

Answer: B
Explanation:

QUESTION NO: 210

Refer to the exhibit.

ASA# show failower

Failover oOn

Failover unit Primary

Failover LAMN Interface: fover GigabitEthernet(0/4 {(up)
Unit Poll fregquency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 =zeconds
Interface Policy 1

Monitored Interfaces 4 of 114 maximum

Version: COurs 8.6(1), Mate 8.a6(1)

Group 1 last failowver at: 13:18:39 UTC Sep 5 2012
Group 2 last failover at: 13:18:358 UTC Sep 5 2012

This host: Primary
Group 1 State: standby Ready
Active time: 176 (zec)
Group 2 State: Active
Active time: 176 (sec)

slot 0: ASAS512 hw/sw rev (1.0/8.6(1)) status (Up Svs)
cl Interface outside (10.10.55.11): MNormal (Monitored)
2l Interface inside (10.10.3.11): Neormal (Moniteored)
o2 Interface out=zide (10.10.5.100: Mormal (Monitored)
cZ Interface inside (10.10.8.10): Normal (Monitored)

COther host: Becondary

Group 1 State: Active
Active time: 0 (=zec)

Group 2 Btate: Btandby Ready
Active time: 0 (=zec)

slot 0: ASAS512 hw/sw rev (1.0/8.6(1)) status (Up Svs)
cl Interface outside (10.10.55.10): MNormal (Monitored)
2l Interface inside (10.10.3.10): Neormal (Moniteored)
c2 Interface outzide (10.10.5.11): MNormal (Monitored)
c2 Interface inside (10.10.8.11): Normal (Monitored)
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Choose the correct description of the implementation that produced this output on the Cisco ASA

appliance.

A. stateful failover using active-active for multi-context

B. stateful failover using active-standby for multi-context

C. stateful failover using active-standby for single-context

D. stateless failover using interface-level failover for multi-context

Answer: A
Explanation:

QUESTION NO: 211

When you are configuring QoS on the Cisco ASA appliance, which four are valid traffic selection

criteria? (Choose four.)

A. VPN group

B. tunnel group

C. IP precedence

D. DSCP

E. default-inspection-traffic
F. gos-group

Answer: B,C,D,E
Explanation:

QUESTION NO: 212

Which command is required in order for the Botnet Traffic Filter on the Cisco ASA appliance to
function properly?

A. dynamic-filter inspect tcp/80

B. dynamic-filter whitelist

C. inspect botnet

D. inspect dns dynamic-filter-snoop

Answer: D
Explanation:
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QUESTION NO: 213

You have been asked to configure a Cisco ASA appliance in multiple mode with these settings:

A) You need two customer contexts, named contextA and contextB.

B) Allocate interfaces G0/0 and GO/1 to contextA.

C) Allocate interfaces G0/0 and GO0/2 to contextB.

D) The physical interface name for GO/1 within contextA should be "inside".

E) All other context interfaces must be viewable via their physical interface names.

If the admin context is already defined and all interfaces are enabled, which command set will
complete this configuration?

A. context contextA

config-url disk0O:/contextA.cfg
allocate-interface GigabitEthernet0/0 visible
allocate-interface GigabitEthernetO/1 inside
context contextB

config-url disk0:/contextB.cfg
allocate-interface GigabitEthernet0/0 visible
allocate-interface GigabitEthernet0/2 visible
B. context contexta

config-url disk0:/contextA.cfg
allocate-interface GigabitEthernet0/0 visible
allocate-interface GigabitEthernet0/1 inside
context contextb

config-url disk0O:/contextB.cfg
allocate-interface GigabitEthernet0/0 visible
allocate-interface GigabitEthernet0/2 visible
C. context contextA

config-url disk0:/contextA.cfg
allocate-interface GigabitEthernet0/0 invisible
allocate-interface GigabitEthernetO/1 inside
context contextB

config-url disk0:/contextB.cfg
allocate-interface GigabitEthernet0/0 invisible
allocate-interface GigabitEthernet0/2 invisible
D. context contextA

config-url disk0O:/contextA.cfg
allocate-interface GigabitEthernet0/0
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allocate-interface GigabitEthernet0/1 inside
context contextB

config-url disk0O:/contextB.cfg
allocate-interface GigabitEthernet0/0
allocate-interface GigabitEthernet0/2

E. context contextA

config-url disk0:/contextA.cfg
allocate-interface GigabitEthernet0/0 visible
allocate-interface GigabitEthernetO/1 inside
context contextB

config-url disk0:/contextB.cfg
allocate-interface GigabitEthernet0/1 visible
allocate-interface GigabitEthernet0/2 visible

Answer: A
Explanation:

QUESTION NO: 214

Which four configuration steps are required to implement a zone-based policy firewall
configuration on a Cisco 10S router? (Choose four.)

A. Create the security zones and security zone pairs.
B. Create the self zone.

C. Create the default global inspection policy.

D. Create the type inspect class maps and policy maps.
E. Assign a security level to each security zone.

F. Assign each router interface to a security zone.

G. Apply a type inspect policy map to each zone pair.

Answer: A,D,F,G
Explanation:

QUESTION NO: 215

Refer to the exhibit.
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Client

|

I

(inszide)
ZBFW
(outszide)
|

|

Server

zone security inside
zone security outside

mterfaceingide
zone-member gecurity inside

interface outzide
zone-member security outside

ipv6 access-list extended ZBFW_ACL
permit ipve any any sequence 10

cdazz-map typeingpect match-allHTTP_CMAP
match protocol HTTP

clasz-map typeinspect match-all SMTP_CMAP
match protocol SMTP
match access-group name ZBEFW_ACL

class-map typeinspect match-all TCP_CMAP

policy-map typemspectIN-OUT_PMAP

clagstypeinspect TCP_CMAP
inspect

classtypeinspect HTTP_CMAP
pass

clagstypeinspect SMTP_CMAP
ispect

clags clags-default
drop

zone-pair IN-OUT ZP gourceinside destination outside
service-policy typeinspect IN-OUT_PMAP

The client is protected by a firewall. An IPv6 SMTP connection from the client to the server on
TCP port 25 will be subject to which action?

A. pass action by the HTTP_CMAP

B. inspection action by the TCP_CMAP
C. inspection action by the SMTP_CMAP
D. drop action by the default class

E. pass action by the HTTP_CMAP

Answer: C
Explanation:
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QUESTION NO: 216

Which Cisco IPS appliance signature engine defines events that occur in a related manner, within
a sliding time interval, as components of a combined signature?

A. Service engine
B. Sweep engine

C. Multistring engine
D. Meta engine

Answer: D
Explanation:

QUESTION NO: 217

Which three options are the types of zones that are defined for anomaly detection on the Cisco
IPS Sensor? (Choose three.)

. inside

. outside
. internal
. external
. illegal

. baseline

TmooOw >

Answer: C,D,E
Explanation:

QUESTION NO: 218

Which three statements are true regarding RFC 5176 (Change of Authorization)? (Choose three.)

A. It defines a mechanism to allow a RADIUS server to initiate a communication inbound to a
NAS.

B. It defines a wide variety of authorization actions, including "reauthenticate."

C. It defines the format for a Change of Authorization packet.

D. It defines a DM.
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E. It specifies that TCP port 3799 be used for transport of Change of Authorization packets.

Answer: A,C,D
Explanation:

QUESTION NO: 219

Which three statements are true regarding Security Group Tags? (Choose three.)

A. When using the Cisco ISE solution, the Security Group Tag gets defined as a separate
authorization result.

B. When using the Cisco ISE solution, the Security Group Tag gets defined as part of a standard
authorization profile.

C. Security Group Tags are a supported network authorization result using Cisco ACS 5.x.

D. Security Group Tags are a supported network authorization result for 802.1X, MAC
Authentication Bypass, and WebAuth methods of authentication.

E. A Security Group Tag is a variable length string that is returned as an authorization result.

Answer: A,C,D
Explanation:

QUESTION NO: 220

Refer to the exhibit.

W IPEEEivaiida:e_prupa:a;_requestr: proposal part #1,
{key eng. msg.}) INBOUND local=
local proxy= 10.1.2.0/255.255.255.0/0/0 {type=4),
remote proxy= 10.1.1.0/255.2552255.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-mdS-hmac ,
lifedur= 03 and Okb;
spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0Ox4

1f2.16.1.20, remote= 172.16.1.10,

wid: IPSEC(validate transform proposall): proxy identities not supported
wid: ISAEMP (0:2): IPSec policy invalidated proposal

wed: ISREMP (0:2): phase 2 SA not acceptable!

What is the cause of the issue that is reported in this debug output?

A. The identity of the peer is not acceptable.
B. There is an esp transform mismatch.
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C. There are mismatched ACLs on remote and local peers.
D. The SA lifetimes are set to 0.

Answer: C
Explanation:

QUESTION NO: 221

Refer to the exhibit,

aaa authenticationlogin vpn local
aaa authonzationnetwork vpnlocal

cryptoizakmyp client configuration group ezvpn DVTI
key cizcoll3

domain c1gco.com

pool dynpoal

acl 101

save-password

caryptoisakmp profileizakmp profile dvti
client authenticationlist vpn
client configuration addressrespond

which shows a partial configuration for the EzZVPN server. Which three missing ISAKMP profile
options are required to support EzZVPN using DVTI? (Choose three.)

A. match identity group

B. trustpoint

C. virtual-interface

D. keyring

E. enable udp-encapsulation
F. isakmp authorization list
G. virtual-template

Answer: AF,G
Explanation:
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QUESTION NO: 222

Which two certificate enrollment methods can be completed without an RA and require no direct
connection to a CA by the end entity? (Choose two.)

A. SCEP

B. TFTP

C. manual cut and paste

D. enroliment profile with direct HTTP
E. PKCS#12 import/export

Answer: C,E
Explanation:

QUESTION NO: 223

Which four techniques can you use for IP data plane security? (Choose four.)

A. Control Plane Policing
B. interface ACLs

C. URPF

D. MD5 authentication

E. FPM

F. QoS

Answer: B,C,E,F
Explanation:

QUESTION NO: 224

In order to implement CGA on a Cisco 10S router for SeND, which three configuration steps are
required? (Choose three.)

A. Generate an RSA key pair.

B. Define a site-wide pre-shared key.

C. Define a hash algorithm that is used to generate the CGA.

D. Generate the CGA modifier.

E. Assign a CGA link-local or globally unique address to the interface.
F. Define an encryption algorithm that is used to generate the CGA.

Answer: A,D,E
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Explanation:

QUESTION NO: 225

As defined by Cisco TrustSec, which EAP method is used for Network Device Admission Control
authentication?

A. EAP-FAST
B. EAP-TLS
C. PEAP

D. LEAP

Answer: A
Explanation:

QUESTION NO: 226

Which three statements about the keying methods used by MACSec are true? (Choose three.)

A. Key management for host-to-switch and switch-to-switch MACSec sessions is provided by
MKA.

B. A valid mode for SAP is NULL.

C. MKA is implemented as an EAPoL packet exchange.

D. SAP is enabled by default for Cisco TrustSec in manual configuration mode.

E. SAP is not supported on switch SViIs.

F. SAP is supported on SPAN destination ports.

Answer: B,C,E
Explanation:

QUESTION NO: 227

What is the function of this command?

switch(config-if)# switchport port-security mac-address sticky
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A. It allows the switch to restrict the MAC addresses on the switch port, based on the static MAC
addresses configured in the startup configuration.

B. It allows the administrator to manually configure the secured MAC addresses on the switch
port.

C. It allows the switch to permanently store the secured MAC addresses in the MAC address table
(CAM table).

D. It allows the switch to perform sticky learning, in which the dynamically learned MAC addresses
are copied from the MAC address table (CAM table) to the startup configuration.

E. It allows the switch to dynamically learn the MAC addresses on the switch port, and the MAC
addresses will be added to the running configuration

Answer: E
Explanation:

QUESTION NO: 228

When configuring a switchport for port security that will support multiple devices and that has
already been configured for 802.1X support, which two commands need to be added? (Choose
two.)

A. The 802.1X port configuration must be extended with the command dotlx multiple-host.

B. The 802.1X port configuration must be extended with the command dotlx port-security.

C. The switchport configuration needs to include the command switchport port-security.

D. The switchport configuration needs to include the port-security aging command.

E. The 802.1X port configuration needs to remain in port-control force-authorized rather than port-
control auto.

Answer: A,C
Explanation:

QUESTION NO: 229

In Cisco 10S, what is the result of the ip dns spoofing command on DNS queries that are coming
from the inside and are destined to DNS servers on the outside?

A. The router will prevent DNS packets without TSIG information from passing through the router.
B. The router will act as a proxy to the DNS request and reply to the DNS request with the IP
address of the interface that received the DNS query if the outside interface is down.

C. The router will take the DNS query and forward it on to the DNS server with its information in
place of the client IP.

D. The router will block unknown DNS requests on both the inside and outside interfaces.
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Answer: B
Explanation:

QUESTION NO: 230

The Wi-Fi Alliance defined two certification programs, called WPA and WPA2, which are based on
the IEEE 802.11i standard. Which three statements are true about these certifications? (Choose
three.)

A. WPA is based on the ratified IEEE 802.11i standard.
B. WPAZ2 is based on the ratified IEEE 802.11i standard.
C. WPA enhanced WEP with the introduction of TKIP.
D. WPAZ2 requires the support of AES-CCMP.

E. WPA2 supports only 802.1x/EAP authentication.

Answer: B,C,D
Explanation:

QUESTION NO: 231

When you are configuring the COOP feature for GETVPN redundancy, which two steps are
required to ensure the proper COOP operations between the key servers? (Choose two.)

A. Generate an exportable RSA key pair on the primary key server and export it to the secondary
key server.

B. Enable dead peer detection between the primary and secondary key servers.

C. Configure HSRP between the primary and secondary key servers.

D. Enable IPC between the primary and secondary key servers.

E. Enable NTP on both the primary and secondary key servers to ensure that they are
synchronized to the same clock source.

Answer: A,B
Explanation:

QUESTION NO: 232

A Cisco Easy VPN software client is unable to access its local LAN devices once the VPN tunnel
is established. What is the best way to solve this issue?
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A. The IP address that is assigned by the Cisco Easy VPN Server to the client must be on the
same network as the local LAN of the client.

B. The Cisco Easy VPN Server should apply split-tunnel-policy excludespecified with a split-
tunnel-list containing the local LAN addresses that are relevant to the client.

C. The Cisco Easy VPN Server must push down an interface ACL that permits the traffic to the
local LAN from the client.

D. The Cisco Easy VPN Server should apply a split-tunnel-policy tunnelall policy to the client.
E. The Cisco Easy VPN client machine needs to have multiple NICs to support this.

Answer: B
Explanation:

QUESTION NO: 233

During the establishment of an Easy VPN tunnel, when is XAUTH performed?

A. at the end of IKEv1 Phase 2

B. at the beginning of IKEv1 Phase 1

C. at the end of Phase 1 and before Phase 2 starts in IKEv1 and IKEv2
D. at the end of Phase 1 and before Phase 2 starts in IKEv1

Answer: D
Explanation:

QUESTION NO: 234

Which three traffic conditions can be matched when configuring single rate, dual token bucket
traffic policing on Cisco routers? (Choose three.)

A. conform
B. normal
C. violate
D. peak

E. exceed
F. average

Answer: A,C,E
Explanation:
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QUESTION NO: 235

A frame relay PVC at router HQ has a CIR of 768 kb/s and the frame relay PVC at router branch
office has a CIR of 384 kb/s. Which QoS mechanism can best be used to ease the data
congestion and data loss due to the CIR speed mismatch?

A. traffic policing at the HQ

B. traffic policing at the branch office
C. traffic shaping at the HQ

D. traffic shaping at the branch office
E. LLQ at the HQ

F. LLQ at the branch office

Answer: C
Explanation:

QUESTION NO: 236

Refer to the exhibit.

Router A o T Router B

- f.\
IPSec Tunnel
'\\ T

Internet  /

—

A customer has an IPsec tunnel that is configured between two remote offices. The customer is
seeing these syslog messages on Router B:

%CRYPTO-4-PKT_REPLAY_ERR: decrypt: replay check failed connection id=x, sequence
number=y
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What is the most likely cause of this error?

A. The customer has an LLQ QoS policy that is configured on the WAN interface of Router A.
B. A hacker on the Internet is launching a spoofing attack.

C. Router B has an incorrectly configured IP MTU value on the WAN interface.

D. There is packet corruption in the network between Router A and Router B.

E. Router A and Router B are not synchronized to the same timer source.

Answer: A
Explanation:

QUESTION NO: 237

In ISO 27001 ISMS, which three of these certification process phases are required to collect
information for ISO 27001? (Choose three.)

A. discover

B. certification audit
C. post-audit

D. observation

E. pre-audit

F. major compliance

Answer: B,C,E
Explanation:

QUESTION NO: 238

Which three statements regarding ISO 27002 and COBIT are correct? (Choose three.)

A. COBIT and ISO 27002 both define a best practices framework for IT controls.

B. COBIT focuses on information system processes, whereas 1SO 27002 focuses on the security
of the information systems.

C. ISO 27002 addresses control objectives, whereas COBIT addresses information security
management process requirements.

D. Compared to COBIT, ISO 27002 covers a broader area in planning, operations, delivery,
support, maintenance, and IT governance.

E. Unlike COBIT, ISO 27002 is used mainly by the IT audit community to demonstrate risk
mitigation and avoidance mechanisms.
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Answer: A,B,C
Explanation:

QUESTION NO: 239

The IETF is a collaborative effort by the international community of Internet professionals to
improve the design, use, and management of the Internet. Which international organization
charters the activity of IETF?

A. IANA
B. ISO
C.ISOC
D. RIR
E.IEC

Answer: C
Explanation:

QUESTION NO: 240

Which RFC outlines BCP 847

A. RFC 3704
B. RFC 2827
C. RFC 3030
D. RFC 2267
E. RFC 1918

Answer: A
Explanation:

QUESTION NO: 241

Which two current RFCs discuss special use IP addresses that may be used as a checklist of
invalid routing prefixes for IPv4 and IPv6 addresses? (Choose two.)

A. RFC 5156
B. RFC 5735
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C. RFC 3330
D. RFC 1918
E. RFC 2827

Answer: A,B
Explanation:

QUESTION NO: 242

Which four options could be flagged as potential issues by a network security risk assessment?

(Choose four.)

. router hostname and IP addressing scheme
. router filtering rules
. route optimization
. database connectivity and RTT
. weak authentication mechanisms
. improperly configured email servers
G. potential web server exploits

'r|rr|DOUJ>

Answer: B,E,F,G
Explanation:

QUESTION NO: 243

Which three of these situations warrant engagement of a Security Incident Response team?

(Choose three.)

A. loss of data confidentiality/integrity

B. damage to computer/network resources
C. denial of service (DoS)

D. computer or network misuse/abuse

E. pornographic blogs/websites

Answer: A,C,D
Explanation:

QUESTION NO: 244
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Which MPLS label is the signaled value to activate PHP (penultimate hop popping)?

A. 0x00
B. php

C. swap
D. push

E. imp-null

Answer: E
Explanation:

QUESTION NO: 245

What action will be taken by a Cisco 10S router if a TCP packet, with the DF bit set, is larger than
the egress interface MTU?

A. Split the packet into two packets, so that neither packet exceeds the egress interface MTU, and
forward them out.

B. Respond to the sender with an ICMP Type 3, Code 4.

C. Respond to the sender with an ICMP Type 12, Code 2.

D. Transmit the packet unmodified.

Answer: B
Explanation:

QUESTION NO: 246

What will the receiving router do when it receives a packet that is too large to forward, and the DF
bit is not set in the IP header?

A. Drop the packet, and send the source an ICMP packet, indicating that the packet was too big to
transmit.

B. Fragment the packet into segments, with all segments having the MF bit set.

C. Fragment the packet into segments, with all except the last segment having the MF bit set.

D. Fragment the packet into segments, with all except the first segment having the MF bit set.

Answer: C
Explanation:
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QUESTION NO: 247

Identify three IPv6 extension headers? (Choose three.)

A. traffic class

B. flow label

C. routing

D. fragment

E. encapsulating security payload

Answer: C,D,E
Explanation:

QUESTION NO: 248

Which three statements correctly describe the purpose and operation of IPv6 RS and RA
messages? (Choose three.)

A. Both IPv6 RS and RA packets are ICMPv6 messages.

B. IPv6 RA messages can help host devices perform stateful or stateless address
autoconfiguration; RS messages are sent by hosts to determine the addresses of routers.

C. RS and RA packets are always sent to an all-nodes multicast address.

D. RS and RA packets are used by the duplicate address detection function of IPv6.

E. IPv6 hosts learn connected router information from RA messages which may be sent in
response to an RS message.

F. RS and RA packets are used for IPv6 nodes to perform address resolution that is similar to
ARP in IPv4.

Answer: A,B,E
Explanation:

QUESTION NO: 249

Which three statements are true regarding the EIGRP update message? (Choose three.)

A. Updates require an acknowledgement with an ACK message.

B. Updates can be sent to the multicast address 224.0.0.10.

C. Updates are sent as unicasts when they are retransmitted.

D. Updates always include all routes known by the router with partial updates sent in the
Reply message.

E. ACKs for updates are handled by TCP mechanisms.
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Answer: A,B,C
Explanation:

QUESTION NO: 250

Which two EIGRP packet types are considered to be unreliable packets? (Choose two.)

A. update

B. query

C. reply

D. hello

E. acknowledgement

Answer: D,E
Explanation:

QUESTION NO: 251

Which two OSPF network types support the concept of a designated router? (Choose two.)

A. broadcast

B. NBMA

C. point-to-multipoint

D. point-to-multipoint nonbroadcast
E. loopback

Answer: A,B
Explanation:

QUESTION NO: 252

Which IPv6 routing protocol can use IPv6 ESP and AH to provide integrity, authentication, and
confidentiality services to protect the routing information exchange between the adjacent routing
neighbors?

A. RIPng
B. EIGRPV6
C.BGP-4
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D. IS-IS
E. OSPFv3

Answer: E
Explanation:

QUESTION NO: 253

Which three IPv6 tunneling methods are point-to-multipoint in nature? (Choose three.)
A. automatic 6to4

B. manually configured

C. IPv6 over IPv4 GRE

D. ISATAP
E. automatic IPv4-compatible

Answer: A,D,E
Explanation:

QUESTION NO: 254

Which additional capability was added in IGMPv3?
A. leave group messages support

B. source filtering support

C. group-specific host membership queries support

D. IPv6 support
E. authentication support between the multicast receivers and the last hop router

Answer: B
Explanation:

QUESTION NO: 255

Beacons, probe request, and association request frames are associated with which category?

A. management
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B. control
C. data
D. request

Answer: A
Explanation:

QUESTION NO: 256

Which feature can be implemented to avoid any MPLS packet loss?

A. IP TTL propagation

B. LDP IGP sync

C. label advertisement sync

D. conditional label advertisement
E. PHP

Answer: B
Explanation:

QUESTION NO: 257

Which four types of VPN natively provide encryption of user traffic? (Choose four.)

A. MPLS

B. IPsec

C. L2TPv3

D. SSL

E. VPLS

F. AToM

G. GETVPN

H. Microsoft PPTP

Answer: B,D,G,H
Explanation:

QUESTION NO: 258

Which three options are components of Mobile IPv6? (Choose three.)
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A. home agent

B. correspondent node
C. mobile node

D. binding node

E. discovery probe

Answer: A,B,C
Explanation:

QUESTION NO: 259

What are two uses of an RSA algorithm? (Choose two.)

A. Data encryption

B. Digital signature verification
C. Shared key generation

D. Message hashing

Answer: A,B
Explanation:

QUESTION NO: 260

What is needed to verify a digital signature that was created using an RSA algorithm?

A. public key

B. private key

C. both public and private key
D. trusted third-party certificate

Answer: A
Explanation:

QUESTION NO: 261

Which algorithm is used to generate the IKEv2 session key?

A. Diffie-Hellman
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B. Rivest, Shamir, and Adleman
C. Secure Hash Algorithm
D. Rivest Cipher 4

Answer: A
Explanation:

QUESTION NO: 262

Which statement is true about IKEv2 and IKEv1?

A. IKEv2 can be configured to use EAP, but IKEv1 cannot.

B. IKEv2 can be configured to use AES encryption, but IKEv1 cannot.

C. IKEv2 can be configured to interoperate with IKEv1 on the other end.
D. IKEv2 consumes more bandwidth than IKEv1.

Answer: A
Explanation:

QUESTION NO: 263

Which statement is true about IKEv2 preshared key authentication between two peers?
A. IKEv2 allows usage of different preshared keys for local and remote authentication.
B. IKEv2 allows usage of only one preshared key.

C. IKEv2 allows usage of only one preshared key and only in hub-and-spoke topology.
D. IKEv2 does not allow usage of preshared key authentication.

Answer: A
Explanation:

QUESTION NO: 264
How does 3DES use the DES algorithm to encrypt a message?
A. encrypts a message with K1, decrypts the output with K2, then encrypts it with K3

B. encrypts a message with K1, encrypts the output with K2, then encrypts it with K3
C. encrypts K1 using K2, then encrypts it using K3, then encrypts a message using the output key
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D. encrypts a message with K1, encrypts the output with the K2, then decrypts it with K3

Answer: A
Explanation:

QUESTION NO: 265

Which protocol is superseded by AES?

A. DES
B. RSA
C.RC4
D. MD5

Answer: A
Explanation:

QUESTION NO: 266

What is the purpose of the SPI field in an IPsec packet?

A. identifies a transmission channel
B. provides anti-replay protection
C. ensures data integrity

D. contains a shared session key

Answer: A
Explanation:

QUESTION NO: 267

Which IPsec protocol provides data integrity but no data encryption?

A. AH
B. ESP
C. SPI
D. DH
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Answer: A
Explanation:

QUESTION NO: 268

Which three statements about IKEv2 are correct? (Choose three.)

A. INITIAL_CONTACT is used to synchronize state between peers.

B. The IKEv2 standard defines a method for fragmenting large messages.

C. The initial exchanges of IKEv2 consist of IKE_SA_INIT and IKE_AUTH.

D. Rekeying IKE and child SAs is facilitated by the IKEv2 CREATE_CHILD_SA exchange.

E. NAT-T is not supported.

F. Attribute policy push (via the configuration payload) is only supported in REQUEST/REPLY
mode.

Answer: A,C,D
Explanation:

QUESTION NO: 269

What entities decrypt a transmission sent by a GDOI group member?

A. all group members

B. the key server only

C. the peer that is indicated by the key server

D. the key server and the peer that is indicated by the key server

Answer: A
Explanation:

QUESTION NO: 270

What transport protocol and port are used by GDOI for its IKE sessions that are established
between the group members and the key server?

A. UDP port 848
B. TCP port 848
C. ESP port 51
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D. SSL port 443
E. UDP port 4500

Answer: A
Explanation:

QUESTION NO: 271

What is the advantage of using the ESP protocol over the AH?

A. data confidentiality

B. data integrity verification
C. nonrepudiation

D. anti-replay protection

Answer: A
Explanation:

QUESTION NO: 272

What applications take advantage of a DTLS protocol?

A. delay-sensitive applications, such as voice or video
B. applications that require double encryption

C. point-to-multipoint topology applications

D. applications that are unable to use TLS

Answer: A
Explanation:

QUESTION NO: 273

What mechanism does SSL use to provide confidentiality of user data?

A. symmetric encryption

B. asymmetric encryption

C. RSA public-key encryption
D. Diffie-Hellman exchange

"Pass Any Exam. Any Time." - www.actualtests.com

120



Cisco 350-018 Exam

Answer: A
Explanation:

QUESTION NO: 274

What action does a RADIUS server take when it cannot authenticate the credentials of a user?

A. An Access-Reject message is sent.

B. An Access-Challenge message is sent, and the user is prompted to re-enter credentials.

C. A Reject message is sent.

D. A RADIUS start-stop message is sent via the accounting service to disconnect the session.

Answer: A
Explanation:

QUESTION NO: 275

Which transport mechanism is used between a RADIUS authenticator and a RADIUS
authentication server?

A. UDP, with only the password in the Access-Request packet encrypted
B. UDP, with the whole packet body encrypted

C. TCP, with only the password in the Access-Request packet encrypted
D. EAPOL, with TLS encrypting the entire packet

E. UDP RADIUS encapsulated in the EAP mode enforced by the authentication server.

Answer: A
Explanation:

QUESTION NO: 276

Which three statements about the TACACS protocol are correct? (Choose three.)

A. TACACS+ is an IETF standard protocol.

B. TACACS+ uses TCP port 47 by default.

C. TACACS+ is considered to be more secure than the RADIUS protocol.

D. TACACS+ can support authorization and accounting while having another separate
authentication solution.
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E. TACACS+ only encrypts the password of the user for security.
F. TACACS+ supports per-user or per-group for authorization of router commands.

Answer: C,D,F
Explanation:

QUESTION NO: 277

Which three EAP methods require a server-side certificate? (Choose three.)

A. PEAP with MS-CHAPv2
B. EAP-TLS

C. EAP-FAST

D. EAP-TTLS

E. EAP-GTP

Answer: A,B,D
Explanation:

QUESTION NO: 278

Which statement is true about EAP-FAST?
A. It supports Windows single sign-on.

B. It is a proprietary protocol.

C. It requires a certificate only on the server side.
D. It does not support an LDAP database.

Answer: A
Explanation:

QUESTION NO: 279
Which four attributes are identified in an X.509v3 basic certificate field? (Choose four.)
A. key usage

B. certificate serial number
C. issuer
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D. subject name

E. signature algorithm identifier
F. CRL distribution points

G. subject alt name

Answer: B,C,D,E
Explanation:

QUESTION NO: 280

What is the purpose of the OCSP protocol?

A. checks the revocation status of a digital certificate
B. submits a certificate signing request

C. verifies a signature of a digital certificate
D. protects a digital certificate with its private key

Answer: A
Explanation:

QUESTION NO: 281

What are two reasons for a certificate to appear in a CRL? (Choose two.)
A. CA key compromise

B. cessation of operation

C. validity expiration

D. key length incompatibility
E. certification path invalidity

Answer: A,B
Explanation:

QUESTION NO: 282

Which transport method is used by the IEEE 802.1X protocol?

A. EAPOL frames
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B. 802.3 frames
C. UDP RADIUS datagrams
D. PPPoOE frames

Answer: A
Explanation:

QUESTION NO: 283

Which encryption mechanism is used in WEP?
A.RC4

B. RC5

C.DES
D. AES

Answer: A
Explanation:

QUESTION NO: 284

Which three statements about Security Group Tag Exchange Protocol are true? (Choose three.)
A. SXP runs on UDP port 64999.

B. A connection is established between a "listener" and a "speaker."

C. It propagates the IP-to-SGT binding table across network devices that do not have the ability to
perform SGT tagging at Layer 2 to devices that support it.

D. SXP is supported across multiple hops.
E. SXPv2 introduces connection security via TLS.

Answer: B,C,D
Explanation:

QUESTION NO: 285

What does the SXP protocol exchange between peers?

A. IP to SGT binding information
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B. MAC to SGT binding information
C. ingress port to SGT binding information
D. ingress switch to SGT binding information

Answer: A
Explanation:

QUESTION NO: 286

What is a primary function of the SXP protocol?

A. to extend a TrustSec domain on switches that do not support packet tagging with SGTs

B. to map the SGT tag to VLAN information

C. to allow the SGT tagged packets to be transmitted on trunks
D. to exchange the SGT information between different TrustSec domains

Answer: A
Explanation:

QUESTION NO: 287

In RFC 4034, DNSSEC introduced which four new resource record types? (Choose four.)

A. DNS Public Key (DNSKEY)

B. Next Secure (NSEC)

C. Resource Record Signature (RRSIG)
D. Delegation Signer (DS)

E. Top Level Domain (TLD)

F. Zone Signing Key (ZSK)

Answer: A,B,C,D
Explanation:

QUESTION NO: 288

What functionality is provided by DNSSEC?

A. origin authentication of DNS data
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B. data confidentiality of DNS queries and answers
C. access restriction of DNS zone transfers
D. storage of the certificate records in a DNS zone file

Answer: A
Explanation:

QUESTION NO: 289

How are the username and password transmitted if a basic HTTP authentication is used?

A. Base64 encoded username and password

B. MD5 hash of the combined username and password
C. username in cleartext and MD5 hash of the password
D. cleartext username and password

Answer: A
Explanation:

QUESTION NO: 290

Which field in an HTTPS server certificate is compared to a server name in the URL?
A. Common Name

B. Issuer Name

C. Organization
D. Organizational Unit

Answer: A
Explanation:

QUESTION NO: 291
Which transport type is used by the DHCP protocol?
A. UDP ports 67 and 69

B. TCP ports 67 and 68
C. UDP and TCP port 67
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D. UDP ports 67 and 68

Answer: D
Explanation:

QUESTION NO: 292

Which domain is used for a reverse lookup of IPv4 addresses?

. in-addr.arpa
. ip4.arpa

. in-addr.net

. ip4.net

OO0 w>

Answer: A
Explanation:

QUESTION NO: 293

Which port or ports are used for the FTP data channel in passive mode?

A. random TCP ports

B. TCP port 21 on the server side
C. TCP port 21 on the client side
D. TCP port 20 on the server side
E. TCP port 20 on the client side

Answer: A
Explanation:

QUESTION NO: 294

Why do firewalls need to specially treat an active mode FTP session?

A. The data channel is originating from a server side.

B. The FTP client opens too many concurrent data connections.
C. The FTP server sends chunks of data that are too big.

D. The data channel is using a 7-bit transfer mode.
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Answer: A
Explanation:

QUESTION NO: 295
Which statement is true about the TFTP protocol?
A. The client is unable to get a directory listing from the server.

B. The client is unable to create a new file on a server.
C. The client needs to log in with a username and password.

D. The client needs to log in using "anonymous" as a username and specifying an email address

as a password.

Answer: A
Explanation:

QUESTION NO: 296

Which NTP stratum level means that the clock is unsynchronized?

Cowx
B R O

6

Answer: D
Explanation:

QUESTION NO: 297

Which statement is true about an NTP server?

A. It answers using UTC time.

B. It uses the local time of the server with its time zone indication.

C. It uses the local time of the server and does not indicate its time zone.
D. It answers using the time zone of the client.

Answer: A
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Explanation:

QUESTION NO: 298

Which statement is true about an SNMPv2 communication?

A. The whole communication is not encrypted.
B. Only the community field is encrypted.

C. Only the query packets are encrypted.

D. The whole communication is encrypted.

Answer: A
Explanation:

QUESTION NO: 299

Refer to the exhibit.

dns domain-lookup outside

dns server-group DefaultDNS
name-server 10.1.1.1

domain-name mydomain.cisco.com

dynamic-filter updater-client enable
dynamic-filter use-database

dynamic-filter enable interface outside

policy-map global_policy
class inspection_default
inspect dns dynamic-filter-snoop

What is this configuration designed to prevent?

A. Man in the Middle Attacks
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B. DNS Inspection
C. Backdoor control channels for infected hosts
D. Dynamic payload inspection

Answer: C
Explanation:

QUESTION NO: 300

Refer to the exhibit.

regex TESTFILE “*.bat”

class-map type regex match-any TESTFILECLASSMAP
match regex TESTFILE

class-map type inspect ftp match-all TESTFILECLASSMAPFILTER
match filename regexclass TESTFILECLASSMAP

policy-map type inspect ftp FTPPOLICYMAP
parameters
class TESTFILECLASSMAPFILTER
reset log

policy-map global_policy
class inspection_default
inspect ftp strict FTPPOLICYMAP

What does this configuration prevent?

A. HTTP downloads of files with the ".bat" extension on all interfaces

B. HTTP downloads of files with the ".batch" extension on the inside interface

C. FTP commands of GET or PUT for files with the ".bat" extension on all interfaces

D. FTP commands of GET or PUT for files with the ".batch" extension on the inside interface

Answer: C
Explanation:

Topic 4, Volume D

QUESTION NO: 301

Which four functionalities are built into the ISE? (Choose four.)
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A. Profiling Server

B. Profiling Collector

C. RADIUS AAA for Device Administration
D. RADIUS AAA for Network Access

E. TACACS+ for Device Administration

F. TACACS+ for Network Access

G. Guest Lifecycle Management

Answer: A,B,D,G
Explanation:

QUESTION NO: 302

Which statement is correct about the Cisco IOS Control Plane Protection feature?

A. Control Plane Protection is restricted to the IPv4 or IPv6 input path.

B. Traffic that is destined to the router with IP options will be redirected to the host control plane.
C. Disabling CEF will remove all active control-plane protection policies. Aggregate control-plane
policies will continue to operate.?

D. The open-port option of a port-filtering policy allows access to all TCP/UDP based services that
are configured on the router.

Answer: C
Explanation:

QUESTION NO: 303

Which Category to Protocol mapping for NBAR is correct?

A. Category: Enterprise Applications

Protocol: Citrix ICA, PCAnywhere, SAP, IMAP
B. Category: Internet

Protocol: FTP, HTTP, TFTP

C. Category: Network Management

Protocol: ICMP, SNMP, SSH, Telnet

D. Category: Network Mail Services

Protocol: MAPI, POP3, SMTP

Answer: B
Explanation:
Answer:
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QUESTION NO: 304

Which two options correctly describe Remote Triggered Black Hole Filtering (RFC 5635)? (Choose
two.)

A. RTBH destination based filtering can drop traffic destined to a host based on triggered entries
in the FIB.

B. RTBH source based filtering will drop traffic from a source destined to a host based on
triggered entries in the RIB

C. Loose uRPF must be used in conjunction with RTBH destination based filtering

D. Strict uRPF must be used in conjunction with RTBH source based filtering

E. RTBH uses a discard route on the edge devices of the network and a route server to send
triggered route updates

F. When setting the BGP community attribute in a route-map for RTBH use the no-export
community unless BGP confederations are used then use local-as to advertise to sub-as
confederations

Answer: AE
Explanation:

QUESTION NO: 305

A Cisco I0S router is configured as follows:

ip dns spoofing 192.168.20.1

What will the router respond with when it receives a DNS query for its own host name?

A. The router will respond with the IP address of the incoming interface.

B. The router will respond with 192.168.20.1 only if the outside interface is down.
C. The router will respond with 192.168.20.1.

D. The router will ignore the DNS query and forward it directly to the DNS server.

Answer: B
Explanation:
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QUESTION NO: 306

Which configuration is the correct way to change a GET VPN Key Encryption Key lifetime to
10800 seconds on the key server?

A. crypto isakmp policy 1

lifetime 10800

B. crypto ipsec security-association lifetime? seconds 10800
C. crypto ipsec profile getvpn-profile

set security-association lifetime seconds 10800
|

crypto gdoi group GET-Group

identity number 1234

server local

saipsec 1

profile getvpn-profile

D. ?crypto gdoi group GET-Group

identity number 1234

server local

rekey lifetime seconds 10800

E. crypto gdoi group GET-Group

identity number 1234

server local

set security-association lifetime seconds 10800

Answer: D
Explanation:

QUESTION NO: 307

A Cisco Easy VPN software client is unable to access its local LAN devices once the VPN tunnel
is established. How can this issue be resolved?

A. The IP address that is assigned by the Cisco Easy VPN Server to the client must be on the
same network as the local LAN of the client.

B. The Cisco Easy VPN Server should apply split-tunnel-policy excludespecified with a split-
tunnel-list containing the local LAN addresses that are relevant to the client.

C. The Cisco Easy VPN Server must push down an interface ACL that permits the traffic to the
local LAN from the client.

D. The Cisco Easy VPN Server should apply a split-tunnel-policy tunnelall policy to the client.
E. The Cisco Easy VPN client machine needs to have multiple NICs to support this.
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Answer: B
Explanation:

QUESTION NO: 308

Which three routing characteristics are relevant for DMVPN Phase 3? (Choose three.)

A. Hubs must not preserve the original IP next-hop.

B. Hubs must preserve the original IP next-hop.

C. Split-horizon must be turned off for RIP and EIGRP.

D. Spokes are only routing neighbors with hubs.

E. Spokes are routing neighbors with hubs and other spokes.

F. Hubs are routing neighbors with other hubs and must use the same routing protocol as that
used on hub-spoke tunnels.

Answer: A,C,D
Explanation:

QUESTION NO: 309

Using Cisco 10S, which two object-group options will permit networks 10.1.1.0/24 and 10.1.2.0/24
to host 192.168.5.1 port 80 and 443? (Choose 2.)

A. object-group network SOURCE
range 10.1.1.0 10.1.2.255
object-group network DESTINATION
host 192.168.5.1

object-group service HTTP

tcp eq www

tcp eq 443

tcp source gt 1024

|

access-list 101 permit object-group HTTP object-group SOURCE object-group DESTINATION
B. object-group network SOURCE
10.1.1.0 0.0.0.255

10.1.2.0 0.0.0.255

object-group network DESTINATION
host 192.168.5.1

object-group service HTTP

tcp eq www

tcp eq 443

"Pass Any Exam. Any Time." - www.actualtests.com 134



Cisco 350-018 Exam

ip access-list extended ACL-NEW

permit object-group SOURCE object-group DESTINATION object-group HTTP
C. object-group network SOURCE

10.1.1.0 255.255.255.0

10.1.2.0 255.255.255.0

object-group network DESTINATION

host 192.168.5.1

object-group service HTTP

tcp eq www

tcp eq 443

|

ip access-list extended ACL-NEW

permit object-group SOURCE object-group DESTINATION object-group HTTP
D. object-group network SOURCE

10.1.1.0 255.255.255.0

10.1.2.0 255.255.255.0

object-group network DESTINATION

host 192.168.5.1

object-group service HTTP

tcp eq www

tcp eq 443

tcp source gt 1024

|

ip access-list extended ACL-NEW

permit object-group HTTP object-group SOURCE object-group DESTINATION

Answer: A,D
Explanation:

QUESTION NO: 310

Which two statements about the fragmentation of IPsec packets in routers are true? (Choose two.)

A. By default, the IP packets that need encryption are first encrypted with ESP. If the resulting
encrypted packet exceeds the IP MTU on the egress physical interface, then the encrypted packet
is fragmented and sent out.

B. By default, the router knows the IPsec overhead to add to the packet. The router performs a
lookup if the packet will exceed the egress physical interface IP MTU after encryption, then
fragments the packet and encrypts the resulting IP fragments separately.

C. increases CPU utilization on the decrypting device.

D. increases CPU utilization on the encrypting device.
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Answer: B,C
Explanation:

QUESTION NO: 311

crypto gdoi group gdoi_group
identity number 1234

server local

sa receive-only

saipsec 1

profile gdoi-p

match address ipv4 120

Which statement about the above configuration is true?

A. The key server instructs the DMVPN spoke to install SAs outbound only.
B. The key server instructs the GDOI group to install SAs inbound only.

C. The key server instructs the DMVPN hub to install SAs outbound only.
D. The key server instructs the GDOI spoke to install SAs inbound only.

Answer: B
Explanation:

QUESTION NO: 312
class-map nbar_rtp

match protocol rtp payload-type "0, 1, 4 - 0x10, 10001b - 10010b, 64"

The above NBAR configuration matches RTP traffic with which payload types?

A.
B.

s
o
o o

0 , 10, 11, 12, 13, 14, 15, 16, 17, 18, 64
0 1
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C.0,1,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 64
D.0,1,4,5,6,7,8,9,10,11, 12, 13, 14, 64

Answer: A

Explanation:

QUESTION NO: 313

Which standard prescribes a risk assessment to identify whether each control is required to
decrease risks and if so, to which extent it should be applied?

A. ISO 27001
B. 1SO 27002
C.ISO 17799
D. HIPPA

E. ISO 9000

Answer: A
Explanation:

QUESTION NO: 314

"Pass Any Exam. Any Time." - www.actualtests.com 137



Cisco 350-018 Exam

| op(1) | htype(1l) | hlen(l) | hops(l)

L T —— T ————— i P —— T————
I xid (4) I

T P p————
| secs (2) | flags (2) |
D T L T -+
I ciaddr (4) |

o e e e e e e e e e e e e e e +
I yiaddr (4) I

Frrrrrrr s e T e mm e mr m m m e +
I siaddr (4) |

Frrrrrrr e rm s s e s T T m rm E e rr mr mm m E +
I giaddr () I

L L L T T T T T

I |
I chaddr (16) I

.........

e o e e i s o e o i s e s e s e o e e e e

According to this DHCP packet header, which field is populated by a DHCP relay agent with its

own IP address before the DHCPDISCOVER message is forwarded to the DHCP server?

A. ciaddr
B. yiaddr
C. siaddr
D. giaddr

Answer: D
Explanation:
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QUESTION NO: 315

Which two are valid SMTP commands, according to RFC 8217 (Choose two.)

A. EHLO
B. HELO
C. RCPT
D. AUTH

Answer: B,C
Explanation:

QUESTION NO: 316

EAP-MD5 provides one-way client authentication. The server sends the client a random challenge.
The client proves its identity by hashing the challenge and its password with MD5. What is the
problem with EAP-MD57?

A. EAP-MDS5 is vulnerable to dictionary attack over an open medium and to spoofing because
there is no server authentication.

B. EAP-MD5 communication must happen over an encrypted medium, which makes it
operationally expensive.

C. EAP-MD5 is CPU-intensive on the devices.

D. EAP-MD5 not used by RADIUS protocol.

Answer: A
Explanation:

QUESTION NO: 317

error: % Invalid input detected at '~ marker.

Above error is received when generating RSA keys for SSH access on a router using the crypto
key generate rsa command. What are the reasons for this error? (Choose two.)

A. The hostname must be configured before generating RSA keys.
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B. The image that is used on the router does not support the crypto key generate rsa command.
C. The command has been used with incorrect syntax.

D. The crypto key generate rsa command is used to configure SSHv2, which is not supported on
Cisco I0S devices.

Answer: B,C
Explanation:

QUESTION NO: 318

crypto isakmp profile vpnl

vrf vpnl

keyring vpnl

match identity address 172.16.1.1 255.255.255.255
crypto map crypmap 1 ipsec-isakmp
set peer 172.16.1.1

set transform-set vpnl

set isakmp-profile vpnl

match address 101

|

interface Ethernet1/2

crypto map crypmap

Which statements apply to the above configuration? (Choose two.)

A. This configuration shows the VRF-Aware IPsec feature that is used to map the crypto ISAKMP
profile to a specific VRF.

B. VRF and ISAKMP profiles are mutually exclusive, so the configuration is invalid.

C. An IPsec tunnel can be mapped to a VRF instance.

D. Peer command under the crypto map is redundant and not required.

Answer: A,C
Explanation:
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QUESTION NO: 319

MACsec, which is defined in 802.1AE, provides MAC-layer encryption over wired networks. Which
two statements about MACsec are true? (Choose two.)

A. Only links between network access devices and endpoint devices can be secured by using
MACsec.

B. MACsec is designed to support communications between network devices only.

C. MACsec manages the encryption keys that the MKA protocol uses.

D. A switch that uses MACsec accepts either MACsec or non-MACsec frames, depending on the
policy that is associated with the client.

Answer: A,D
Explanation:

QUESTION NO: 320

With ASM, sources can launch attacks by sending traffic to any groups that are supported by an
active RP. Such traffic might not reach a receiver but will reach at least the first-hop router in the
path, as well as the RP, allowing limited attacks. However, if the attacking source knows a group
to which a target receiver is listening and there are no appropriate filters in place, then the
attacking source can send traffic to that group. This traffic is received as long as the attacking
source is listening to the group.

Based on the above description, which type of security threat is involved?

A. DoS

B. man-in-the-middle
C. compromised key
D. data modification

Answer: A
Explanation:

QUESTION NO: 321
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Which two statements about VTP passwords are true? (Choose two)

A. The VTP password can only be configured when the switch is in Server mode.
B. The VTP password is sent in the summary advertisements..

C. The VTP password is encrypted for confidentiality using 3DES.

D. VTP is not required to be configured on all switches in the domain.

E. The VTP password is hashed to preserve authenticity using the MD5 algorithm.
F. The VTP password can only be configured when the switch is in Client mode.

Answer: B,E
Explanation:

QUESTION NO: 322

Which option represents IPv6 address ff02::1?

A. PIM routers.

B. RIP routers.

C. All nodes on the local network.
D. NTP.

Answer: C
Explanation:

QUESTION NO: 323

Which two statements about IPv6 are true? (Choose two.)

A. Broadcast is available.

B. Routing tables are less complicated.

C. The address pool will eventually deplete.

D. Data encryption is built into the packet frame.
E. Increased NAT is required.

F. Fewer bits makes IPv6 easier to configure.

Answer: B,D
Explanation:
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QUESTION NO: 324

Which statement describes an IPv6 benefit?

A. Broadcast is not available.

B. Routing tables are more complicated.

C. The address pool is limited.

D. Data encryption is not built into the packet frame.
E. Increased NAT is required.

Answer: A
Explanation:

QUESTION NO: 325

Which option is representative of automatic IP addressing in IPv4?

A. 10.1.x.X
B.172.10.1.x
C. 169.254.x.x
D. 196.245.x.x
E. 128.1.1.x
F.127.1.x.x

Answer: C
Explanation:

QUESTION NO: 326

okbhject network obhj-10.10.0.0

subnet 10.10.0.0 2Z55.255.0.0

ohject network okbj-30.30.30.0

subnet 30.30.30.0 255.255.255.0

nat (inside,any) sSource static ocbij-10.10.0.0 obj-10.10.0.0 destination
static obj-30.30.30.0 obj-30.30.30.0

Which option describes the behavior of this configuration?

A. Traffic from the 30.30.0.0/16 network to the 10.10.0.0/32 network will be translated.
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B. Traffic from the 30.30.0.0/32 network to the 10.10.0.0/16 network will not be translated.
C. Traffic from the 10.10.0.0/16 network to the 30.30.30.0/24 network will not be translated.
D. Traffic from the 10.10.0.0/32 network to the 30.30.30.0/16 network will be translated.

Answer: C
Explanation:

QUESTION NO: 327

obhiject network obj-10.10.10.1
host 10.10.10.1
nat [(inside,outside)] dynamic Z0.20.20.1

Which option describes the behavior of this configuration?

A. Host 10.10.10.1 will get translated as 20.20.20.1 from inside to outside.
B. Host 20.20.20.1 will be translated as 10.10.10.1 from outside to inside.
C. Host 20.20.20.1 will be translated as 10.10.10.1 from inside to outside.
D. Host 10.10.10.1 will be translated as 20.20.20.1 from outside to inside.

Answer: A
Explanation:

QUESTION NO: 328

Which ICMP message type code indicates fragment reassembly time exceeded?

A. Type 4, Code O

B. Type 11, Code O
C. Type 11, Code 1
D. Type 12, Code 2

Answer: C
Explanation:
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QUESTION NO: 329

Which IPV4 header field increments every time when packet is sent from a source to a
destination?

A. Flag

B. Fragment Offset
C. Identification

D. Time To Live

Answer: C
Explanation:

QUESTION NO: 330

A device is sending a PDU of 5000 B on a link with an MTU of 1500 B. If the PDU includes 20 B of
IP header, which statement is true?

A. The first three packets will have a packet payload size of 1400.
B. The last packet will have a payload size of 560.

C. The first three packets will have a packet payload size of 1480.
D. The last packet will have a payload size of 20.

Answer: C
Explanation:

QUESTION NO: 331

Which statement about VLAN is true?

A. VLAN cannot be routed.

B. VLANs 1006 through 4094 are not propagated by VTP.

C. VLANL1 is a Cisco default VLAN that can be deleted.

D. The extended-range VLANSs cannot be configured in global configuration mode.

Answer: B
Explanation:
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QUESTION NO: 332

Which two statements about OSPF authentication are true? (Choose two.)

A. OSPF authentication is required in area O.

B. There are three types of OSPF authentication.

C. In MD5 authentication, the password is encrypted when it is sent.

D. Null authentication includes the password in clear-text.

E. Type-3 authentication is a clear-text password authentication.

F. In MD5 authentication, the password never goes across the network.

Answer: B,F
Explanation:

QUESTION NO: 333

Which option describes the main purpose of EIGRP authentication?

A. to authenticate peers

B. to allow faster convergence

C. to provide redundancy

D. to avoid routing table corruption

Answer: D
Explanation:

QUESTION NO: 334

What is the purpose of the BGP TTL security check?

A. The BGP TTL security check is used for iBGP session.

B. The BGP TTL security check protects against CPU utilization-based attacks.

C. The BGP TTL security check checks for a TTL value in packet header of less than or equal to
for successful peering.

D. The BGP TTL security check authenticates a peer.

E. The BGP TTL security check protects against routing table corruption.

Answer: B
Explanation:

"Pass Any Exam. Any Time." - www.actualtests.com 146



Cisco 350-018 Exam

QUESTION NO: 335

neighbor 100.10.10.10 maximuaon—prefix 1000 S0 warning-ohnly

Which option describes the behavior of this configuration?

A. The peer session is dropped when 80 prefixes are received.

B. A warning message is displayed when 1000 prefixes are received.

C. The peer session is dropped when 800 prefixes are received.

D. An Initial warning message is displayed when 800 prefixes are received. A different message is
displayed when 1000 prefixes received and the session will not be disconnected

E. An Initial warning message is displayed when 80 prefixes received. The same warning
message is displayed when 1000 prefixes are received and the session will be disconnected.

Answer: D
Explanation:

QUESTION NO: 336

Which two statements describe GRE? (Choose two.)

A. GRE acts as passenger protocol for a Layer 3 transport protocol.

B. GRE acts as a tunneling protocol and encapsulates other protocols.

C. GRE provides data confidentiality.

D. Packet MTU must be adjusted to accommodate GRE overhead.

E. GRE does not allow multicast to be sent across the tunnel.

F. The GRE tunnel interface remains down until it can see the remote tunnel end.

Answer: B,D
Explanation:

QUESTION NO: 337

Which two statements about NHRP are true? (Choose two.)
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A. NHRP is used for broadcast multi-access networks.

B. NHRP allows NHC to dynamically learn the mapping of VPN IP to NBMA IP.

C. NHRP allows NHS to dynamically learn the mapping of VPN IP to BMA IP.
D. NHC registers with NHS.

E. Traffic between two NHCs always flows through the NHS.

F. NHRP provides Layer-2 to Layer-3 address mapping.

Answer: B,D
Explanation:

QUESTION NO: 338

NHRF: FEeceive Registration Regquest wia Tunnell wrf 0, packet : S92
(F] afn: IPv4(1l), type: IP(800), hop: Z55, wer: 1

shtl: 4(3AP), sstl: O(NSAP)

pktsz: 92 extoff: 52

(M) flags: "unique nat ", regid: 65554

sroc NEMA: 69.1.1.2

gre protocol: 192,.165.10.2, dst protocol: 192.168.10.1

[C-1) code: no error (0)

prefix: 32, mtu: 17912, hd time: 7200

addr_len: O(N3iP), subsddr len: O(N3ALP), proto_len: 0O, pref: O
(DUAL-S5-NERCHANGE: EIGRP-IPv4 101: Meighbor 192.165.10.2 (TunnelO) is up: new adjacency

Which two statements correctly describe the debug output that is shown in the exhibit? (Choose

two.)

A. The request is from NHS to NNC.

B. The request is from NHC to NHS.

C. 69.1.1.2 is the local non-routable address.

D. 192.168.10.2 is the remote NBMA address.

E. 192.168.10.1 is the local VPN address.

F. This debug output represents a failed NHRP request.

Answer: B,E
Explanation:

QUESTION NO: 339

Which two statements about the AES algorithm are true? (Choose two)

A. The AES algorithm is an asymmetric block cipher.
B. The AES algorithm operates on a 128-bits block.
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C. The AES algorithm uses a fixed length-key of 128 bits.

D. The AES algorithm does not give any advantage over 3DES due to the same key length.

E. The AES algorithm consist of four functions. Three functions provide confusion-diffusion and
one provides encryption.

Answer: B,E
Explanation:

QUESTION NO: 340

Which two statements about the RC4 algorithm are true? (Choose two.)

A. The RC4 algorithm is an asymmetric key algorithm.

B. The RC4 algorithm is a symmetric key algorithm.

C. The RC4 algorithm is slower in computation than DES.

D. The RC4 algorithm is used with wireless encryption protocols.
E. The RC4 algorithm uses fixed-length keys.

Answer: B,D
Explanation:

QUESTION NO: 341

Which three statements about the RSA algorithm are true? (Choose three.)

A. The RSA algorithm provides encryption but not authentication.

B. The RSA algorithm provides authentication but not encryption.

C. The RSA algorithm creates a pair of public-private keys that are shared by entities that perform
encryption.

D. The private key is never sent across after it is generated.

E. The public key is used to decrypt the message that was encrypted by the private key.

F. The private key is used to decrypt the message that was encrypted by the public key.

Answer: C,D,F
Explanation:

QUESTION NO: 342

Which two statements about the MD5 Hash are true? (Choose two.)
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A. Length of the hash value varies with the length of the message that is being hashed.
B. Every uniqgue message has a unique hash value.

C. Its mathematically possible to find a pair of message that yield the same hash value.
D. MD5 always yields a different value for the same message if repeatedly hashed.

E. The hash value cannot be used to discover the message.

Answer: B,E
Explanation:

QUESTION NO: 343

Which two statements about the SHA-1 algorithm are true? (Choose two)

A. The SHA-1 algorithm is considered secure because it always produces a unique hash for the

same message.
B. The SHA-1 algorithm takes input message of any length and produces 160-bit hash output.
C. The SHA-1 algorithm is considered secure because it is possible to find a message from its
hash.

D. The purpose of the SHA-1 algorithm is to provide data confidentiality.

E. The purpose of the SHA-1 algorithm is to provide data authenticity.

Answer: B,E
Explanation:

QUESTION NO: 344

Which two statements about the DES algorithm are true? (Choose two)

A. The DES algorithm is based on asymmetric cryptography.
B. The DES algorithm is a stream cipher.

C. The DES algorithm is based on symmetric cryptography.
D. The DES algorithm encrypts a block of 128 bits.

E. The DES algorithm uses a 56-bit key.

Answer: C,E
Explanation:

QUESTION NO: 345
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Which statement about the 3DES algorithm is true?

A. The 3DES algorithm uses the same key for encryption and decryption,

B. The 3DES algorithm uses a public-private key pair with a public key for encryption and a private
key for decryption.

C. The 3DES algorithm is a block cipher.

D. The 3DES algorithm uses a key length of 112 bits.

E. The 3DES algorithm is faster than DES due to the shorter key length.

Answer: C
Explanation:

QUESTION NO: 346

Which two statements about the DH group are true? (Choose two.)

A. The DH group is used to provide data authentication.

B. The DH group is negotiated in IPsec phase-1.

C. The DH group is used to provide data confidentiality.

D. The DH group is used to establish a shared key over an unsecured medium.
E. The DH group is negotiated in IPsec phase-2.

Answer: B,D
Explanation:

QUESTION NO: 347

Which statement describes the computed authentication data in the AH protocol?

A. The computed authentication data is never sent across.

B. The computed authentication data is part of a new IP header.

C. The computed authentication data is part of the AH header.

D. The computed authentication data is part of the original IP header.

Answer: C
Explanation:

QUESTION NO: 348
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Which statement about the AH is true?

A. AH authenticates only the data.

B. AH authenticates only the IP header.

C. AH authenticates only the TCP-UDP header.

D. AH authenticates the entire packet and any mutable fields.

E. AH authenticates the entire packet except for any mutable fields.

Answer: E
Explanation:

QUESTION NO: 349

Which three fields are part of the AH header? (Choose three.)

A. Source Address

B. Destination Address

C. Packet ICV

D. Protocol ID

E. Application Port

F. SPI identifying SA

G. Payload Data Type ldentifier

Answer: C,F,G
Explanation:

QUESTION NO: 350

Which statement about the HTTP protocol is true?

A. The request method does not include the protocol version.

B. The proxy acts as an intermediary receiving agent in the request-response chain.

C. The tunnel acts as an intermediary relay agent in the request-response chain.

D. The gateway acts as an intermediary forwarding agent in the request-response chain.

E. The success and error codes are returned in the response message by the user-agent.

Answer: C
Explanation:
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QUESTION NO: 351

Which statement about SMTP is true?

A. SMTP uses UDP port 25.
B. The POP protocol is used by the SMTP client to manage stored mail.

C. The IMAP protocol is used by the SMTP client to retrieve and manage stored email.
D. The mail delivery agent in the SMTP architecture is responsible for DNS lookup.

E. SMTP uses TCP port 20.

Answer: C
Explanation:

QUESTION NO: 352

Which two statements about DHCP are true? (Choose two.)

A. DHCP uses TCP port 67.

B. DHCP uses UDP ports 67 and 68.

C. The DHCPDiscover packet has a multicast address of 239.1.1.1.
D. DHCPRequest is a broadcast message.

E. The DHCPOffer packet is sent from the DHCP server.

Answer: B,E
Explanation:

QUESTION NO: 353

Which two statements about SNMP are true? (Choose two)

A. SNMP operates at Layer-6 of the OSI model.

B. NMS sends a request to the agent at TCP port 161.

C. NMS sends request to the agent from any source port.

D. NMS receives notifications from the agent on UDP 162.

E. MIB is a hierarchical representation of management data on NMS.

Answer: C,D
Explanation:
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QUESTION NO: 354

Which two statement about the DNS are true? (Choose two.)

A. The client-server architecture is based on query and response messages.
B. Query and response messages have different format.

C. In the DNS message header, the QR flag set to 1 indicates a query.

D. In the DNS header, an Opcode value of 2 represents a client status request.
E. In the DNS header, the Rcode value is set to 0 in Query message.

Answer: AE
Explanation:

QUESTION NO: 355

Which is an example of a network reconnaissance attack?

A. botnets

B. backdoor

C. ICMP sweep

D. firewalk

E. inverse mapping

Answer: C
Explanation:

QUESTION NO: 356

Which ICMP message could be used with traceroute to map network topology?

A. Echo Reply

B. Redirect

C. Time Exceeded

D. Echo

E. Router Selection

F. Address Mask Request

Answer: C
Explanation:
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QUESTION NO: 357

Which statement about the Firewalk attack is true?

A. The firewall attack is used to discover hosts behind firewall device.

B. The firewall attack uses ICMP sweep to find expected hosts behind the firewall.

C. The firewall attack uses traceroute with a predetermined TTL value to discover hosts behind the
firewall.

D. The firewall attack is used to find the vulnerability in the Cisco IOS firewall code.

E. The firewall attack uses an ICMP echo message to discover firewall misconfiguration.

Answer: C
Explanation:

QUESTION NO: 358

Which pair of ICMP messages is used in an inverse mapping attack?

A. Echo-Echo Request

B. Route Solicitation- Time Exceeded
C. Echo-Time Exceeded

D. Echo Reply-Host Unreachable

E. Echo-Host Unreachable

Answer: D
Explanation:

QUESTION NO: 359

Which statement about a botnet attack is true?

A. The botnet attack is an attack on a firewall to disable its filtering ability.

B. The botnet attack is a network sweeping attack to find hosts that are alive alive behind the
filtering device.

C. The botnet attack is a collection of infected computers that launch automated attacks.

D. The owner of the infected computer willingly participates in automated attacks.

E. The botnet attack enhances the efficiency of the computer for effective automated attacks.
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Answer: C
Explanation:

QUESTION NO: 360

Which two statements about IPS signatures are true? (Choose two.)

A. All of the built-in signatures are enabled by default.

B. Tuned signatures are built-in signatures whose parameters are adjusted.

C. Once the signature is removed from the sensing engine it cannot be restored

D. It is recommended not to retire a signature that is not being used because then it cannot be
restored.

E. It is possible to define custom signatures.

Answer: B,E
Explanation:

QUESTION NO: 361

Which two statement about Infrastructure ACLs on Cisco I0S software are true? (Choose two.)

A. Infrastructure ACLs are used to block-permit the traffic in the router forwarding path.

B. Infrastructure ACLs are used to block-permit the traffic handled by the route processor.
C. Infrastructure ACLs are used to block-permit the transit traffic.

D. Infrastructure ACLs only protect device physical management interface.

Answer: B,D
Explanation:

QUESTION NO: 362

Which statement about the SYN flood attack is true?

A. The SYN flood attack is always directed from valid address.

B. The SYN flood attack target is to deplete server memory so that legitimate request cannot be
served.

C. The SYN flood attack is meant to completely deplete the TCB SYN-Received state backlog.
D. The SYN flood attack can be launched for both UDP and TCP open ports on the server.

"Pass Any Exam. Any Time." - www.actualtests.com 156



Cisco 350-018 Exam

E. SYN-Received state backlog for TCBs is meant to protect server CPU cycles.

Answer: C
Explanation:

QUESTION NO: 363

The HTTP inspection engine has the ability to inspect traffic based on which three parameters?
(Choose three.)

A. Transfer Encoding
B. Request Method
C. Header

D. Application Type
E. Header Size

F. Source Address

Answer: A,B,D
Explanation:

QUESTION NO: 364

For which two reasons BVI is required in the Transparent Cisco I0S Firewall? (Choose two)

A. BVl is required for the inspection of IP traffic.

B. The firewall can perform routing on bridged interfaces.

C. BVl is required if routing is disabled on the firewall.

D. BVl is required if more than two interfaces are in a bridge group.

E. BVl is required for the inspection of non-IP traffic.

F. BVI can manage the device without having an interface that is configured for routing.

Answer: D,F
Explanation:

QUESTION NO: 365

Event Store is a component of which IPS application?
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A. SensorApp

B. InterfaceApp

C. MainApp

D. NotificationApp

E. AuthenticationApp

Answer: C
Explanation:

QUESTION NO: 366

Which statement about the Cisco Secure ACS Solution Engine TACACS+ AV pair is true?

A. AV pairs are only required to be enabled on Cisco Secure ACS for successful implementation.
B. The Cisco Secure ACS Solution Engine does not support accounting AV pairs.

C. AV pairs are only string values.

D. AV pairs are of two types: string and integer.

Answer: C
Explanation:

QUESTION NO: 367

jconfig-if) #authentication order mab dotlx
config-if) #authentication priority mab dotlx

Which option describes the behavior of this configuration?

A. Devices that perform IEEE 802.1X should be in the MAC address database for successful
authentication.

B. IEEE 802.1x devices must fail MAB to perform IEEE 802.1X authentication.

C. If 802.1X fails, the device will be assigned to the default guest VLAN.

D. The device will perform subsequent IEEE 802.1X authentication if it passed MAB
authentication.

E. If the device fails IEEE 802.1X, it will start MAB again.
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Answer: B
Explanation:

QUESTION NO: 368

When is the supplicant considered to be clientless?

A. when the authentication server does not have credentials to authenticate.

B. when the authenticator is missing the dotlx guest VLAN under the port with which the
supplicant is connected.

C. when the supplicant fails EAP-MD5 challenge with the authentication server.

D. when the supplicant fails to respond to EAPOL messages from the authenticator.

E. when the authenticator is missing the reauthentication timeout configuration under the port with
which the supplicant is connected.

Answer: D
Explanation:

QUESTION NO: 369

Which Cisco 10S IPS signature action denies an attacker session using the dynamic access list?

A. produce-alert

B. deny-attacker-inline
C. deny-connection-inline
D. reset-tcp-action

E. deny-session-inline

F. deny-packet-inline

Answer: C
Explanation:

QUESTION NO: 370

Which IPS appliance signature engine inspects IPv6 Layer 3 traffic?

A. Atomic IP
B. Meta
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C. Atomic IP Advanced
D. Fixed
E. Service

Answer: C
Explanation:

QUESTION NO: 371

When routing is configured on ASA, which statement is true?

A. If the default route is not present, then the routing table is checked.

B. If the routing table has two matching entries, the packet is dropped.

C. If routing table has two matching entries with same prefix length, the first entry is used.

D. If routing table has two matching entries with different prefix lengths, the entry with the longer
prefix length is used.

Answer: D
Explanation:

QUESTION NO: 372

Which statement about the ASA redundant interface is true?

A. Itis a logical interface that combines two physical interfaces, both of which are active.

B. It can only be used for failover links.

C. By default, the first physical interface that is configured in the pair is the active interface.

D. The redundant interface uses the MAC address of the second physical interface in the pair.

Answer: C
Explanation:

QUESTION NO: 373

Which two pieces of information are communicated by the ASA failover link? (Choose two.)

A. Unit state
B. Connections State
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C. Routing tables
D. Power status
E. MAC address exchange

Answer: AE
Explanation:

QUESTION NO: 374

When is a connection entry created on ASA for a packet that is received on the ingress interface?

A. When the packet is checked by the access-list.

B. When the packet reaches the ingress interface internal buffer.
C. When the packet is a SYN packet or UDP packet.

D. When a translation rule exists for the packet.

E. When the packet is subjected to inspection.

Answer: D
Explanation:

QUESTION NO: 375

Which two statements about the multiple context mode running Version 9.x are true? (Choose
two.)

A. RIP is not supported.

B. An interface cannot be shared by multiple contexts.

C. Remote access VPN is supported.

D. Only the admin and context configuration files are supported.
E. OSPFv3 is supported.

F. Multicast feature is supported

G. Site-To-Site VPN feature is supported

Answer: A,G
Explanation:

QUESTION NO: 376

Which two options describe how the traffic for the shared interface is classified in ASA multi
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context mode? (Choose two.)

A. Traffic is classified at the source address in the packet.

B. Traffic is classified at the destination address in the packet.

C. Traffic is classified at the destination address in the context.

D. Traffic is classified by copying and sending the packet to all the contexts.
E. Traffic is classified by sending the MAC address for the shared interface.

Answer: C,E
Explanation:

QUESTION NO: 377

Which two statements correctly describes ASA resource management in multiple context mode?
(Choose two.)

A. The class sets the resource maximum limit for a context to which it belongs.

B. A resource cannot be oversubscribed or set to be unlimited in the class.

C. The resource limit can only be set as a percentage in the class and not as an absolute value.
D. Context belongs to a default class if not assigned to any other class.

E. The default class provides unlimited access for all the resources.

Answer: A,D
Explanation:

QUESTION NO: 378

Which two statements about ASA transparent mode are true? (Choose two.)

A. Transparent mose acts as a Layer-3 firewall.

B. The inside and outside interface must be in a different subnet.

C. IP traffic will not pass unless it is permitted by an access-list.

D. ARP traffic is dropped unless it is permitted.

E. A configured route applies only to the traffic that is originated by the ASA.
F. In multiple context mode all contexts need to be in transparent mode.

Answer: C,E
Explanation:
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QUESTION NO: 379

Which statement correctly describes a botnet filter category?

A. Unlisted addresses: The addresses are malware addresses that are not identified by the

dynamic database and are hence defined statically.
B. Ambiguous addresses: In this case, the same domain hame has multiple malware addresses

but not all the addresses are in the dynamic database. These addresses are on the graylist.
C. Known malware addresses: These addresses are identified as blacklist addresses in the

dynamic database and static list.

D. Known allowed addresses: These addresses are identified as whitelist addresses that are bad

addresses but still allowed.

Answer: C
Explanation:

QUESTION NO: 380

Clienc:

crypto ipsec client s=zvpn ezvpncolient
COnnect AUto
group ezvphngroup kKey cisco
mwode client
peer 10.1.1.2
virtual-interface 1
#auth userid mode interaccive
[
interface GigabitEthernetd/0
ip address 172.16.10.1 Z55.255.255.0
crypto ipsec client ezwvpn ezvpnolient inside
i
interface GigabitEthernetO/1
ip address 10.1.1.1 2Z55.Z55.255.0
crypto ipsec client ezvpn ezvpnclient
i
interface Virtual-Templatel type tunnel
ip unnurbered GigabitErhernet0/1
cunnel mode ipsec ipvd

Server:
aaa new-model
!

aaa authentication login authen local
aaa authorization network auchor local
!

username cisco password O cisco
!

cEYpEo isakmp policy 3
enc: 3ides
authencicacion pre-shars
group 2
'

erypte isakmp client configuratien group ezvpngroup
key cisco

pool popl=1

acl 101

crypto isalkmp profile ezvpnprof
match identity group eZVPRgroup
clisne authepticacion lisc auchen
isakmp authorization list author
client-configuration addres= respond
vigzual-cemplace 1

cerypro ip=ec cranaform-sec IS5 esp-3des esap-sha-hmac
'

erypto ipsec profile ipsecprof

'

intexface Loopback(
ip addre=ss 192.162.10.1 255.255.255.0

interface GigabitEthernet(/1
ip addres=ss 10.1.1.2 255.255.253.0
'

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernero/l

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsscprof
!

ip local pool pool-l 172.20.1.10 172.20.1.20

access-list 101 permit ip host 122.168.10.1 any

| REER LN AAE

[TOIT0ZE ) (D168 101728
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Why does the EasyVPN session fail to establish between the client and server?

A. incomplete ISAKMP profile configuration on the server
B. incorrect IPsec phase-2 configuration on the server

C. incorrect group configuration on the client

D. ISAKMP key mismatch

E. incorrect ACL in the ISAKMP client group configuration

Answer: B
Explanation:

QUESTION NO: 381

3%
crypto isakmp policy 1
encr aes

authentication pre-share
group
crypto izakmp key cisco address 0.0.0.0 0.0.0.0

crypte ipsec transform-set R1-R2-R3 esp-aes esp-sha-hwac
'

crypto ipsec profile R1-R2-R3
set transtorm-set R1-R2-R3

] interface Tunnel0
- ip address 172.16.10.1 255.255.255.0
no ip redirects

crypto isakmp pol 1
w S no ip next-hop-self eigrp 101

encr aes N N
authentication pre-share ip nhrp map multicast dynamic
group 2 ip nhrp network-id 10

crypto isakmp key cisco address 0.0.0.0 0.0.0.0 no ip splic-horizon eigep 101
' R tunnel source FastEthernet0/0

1

crypto ipsec transform-set R1-R2-R3 esp-aes esp-sha-hmwac —sgs—, | cunnel mode gre muleipoint
' P tunnel key 100
crypto ipsec profile R1-RZ-R3 Tunnel0=.1 tunnel protection ipsec profile Ri-R2-R3
set transform-set R1-RZ-R3
' —

NEMA: 10.1.1.0/24 Falfl=.1
interface Tunnelo

ip address 172.16.10.2 255.255.255.0 L
no ip redirects L LYPN: 172.16.10.0/24
ip nhrp wap 172.16.10.1 10.1.1.1 ( )

ip nhrp network-id 10

ip nhrp nhs 172.16.10.1 ;
tunnel source FascEchernec0/1
tunnel mode gre multipoint —
(:nnel xe: 5 e Fal1=.2 ===
¥ 100 — -~
tunnel protection ipsec profile R1-RZ=R3 Fal/1=.3
Re | Tunnel0=2 Tunnel0=.3

ip nhrp mwap wmulticast 10.1.1.1 BEP

What is the reason for the failure of the DMVPN session between R1 and R2?

A. tunnel mode mismatch

B. IPsec phase-1 configuration is missing peer address on R2
C. IPsec phase-1 policy mismatch

D. IPsec phase-2 policy mismatch

E. incorrect tunnel source interface on R1

Answer: E
Explanation:
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QUESTION NO: 382

Which three HTTP header fields can be classified by NBAR for request messages? (Choose
three.)

A. User-Agent

B. Server

C. Referrer

D. Content-Encoding
E. Location

F. From

Answer: A,C,F
Explanation:

QUESTION NO: 383

ip werify unicast source reachable-wvia rx

Which option describes the behavior of this configuration?

A. The packet will be dropped if received on the same interface that the router would use to
forward return packet.

B. The packet will be forwarded as long as it is in the routing table.

C. The packet will be forwarded if received on the same interface that the router would use to
forward return packet.

D. Packet will be forwarded only if exists a default route for the return path.

Answer: C
Explanation:

QUESTION NO: 384

Which three types of traffic are processed by CoPP configured on the device? (Choose three.)

A. tansient traffic
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B. routing protocol traffic

C. IPsec traffic

D. traffic that is destined to the device interface

E. any traffic filtered by the access list

F. traffic from a management protocol such as Telnet or SNMP

Answer: B,D,F
Explanation:

QUESTION NO: 385

Which statement about PVLAN setup is true?

A. The host that is connected to the community port can communicate with a host that is
connected to a different community port.

B. The host that is connected to the community port cannot communicate with hosts that are
connected to the promiscuous port.

C. The host that is connected to the community port cannot communicate with hosts that are
connected to the isolated port.

D. The host that is connected to the community port can only communicate with hosts that are
connected to the same community port.

Answer: C
Explanation:

QUESTION NO: 386

Which statement applies to Flexible NetFlow?

A. Flexible NetFlow uses seven key fields in IP datagrams to identify the flow.

B. Flexible NetFlow uses key fields of IP datagram to identify fields from which data is captured.
C. User-defined flows can be defined in Flexible NetFlow.

D. Flexible NetFlow cannot be used for billing and accounting applications.

E. Flexible NetFlow does not have any predefined records.

Answer: C
Explanation:
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QUESTION NO: 387

Which statement about Storm Control implementation on a switch is true?

A. Storm Control does not prevent disruption due to unicast traffic.

B. Storm Control is implemented as a global configuration.

C. Storm Control uses the bandwidth and rate at which a packet is received to measure the
activity.

D. Storm Control uses the bandwidth and rate at which a packet is dispatched to measure the
activity.

E. Storm Control is enabled by default.

Answer: C
Explanation:

QUESTION NO: 388

Root Bridge

If SW4 is sending superior BPDUs, where should the root guard feature be configured to preserve

SW3 as a root bridge?

A. SW4 Gi0/0 interface.
B. Sw3 Gi0/0 interface.
C. Sw2 Gi0/1 interface.
D. SW2 Gi0/1 and SW3 Gi0/1
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Answer: C
Explanation:

QUESTION NO: 389

R1:

F2:

crypto isakmp policy 1
encr aes

authentication pre-share
group 3

crypto ipsec profile R1-R2-R3
set transform-set R1-R2-R3
,

interface TunnelO

ip address 172.16.10.2 255.255.255.0
no ip redirects

ip nhrp wap 172.16.10.1 10.1.1.1|

ip nhep wap multicast 10.1.1.1

ip nhrp network-id 10

ip nhrp nhs 172.16.10.1

tunnel source FastEthernet0/1
tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile R1-RZ-R3

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
'

crypto ipsec transform-set R1-R2-R3 esp-aes esp-sha-hmac
)

crypro isalkmp policy 1

encr aes

authentication pre-share

group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
\

crypto ipsec tramsform-set R1-R2-R3 esp-aes esp-sha-hmac
'

crypto ipsec prorile R1-R2-R3
set transform-set R1-RZ=R3
|

interface Tunnel0

ip address 172.16€.10.1 255.255.255.0
no ip redirects

no ip next-hop-self eigrp 101

ip nhrp map multicast dynamic

ip nhrp network-id 10

no ip split-horizon eigrp 101
tunnel source FastEthernet0/1

tunnel mode gre multipoint

tunnel key 100
| Tunnel0=1 | tunnel protection ipsec profile R1-R2-R3
| HEMA: 10.1.1.0/24 | Fa0/l=.1 |

|VPN 172.16.10.0/24 |

BGP

[F=T]

Re | Tunnel0=.2

Tunnel0=.3

What is the reason for the failure of the DMVPN session between R1 and R2?

A. Tunnel mode mismatch
B. IPsec phase-1 configuration missing peer address on R2
C. IPsec phase-1 policy mismatch
D. IPsec phase-2 policy mismatch
E. Incorrect tunnel source interface on R1

Answer: C
Explanation:

QUESTION NO: 390
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R2:

crypto isakmp policy 1

encr aes

authentication pre-shace

group 2

crypro isakmp key cisco address 0.0.0.0 0.0.0.0
'

crypto ipsec transform-set R1-RZ-R3 esp-aes esp-sha-hmac
'

crypto ipsec profile R1-RZ-R3
=et transform-set R1-RZ-R3

interface TunnelQ

ip address 172.16.10.2 255.255.255.0
no ip redirects

ip nhrp map 172.16.10.1 10.1.1.1

ip nhrp map multicast 10.1.1.1

ip nhrp necwork-id 10

ip nhrp mhs 172.16.10.1

tunnel source FastEchernet0/1
tunnel mode gre multipoint

tunnel key 100

tunnel protection ipsec profile R1-RE2-R3

R1:

crypto isakmp policy 1

ENCr aes

authentication pre-share

group 2

crypto isakmp key cisco address 0.0.0.0 0.0.0.0
'

crypto ipsec transform-set R1-R2-R} esp-aes esp-sha-hmac
'

crypto ipsec profile R1-R2-R3
set transform-set R1-R2-R3

interface TunnelO

ip address 172.16.10.1 255.255.255.0
no ip redirects

no ip next-hop-self eigrp 101

ip nhrp wap multicast dynamic

ip nhrp network-id 10

no ip split-horizon eigrp 101

tunnel source FastEchernsc0/1

tunnel mode gre multipoint
tunnel key 100
' Tunnel0=1 | tunnel protection ipsec profile R1-RZ-R3
[NEIMA: 10.1.1.0/24 | Falfl=.1 ]

BGP

|VPN 172.16.10.0/24 |

Fa01=5 |l e
TunnelO=.2

Re | Tunnel0=2

Which statement about the exhibit is true?

A. The tunnel configuration is incomplete and the DMVPN session will fail between R1 and R2.
B. IPsec phase-2 will fail to negotiate due to a mismatch in parameters.

C. A DMVPN session will establish between R1 and R2 provided that the BGP and EIGRP

configurations are correct.

D. A DMVPN session will establish between R1 and R2 provided that the BGP configuration is

correct.

E. A DMVPN session will fail to establish because R2 is missing the ISAKMP peer address.

Answer: C
Explanation:

QUESTION NO: 391

access-lisr 121 deny ip any hosct 10.1.1.1 fragments
access-list 121 permit tep any host 10.1.1.1 eg 80
access-list 121 deny ip.any. any

Host e

s

|

Gateway Web Server

10.1.1.1/24

]

-]
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Identify the behavior of the ACL if it is applied inbound on EO/O.

A. The ACL will drop both initial and noninitial fragments for port 80 only.
B. The ACL will pass both initial and noninitial fragments for port 80 only.
C. The ACL will pass the initial fragment for port 80 but drop the noninitial fragment for any port.
D. The ACL will drop the initial fragment for port 80 but pass the noninitial fragment for any port.

Answer: C
Explanation:

QUESTION NO: 392

access=1list 121 permit tCp any hosat 10.1.1.1 &g 80
access=1list 121 deny ip any any
10.1.1.1/24
= -
—
P [E6/0 ] [E0T]
Host Gateway Web Server

Identify the behavior of the ACL if it is applied inbound on EO/O.

A. The ACL will drop both initial and noninitial fragments for port 80 only.

B. The ACL will pass both initial and non-initial fragments for port 80 only.

C. The ACL will pass the initial fragment for port 80 but drop the noninitial fragment for any port.
D. The ACL will drop the initial fragment for port 80 but pass the noninitial fragment for any port.

Answer: B
Explanation:

QUESTION NO: 393

Which three are RFC 5735 addresses? (Choose three.)

A.171.10.0.0/24
B. 0.0.0.0/8

C. 203.0.113.0/24
D. 192.80.90.0/24
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E. 172.16.0.0/12
F. 198.50.100.0/24

Answer: B,C,E
Explanation:

QUESTION NO: 394

Which statement about ISO/IEC 27001 is true?

A. ISO/IEC 27001 is only intended to report security breaches to the management authority.
B. ISO/IEC 27001 was reviewed by the International Organization for Standardization.

C. ISO/IEC 27001 is intend to bring information security under management control.

D. ISO/IEC 27001 was reviewed by the International Electrotechnical Commission.

E. ISO/IEC 27001 was published by ISO/IEC.

Answer: C
Explanation:

QUESTION NO: 395

Which two statements about the 1ISO are true? (Choose two.)

A. The ISO is a government-based organization.

B. The ISO has three membership categories: Member, Correspondent, and Subscribers.
C. Subscriber members are individual organizations.

D. Only member bodies have voting rights.
E. Correspondent bodies are small countries with their own standards organization.

Answer: B,D
Explanation:

QUESTION NO: 396

Which three IP resources is the IANA responsible? (Choose three.)

A. IP address allocation
B. detection of spoofed address
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C. criminal prosecution of hackers

D. autonomous system number allocation
E. root zone management in DNS

F. BGP protocol vulnerabilities

Answer: A,D,E
Explanation:

QUESTION NO: 397

Which two statements about RFC 2827 are true? (Choose two.)

A. RFC 2827 defines egress packet filtering to safeguard against IP spoofing.

B. A corresponding practice is documented by the IEFT in BCP 38.
C. RFC 2827 defines ingress packet filtering for the multihomed network.

D. RFC 2827 defines ingress packet filtering to defeat DoS using IP spoofing.

E. A corresponding practice is documented by the IEFT in BCP 84.

Answer: B,D
Explanation:

QUESTION NO: 398

Which two statements about SOX are true? (Choose two.)

A. SOX is an IEFT compliance procedure for computer systems security.
B. SOXis a US law.

C. SOX is an IEEE compliance procedure for IT management to produce audit reports.
D. SOX is a private organization that provides best practices for financial institution computer

systems.
E. Section 404 of SOX is related to IT compliance.

Answer: B,E
Explanation:

QUESTION NO: 399
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interface Tunnell

ip addre=s=z 19Z.168.10.1 255.255.255.0
no ip redirects

no ip next-hop-zelf eigrp 101

ip nhrp map malticast dynamnmic

ip nhrp network-id 10

no ip split-horizon eigrp 101

tunnel source GigabhitEthernet0s1
tunnel mode gre multipoint

tunnel kev 1000

tunnel protection ipsec profile Hub-3poke

Which three statements correctly describe the configuration? (Choose three).

A. The tunnel is not providing peer authentication

B. The tunnel encapsulates multicast traffic.

C. This is a point-to-point GRE tunnel.

D. The configuration is on the NHS.

E. The configuration is on the NHC.

F. The tunnel provides data confidentiality.

G. The tunnel IP address represents the NBMA address.

Answer: B,D,F
Explanation:

QUESTION NO: 400

aaa new-model
parser wiew Test
gecret abhodlzZ3id

comtmands exec include configure terminal
commands exec include show run

Which statement correctly describes the configuration?
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A. The configuration is the super view configuration of role-based access control.

B. The configuration would not work unless the AAA server is configured for authentication and
authorization.

C. The exec commands in the configuration will be excluded from the test view.

D. The configuration is the CLI configuration of role-based access control.

Answer: D
Explanation:

Topic 5, Volume E

QUESTION NO: 401

Which item is not encrypted by ESP?

A. ESP header

B. ESP trailer

C. IP header

D. Data

E. TCP-UDP header

Answer: A
Explanation:

QUESTION NO: 402

Which item is not authenticated by ESP?

A. ESP header

B. ESP trailer

C. New IP header

D. Original IP header
E. Data

F. TCP-UDP header

Answer: C
Explanation:

QUESTION NO: 403
Which statement about the distributed SYN flood attack is true?
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A. A distributed SYN flood attack is carried out only by the valid address.
B. A distributed SYN flood attack is carried out only by spoofed addresses.
C. Botnet could be used to launch a distributed SYN flood attack.

D. A distributed SYN flood attack does not completely deplete TCBs SYN-Received state backlog.
E. A distributed SYN flood attack is the most effective SYN flood attack because it targets server

memory.

Answer: C
Explanation:

QUESTION NO: 404

Which statement about the Cisco NAC CAS is true?

A. The Cisco NAC CAS acts as a gateway between untrusted networks.
B. The Cisco NAC CAS can only operate as an in-band real IP gateway.
C. The Cisco NAC CAS can operate as an out-of-band virtual gateway.
D. The Cisco NAC CAS is an administration and monitoring server.

Answer: C
Explanation:

QUESTION NO: 405

Which statement about the prelogin assessment module in Cisco Secure Desktop is true?

A. It assigns an IP address to the remote device after successful authentication.

B. It checks for any viruses on the remote device and reports back to the security appliance.

C. It checks the presence or absence of specified files on the remote device.
D. It clears the browser cache on the remote device after successful authentication.

E. It quarantines the remote device for further assessment if specific registry keys are found.

Answer: C
Explanation:

QUESTION NO: 406

Which two statements about dynamic ARP inspection are true? (Choose two.)
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A. Dynamic ARP inspection checks ARP packets on both trusted and untrusted ports.
B. Dynamic ARP inspection is only supported on access and trunk ports.

C. Dynamic ARP inspection checks invalid ARP packets against the trusted database.
D. The trusted database to check for an invalid ARP packet is manually configured.

E. Dynamic ARP inspection does not perform ingress security checking.

F. DHCP snooping must be enabled.

Answer: C,F
Explanation:

QUESTION NO: 407

Which statement about DHCP snooping is true?

A. The dynamic ARP inspection feature must be enabled for DHCP snooping to work.

B. DHCP snooping is enabled on a per-VLAN basis.

C. DHCP snooping builds a binding database using information that is extracted from intercepted
ARP requests.

D. DHCP snooping is enabled on a per-port basis.

E. DHCP snooping is does not rate-limit DHCP traffic from trusted ports.

Answer: B
Explanation:

QUESTION NO: 408

Which two statements about PCI DSS are true? (Choose two.)

A. PCI DSS is a US government standard that defines ISP security compliance.

B. PCI DSS is a proprietary security standard that defines a framework for credit, debit, and ATM
cardholder information.

C. PCI DSS is a criminal act of cardholder information fraud.

D. One of the PCI DSS objectives is to restrict physical access to credit, debit, and ATM
cardholder information.

E. PCI DSS is an IETF standard for companies to protect credit, debit, and ATM cardholder
information.

Answer: B,D
Explanation:

"Pass Any Exam. Any Time." - www.actualtests.com 176



Cisco 350-018 Exam

QUESTION NO: 409

Refer to the exhibit.

Server:
aaa new-model
|

asa authentication login authen local
aaa aucheorization nectwork autheor leocal
;

uzername cisco password O ci=co
y

crypto isakmp policy 3
encr 3des

suthentication pre-share
group 2

!

crypto isakmp client configuration group ezvpngIoup
ey ciseo

poel posl-1

acl 101
crypro isakmp profile szvpnprof

match idencity group ezvpngroup

Clienc: glient authentication list authen
isakmp authorization lisc author
client configuration address respcnd

vircual-templace 1
¥

cIypto ipsec client ezvpn ezvpnclient
connect auto
group ezvpngrop key cisco

crypro ipsec cransform-sst TS5 esp-3des ssp-sha-hmac
mode client !

peer 10.1.1.2 crypto ipsec profile ipsscprof
virtual-interface 1 ser transform-set TS

xauth userid mode interactive

[ interface Loopback®

interface GigabitEthernet0/0 ip address 192.168.10.1 255.255.255.0

ip address 172.16.10.1 255.255.255.0

N interface GigabitEthernecd/S/1
CEYpTo ipsec client exvpn ezvpnclient inside
1l

ip address 10.1.1.2 255.255.255.0
!

interface GigabitEthernetd/1 interface Virtual-Templatel type tunnel
ip address 10.1.1.1 255,255.255.0 ip unnumbered GigabitEthernetcd/1
crypto ipsec client ezwvpn ezvpnclient tunnel mode ipsec ipwd

' tunnel protection ipsec profile ipsecprof
interface Vircual-Templatel type tunnel !

ip unnumbered GigabitErthernetod/1
tunnel mode ipsec ipwv4

ip local pool pool-1 172.20.1.10 172.20.1.20

access-list 101 permit ip host 192.168.10.1 any

[TEI8 1007 ) [T0TTO07E [TSZIE8 10174

Why does the EasyVPN session fail to establish between the client and server?

A. Incomplete IPsec phase-1 configuration on the server
B. Incorrect IPsec phase-2 configuration on the server

C. Incorrect group configuration on the client

D. ISAKMP key mismatch

E. Incorrect ACL in the ISAKMP client group configuration

Answer: C
Explanation:

QUESTION NO: 410
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Refer to the exhibit.

Server:

aaa new-model

'

aaa authentication login authen local
aaa aucthorization necwork auther local
'

username cisco password 0 cisco
!

crypto isakmp policy 3

encr 3des

authentication pre-share

group 2

i

crypto isakmp client configuration group eZVRRGIOUR
Key cisco
pool pool=1
acl 101
Clienc: crypto isakmp profile ezvpnprof
match identity group ezvpngroup
cliant authentication list authen
isakmp awchorization lisc author
vizrtual-template 1

crypto ipsec client ezvpn ezvpnclient
COnnect auto

group ezvpngroup key cisco '
mwode client crypto ipsec tranaform-sec TS5 eap-3des esp-sha-hmac
peer 10.1.1.2 :

virtual-interface 1

wauth userid mode interactive
!

&ryptn ipses profile ipsecprof
set transform-set IS
'

X . i interface Loopback(

interface GigsbitLthernec/0 ip address 192.168.10.1 255.255.255.0
ip address 172.16.10.1 Z55.255.255.0 !
crypto ipsec client ezvpn ezvpnelient inside||incerface GigabitEchernecd/1

1 ip address 10.1.1.2 255.255.2585.0

interface GigabitEthernec0/1 '
ip address 10.1.1.1 255.255.255.0
crypto ipsec client szvpn ezvpnelient tunnel mode ipsec ipve

! tunnel protection ip=aec profile ipasecprof
interface Virtual-Templatel type tunnel !
ip unnurbered GigabitEthernetd/1
tunnel mode ipsec ipvd

interface Virtual-Templatel type tunnel
ip unnumbered GigabitEthernetd/l

ip local pool pool-1 172.20.1.10 172.20.1.20
]

access-li=st 101 permic ip hosc 192.168.10.1 any

[TEIEI00Z4 ) [I0ITI0Z3 ] [T9Z 168101724

| [CU=Z ] o

— Server

Why does the EasyVPN session fail to establish between the client and server?

A. Incomplete ISAKMP profile configuration on the server
B. Incorrect IPsec phase-2 configuration on the server

C. Incorrect group configuration on the client

D. ISAKMP key mismatch

E. Incorrect virtual-template configuration on the sever

Answer: A
Explanation:

QUESTION NO: 411 DRAG DROP
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Match the IKE phase-1 components on the |eft with theirvalues on the right.

Key Establishment Method

| ‘ Lifetime in seconds

|

‘ Data Integrity | ‘ DES

‘ Data Confidentiality | MD5

‘ Key Sharing | ‘ Pre-shared
‘ Security Association | ‘ DH Group 1

Answer:

Match the IKE phase-1 components on the |eft with theirvalues on the right

Key Establishment Method

‘ Data Integrity

’ Security Association

_-] | Data Confidentiality

‘ Data Confidentiality

| ‘ Data Integrity

‘ Key Sharing

Key Sharing

Security Association

Key Establishment Method

Explanation:

Security Association

Data Confidentiality

Data Inteqgrity

Key Sharing

Key Establishment Method

QUESTION NO: 412 DRAG DROP

Watch the IKE phase-2 compaenents on the left with their values on the right.

Data Integrity

‘ | Lifetime in seconds

HESF‘

Security Association

‘ | DH Keying material

| Data Confidentiality
| Session Keys Extraction

H*\H

Answer:
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Match the IKE phase-2 components on the left with their values on the right. |

| Data Integrity

| Security Association H
|

Data Confidentiality

‘ ‘ Data Confidentiality |

Security Association ‘ [ Session Keys Extraction |I
Session Keys Extraction ‘ ‘ Data Integrity |
Explanation:
Security Association
Data Confidentiality
Session Keys Extraction
Data Integrity
QUESTION NO: 413 DRAG DROP
Match the HTTP-HTTPS components on |eft with their corresponding elements on the right. ‘
| HTTPS ‘ | URL ‘
| HTTP ‘ | 443 ‘
Request ‘ | 80 ‘
| Response ‘ | Forwarding ‘
| Proxy ‘ | Relay ‘
| Tunnel ‘ | Error Codes ‘
Answer:

Match the HTTP-HTTPS components on left with their corresponding elements on the right.

| HTTPS Request ‘

HTTP HTTPS |
4

Request | HTTP |

Response ‘ Proxy ‘

| e ‘ |Tunne| “

Tunnel ‘ |RESDOHSE ‘

Explanation:
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Request

HTTPS

HTTP

Proy

Tunnel

Response

QUESTION NO: 414 DRAG DROP

Iatch each SMTP component on the left with its roles on the right.

|
| MTA | Use by MUA to retrieve mail |
| MUA | Mail Server |
| W3A | ‘ Mail Clignt |
| WDA | ‘ MTA compaenent for accepting mails |
| IMAP | ‘ MTA component to deliver mails |
Answer:
Match each SMTP component on the left with its roles on the right. |
| MTA | IMAP I
| MUA J | L L H
| MSA | l MUA J
| MDA | | MSA |
| AP | MDA |

Explanation:
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IMAP

MTA

MUA

MSA

MDA

QUESTION NO: 415 DRAG DROP

Match the DNS header Opcode value on the left with the correspoending query type on the right

| |
| 0 ‘ | MNOTIFY ‘
| 1 ‘ | IQUERY ‘
| 2 ‘ | QUERY ‘
| 4 ‘ | STATUS ‘
| 5 ‘ | UPDATE ‘
Answer

Match the DNS header Opcode value on the left with the correspending query type on the right

|
i F |
|
|

|

|

|1 ||1

2 [

4 IE |
l E

Explanation:
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QUESTION NO: 416 DRAG DROP

Match the DNS header Rcode value on the left with the corresponding response code on the right.

|
| 0 Server Failure ‘
| 2 | Mo Error ‘
| 3 | MName Error ‘
| 4 | ‘ Refused ‘
| 5 | ‘ Nat Implemented ‘
Answer:

| Match the DNS header Reode value on the left with the corresponding response code on the right.

|
: E |
2 NE |
3 IE ]
: E |
: | |
Explanation:
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QUESTION NO: 417 DRAG DROP

Match the steps on the |left with the corresponding description on the right of the URL filtering process on Cisco ASA.

|
‘ Step-1 ‘ | ASAforwards URL to URL filtering server for lookup ‘
‘ Step-2 ‘ Lookup response from URL filtering server (Allow-Deny) ‘
‘ Step-3 ‘ | If URL allowed, ASA forwards HTTP Response to client ‘
‘ Step-4 ‘ | IfURL blocked, ASA resets connection on both sides ‘
‘ Step-5 ‘ | ASA receives HTTP Response ‘
‘ Step-6 ‘ | ASA forwards requestto Web server ‘
‘ Step-7 ‘ | HTTP Request sent from client to ASA ‘
Answer:
Match the steps on the |eft with the corresponding description on the right of the URL fitering process on Cisco ASA. ‘
‘ Step-1 ‘ | Step-3 ”
Step-2 ‘ | Step-5 |
‘ Step-3 1 | Step-6
s ¥V | Step-7
Step-5 ‘ ‘ Step-4 |
‘ Step-6 | Step-2 ‘
‘ Step-7 || Step-1 |

Explanation:
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Step-3

Step-5

Step-6

Step-7

Step-4

Step-2

Step-1

QUESTION NO: 418 DRAG DROP

Match the ISE profiler component on the right with its corresponding functionality description on the left

Sensor ‘ | allows probe configuration to start-stop attribute-value collection from endpoints

Probe Manager ‘

Forwarder ‘ | Classifies endpoints into specified group using their attribute-value

stores endpoints along with their attribute-value in the Cisco ISE database |
consists of probes capturing attribute-values from the endpoints |

Analyzer ‘

Answer:

Match the ISE profiler component on the right with its corresponding functionality description on the left |

‘ Sensor ‘ | Probe Manager I
‘ Probe Manager N | Forwarder ‘
Forwarder | Analyzer |
‘ Analyzer | Sensor |

Explanation:
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FProbe Manager

Forwarder

Analyzer

Sensaor

QUESTION NO: 419 DRAG DROP

Matchp the ISOIEC 27001 domains on left with their corresponding match description on the right.?

Security Policy

defined by the management

Assets Management

information assets inventory and classification

Human Resource Security

‘ Physical Security

employees security aspects

Access control

access restrictions for Information resources |
facility security aspects |

Answer:

Matchp the ISOEC 27001 domains on left with their corresponding match description on the right.? |

‘ Security Policy

” Security Policy

Assets Management

l ‘ Assets Management |

Human Resource Security

Access control |

Physical Security

Human Resource Security ]

Access control

Physical Security |

Explanation:

Security Policy

Assets Management

Access control

Human Resource Security

Physical Security
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QUESTION NO: 420 DRAG DROP

Watch each SNMP PDUs on the left with the its corresponding functionality on the right.

|

GetRequest | unsolicited message acknowledgement ‘

SetRequest | unsolicited message ‘

GethlextRequest | to discover available variables value ‘

Trap | to setvariables value ‘

| InformRequest | | to retrieve variables value ‘
Answer:

Iatch each SNMP PDUs on the left with the its corresponding functionality on the right.

GetRequest InformRequest I
SetRequest | | Trap ‘
GetNexRequest e I GetNextRequest |
Trap | SetRequest ‘
InformRequest | | GetRequest
Explanation:

InformRequest

Trap

GethextRequest

SetRequest

GetRequest

QUESTION NO: 421

"Pass Any Exam. Any Time." - www.actualtests.com

187



Cisco 350-018 Exam

IBGP-4-MAXPFX: No. of prefix received from 101.0.0.1 (afi 0) reaches 351, max 500
FBGP-3-MAXPFXEXCEED: No. of prefix receiwved from 101.0.0.1 {(afi 0): 501 exceed limit 500
FBGP-S5-ADJCHANGE: neighbor 101.0.0.1 Down BGP Notification sent

Which command caused the above messages?

A. Neighbor 101.0.0.1 maximum-prefix 500 80 warning-only.
B. Neighbor 101.0.0.1 maximum-prefix 500 90.
C. Neighbor 101.0.0.1 maximum-prefix 500 70.
D. Neighbor 101.0.0.1 maximum-prefix 500 70 warning-only.

Answer: C
Explanation:

QUESTION NO: 422

Which two options describe the main purpose of EIGRP authentication? (Choose two.)

A. To identify authorized peers.

B. To allow faster convergence

C. To provide redundancy

D. To prevent injection of incorrect routing information.
E. To provide routing updates confidentiality

Answer: A,D
Explanation:

QUESTION NO: 423

Which statement about IPv6 is true?

A. Broadcast is available.

B. The address pool will never deplete.

C. Data security is natively supported through mandatory IPv6 extension headers for ESP and AH.
D. Increased NAT is required compared to IPv4.

E. IPv6 has fewer bits available for addressing than IPv4.

Answer: C
Explanation:
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QUESTION NO: 424

Which IPv4 header field usually increments for each subsequent packet sent?

A. Flag

B. Fragment Offset
C. Identification

D. Time To Live

Answer: C
Explanation:

QUESTION NO: 425

Which address range is representative of Automatic Private IP Addressing?

A. 10.1.x.X
B.172.10.1.x
C. 169.254.x.x
D. 196.245.x.x
E.128.1.1.x
F.127.1.x.x

Answer: C
Explanation:

QUESTION NO: 426

Which ICMP message type code indicates fragmentation needed but DF bit set?

A. Type 3, Code O
B. Type 4, Code 2
C. Type 3, Code 4
D. Type 8, Code O

Answer: C
Explanation:
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QUESTION NO: 427

Which group of devices is represented by the IPv6 address ff02::17?

A. All PIM routers on the local network.

B. All the routers running RIP on the local network.
C. All nodes on the local network.

D. All NTP servers on the local network.

Answer: C
Explanation:

QUESTION NO: 428

Which statement about layer-2 VLAN is true?

A. VLAN cannot be routed.

B. VLANs 1006 through 4094 are not propagated by VTP version 3.

C. VLANL1 is a Cisco default VLAN that can be deleted.

D. The extended-range VLANs cannot be configured in global configuration mode.

Answer: A
Explanation:

QUESTION NO: 429

Which two statements about the OSPF authentication configuration are true? (Choose two.)

A. OSPF authentication is required in area O.

B. There are three types of OSPF authentication options available.

C. In MD5 authentication, the password is encrypted when it is sent.

D. Null authentication includes the password in clear-text.

E. Type-3 authentication is a clear-text password authentication.

F. In MD5 authentication, the password never goes across the network.

Answer: B,F
Explanation:
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QUESTION NO: 430

Unsecured
Network

Encrypted Tunnel

—

rs
-

New IP ESP IP TCP-UDP Data ESP Authentication
Header Header Header Header Trailer Data

Which two items are not encrypted by ESP in tunnel mode? (Choose two)

A. ESP header

B. ESP trailer

C. Original IP header
D. Data

E. TCP-UDP header
F. Authentication Data

Answer: A,F
Explanation:

QUESTION NO: 431

Which statement about DH group is true?
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A. The DH group does not provide data authentication.

B. The DH group is used to provide data confidentiality.

C. The DH group is used to establish a shared key over a secured medium.
D. The DH group is negotiated in IPsec phase-2.

Answer: A
Explanation:

QUESTION NO: 432

Which three statements about the RSA algorithm are true to provide data confidentiality? (Choose
three.)

A. The RSA algorithm provides encryption and authentication.

B. The RSA algorithm provides authentication but not encryption.

C. The RSA algorithm creates a pair of public-private keys and the public key is shared to perform
encryption.

D. The private key is never shared after it is generated.

E. The public key is used to decrypt the message that was encrypted by the private key.

F. The private key is used to decrypt the message that was encrypted by the public key.

Answer: C,D,F
Explanation:

QUESTION NO: 433
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Unsecured
Network

Encrypted Tunnel

s
-

New IP ESP IP TCP-UDP Dat ESP Authentication
Header Header Header Header . Trailer Data

Which item is not authenticated by ESP in tunnel mode?

A. ESP header

B. ESP trailer

C. New IP header

D. Original IP header
E. Data

F. TCP-UDP header

Answer: C
Explanation:

QUESTION NO: 434

Which statement about DHCP is true?

A. DHCP uses TCP port 68 and 67

B. The DHCPDiscover packet is a broadcast message
C. The DHCPRequest is a unicast message.

D. The DHCPOffer packet is sent from the DHCP client

Answer: B
Explanation:
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QUESTION NO: 435

Which three statements about SMTP are true? (Choose three.)

A. SMTP uses TCP port 25.

B. The POP protocol is used by the SMTP client to manage stored mail.

C. The IMAP protocol is used by the SMTP client to send email.

D. The mail delivery agent in the SMTP architecture is responsible for DNS lookup.
E. SMTPS uses SSL and TLS.

F. SMTP uses TCP port 587.

Answer: AE,F
Explanation:

QUESTION NO: 436

Which statement about DNS is true?

A. The client-server architecture is based on push-pull messages.

B. Query and response messages have different format.

C. In the DNS message header, the QR flag set to 1 indicates a query.

D. In the DNS header, an Opcode value of 2 represents a server status request.
E. In the DNS header, the Rcode value is set to O for format error.

Answer: D
Explanation:

QUESTION NO: 437

Which statement about Infrastructure ACLs on Cisco |IOS software is true?

A. Infrastructure ACLs are used to protect the device forwarding path.

B. Infrastructure ACLs are used to protect device management and internal link addresses.

C. Infrastructure ACLs are used to authorize the transit traffic.
D. Infrastructure ACLs only protect device physical management interface.

Answer: B
Explanation:
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QUESTION NO: 438

In traceroute, which ICMP message indicates the packet is dropped by a router in the path?

A. Type 3, Code 3
B. Type 11, Code O
C. Type 5, Code 1
D. Type 3, Code 1
E. Type 11, Code 1

Answer: B
Explanation:

QUESTION NO: 439

Which option is an example of network reconnaissance attack?
A. Botnets

B. Ping of death

C. SYN flooding
D. Inverse mapping

Answer: D
Explanation:

QUESTION NO: 440

Which statement about Cisco IPS signatures is true?

A. All of the built-in signatures are enabled by default.

B. Tuned signatures are built-in signatures whose parameters cannot be adjusted.

C. Once the signature is removed from the sensing engine it cannot be restored.

D. It is recommended to retire a signature not being used to enhance the sensor performance.

Answer: D
Explanation:

QUESTION NO: 441
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Which two statements correctly describe ASA resource management in multiple context mode?
(Choose two.)

A. The class sets the resource maximum limit for a context to which it belongs.

B. A resource cannot be oversubscribed or set to be unlimited in the class.

C. The resource limit can only be set as a percentage in the class and not as an absolute value.
D. Context belongs to a default class if not assigned to any other class.

E. The default class provides unlimited access for all the resources.

Answer: A,D
Explanation:

QUESTION NO: 442

Event Action Rule is a component of which IPS application?

A. InterfaceApp

B. MainApp

C. SensorApp

D. NotificationApp

E. AuthenticationApp
F. SensorDefinition

Answer: C
Explanation:

QUESTION NO: 443

For what reason is BVI required in the Transparent Cisco 10S Firewall?

A. BVI is required for the inspection of IP traffic.

B. BVI is required if routing is disabled on the firewall.

C. BVl is required if more than two interfaces are in the same bridge group.
D. BVI is required for the inspection of non-IP traffic.

E. BVI cannot be used to manage the device.

Answer: C
Explanation:
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QUESTION NO: 444

Depending on configuration, which of the following two behaviors can the ASA classifier exhibit

when receiving unicast traffic on an interface shared by multiple contexts? (Choose two.)

A. Traffic is classified using the destination address of the packet using the connection table.
B. Traffic is classified using the destination address of the packet using the NAT table.
C. Traffic is classified using the destination address of the packet using the routing table.

D. Traffic is classified by copying and sending the packet to all the contexts.
E. Traffic is classified using the destination MAC address of the packet.

Answer: B,E
Explanation:

QUESTION NO: 445

Which Cisco IPS appliance signature engine inspects IPv6 Layer 3 traffic?

A. Atomic IP

B. Meta

C. Atomic IP Advanced
D. Fixed

E. Service

Answer: C
Explanation:

QUESTION NO: 446

Which statement about the TACACS+ AV pair is true?

A. AV pair value is integer.

B. Cisco ACS does not support accounting AV pairs.
C. AV pair values could be both strings and integers.
D. AV pair does not have value type.

Answer: D
Explanation:
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QUESTION NO: 447

In Cisco 10S firewall the HTTP inspection engine has the ability to protect against which of the
following?

A. Tunneling over port 443.

B. Tunneling over port 80.

C. HTTP file transfers authorized by the configured security policy.
D. Authorized request methods.

Answer: B
Explanation:

QUESTION NO: 448

Which statement correctly describes a category for the ASA Botnet Traffic Filter feature?

A. Unlisted addresses: The addresses are malware addresses that are not identified by the
dynamic database and are hence defined statically.

B. Ambiguous addresses: In this case, the same domain name has multiple malware addresses.
These addresses are on the graylist.

C. Known malware addresses: These addresses are identified as blacklist addresses in the
dynamic database and static list.

D. Known allowed addresses: These addresses are identified as whitelist addresses that are bad
addresses but still allowed.

Answer: C
Explanation:

QUESTION NO: 449

Which three statements about Dynamic ARP Inspection on Cisco Switches are true? (Choose
three.)

A. Dynamic ARP inspection checks ARP packets on both trusted and untrusted ports.
B. Dynamic ARP inspection is only supported on access ports.

C. Dynamic ARP inspection checks ARP packets against the trusted database.

D. The trusted database can be manually configured using the CLI.

E. Dynamic ARP inspection does not perform ingress security checking.

F. DHCP snooping is used to dynamically build the trusted database.
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Answer: C,D,F
Explanation:

QUESTION NO: 450

access-list 121 deny ip any host 10.1.1.1 fragments
access-list 121 permit tep any host 10.1.1.1 eq 80
access-list 121 deny ip.any.any

_ & 10.1.1.1/24
y- E0/0 ——
Host e Gateway Web Server

Which option describes the behavior of the ACL if it is applied inbound on E0/0?

A. The ACL will drop both initial and noninitial fragments for port 80 only.
B. The ACL will pass both initial and noninitial fragments for port 80 only.
C. The ACL will pass the initial fragment for port 80 but drop the noninitial fragment for any port.
D. The ACL will drop the initial fragment for port 80 but pass the noninitial fragment for any port.

Answer: C
Explanation:

QUESTION NO: 451

Which two statements about the storm control implementation on the switch are true? (Choose
two.)

A. Traffic storm level is the percentage of total available bandwidth of the port.
B. Traffic storm level is the rate at which layer 3 traffic is received on the port.
C. Traffic storm control monitors only the broadcast traffic.

D. Traffic storm control monitors the broadcast, multicast, and unicast traffic.
E. Traffic storm level is the rate at which layer 2 traffic is received on the port.
F. A Lower storm control level means more traffic is allowed to pass through.

Answer: A,D
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Explanation:

QUESTION NO: 452

Server:
aaa new-model
!

aaa suthenticaticon login suthen local
aaa authorizacion network author local
'

username cisco password 0 cisce
'

CEVPTO isakmp policy 3
encr 3des

authentication pre-szhare
group 2

!

crypto isakmp client configuration group ezZVpPngroup
key cisceo
pool pool=1
acl 101
Client: crypto isakmp profile ezvpnprof
match identity group ezvpngroup
client authentication list auchen
isakmp authorization list author
vizrtual-template 1

crypto ipsec client ezvpn ezvpnclient
CONNect auto

group eIVpngroup kKey cisco '
mode client crypto ipsec transform-set TS eap-3des esp-sha-hmac
pesr 10.1.1.2 :

virtual-incerface 1 crypte ipsec profile ipsscprof

xauth userid mode interactive s=E transformeset IS5

, !
X X i interface Loopback(
interface GigabitEthernet0/0 ip address 192.168.10.1 255.255.255.0
ip address 172.16.10.1 255.255.255.0 !

crypto ipsec client szvpn ezvpnolient inside interface GigabitEthernet0/1
i ip address 10.1.1.2 255.255.255.0
!

interface GigabitEchernec0/1 ir:e'face ¥Virtual-Templatel type tunne
ip address 10.1.1.1 255.255.255.0 ip unnumbered GigabitEthernet(/l

CEYpLo ipsSec client ezvpn ezvpnelient tunnel mode ipsec ipve
! tunnel protection ip=sec profile ipsescprof
!

interface Virtual-Templatel type tunnel
ip unnumbered GigabitEthernet0/1
tunnel mode ipsec 1ipwd

ip local pool pool=-1 172.20.1.10 1792.20.1.20
i

access-list 101 permit ip hosc 192.168.10.1 any

[T IE10.024 ] [[0TTO07E ] [TeZTEEI0THL )

| [GUI=ET =

Why does the Easy VPN session fail to establish between the client and server?

A. Incomplete ISAKMP profile configuration on the server
B. Incorrect IPsec phase-2 configuration on the server

C. Incorrect group configuration on the client

D. ISAKMP key mismatch

E. Incorrect virtual-template configuration on the sever

Answer: A
Explanation:
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QUESTION NO: 453

Refer to the exhibit.

Client:
interface Virtual-Templatel type tunnel
ip unnumkered GigabitEthernet0/1
tunnel mode ipsec ipvd

1

crypto ipsec client ezvpn client
connect auto

group vpngroup key cisco

mode client

peer 101.1.1.2

virtual-interface 1

username ccie password ccie

xauth userid mode local

1

interface Loopbkackl

ip address 10.10.10.1 255.255.255.0
crypto ipsec client ezwvpn ezvpnclient inside
1

interface GigabitEthernet0/1
ip address 101.1.1.1 255.255.255.0
crypto ipsec client ezvpn client

Server:
username ccie password 0 ccie
1

interface Loopbackl
ip address 20.20.20.1 255.255.255.0
I

ip local pool client 169.10.10.10 169.10.10.20
I
access-list 101 permit ip host 20.20.20.1 any
I

crypto isakmp policy 1
encr 3des

authenticaticn pre-share
group 2

1

crypto isakmp client configuration group
VERGroup

key Cisco

poal client

acl 101

save-pasaword

I

crypto ipsec transform-set t3 esp-3des esp-sha-
hmac

1

crypte ipsec profile ipsecprofile

set transform-set ts

1

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernet0/1

tunnel mode ipsec ipwvd

tunnel protection ipsec profile ipsecprofile
I

crypto isakmp profile isakmpprofile
match identity group vpngroup

client authenticaticn list authen
isakmp authorization list author
client configuraticn address respond
virtual-template 1

interface GigabitEtherneti/1
ip address 101.1.1.2 255.255.255.0

Why is there no encrypted session between host 10.10.10.1 and 20.20.20.17?

A. Incorrect or missing phase 2 configuration on the server.

B. Incorrect or missing Virtual-Template configuration on the server.
C. Incorrect or missing phase 1 configuration on server.

D. Incorrect or missing Virtual-Template configuration on the client.
E. Incorrect or missing group configuration on the server.

Answer: E
Explanation:

QUESTION NO: 454

Which three types of traffic are generally policed via CoPP policies? (Choose three.)
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A. Transit traffic

B. Routing protocol traffic

C. IPsec traffic

D. Traffic that is destined to any of the device's interfaces.

E. Traffic from a management protocol such as Telnet or SNMP

Answer: B,D,E
Explanation:

QUESTION NO: 455

Client: Server:
interface Virtual-Templatel type tunnel username ccie password 0 ccle

ip unnumbered GigabitEthernetl/1 ! _
1 interface Loopbackl

crypto ipsec client ezvpn client ip address 20.20.20.1 255.255.255.0

connect auto
group vpngroup key cisco

mode client - X X X
peer 101.1.1.2 access-list 101 permit ip heost 20.20.20.1 any

ip local pool client 16%.10.10.10 1659.10.10.20
1

wirtual-interface 1 - i i
username ccie password ccie crypto isakmp policy 1
xauth userid mode local encr 3des

1 authentication pre-share
interface Loopback( Igrcup 2
ip address 10.10.10.1 255.255.255.0

crypto ipsec client ezvpn ezvpnclient inside crypto isakmp client configuraticn group
1

. VELJIOUD

interface GigabitEthernet0/1 key clsco

ip address 101.1.1.1 255.255.255.0 pocl client
acl 101

crypto ipsec client ezvpn client
¥e B e zave-password
I

crypto ipsec transform-set ts esp-3des esp-sha-

hmac
I

crypto ipsec profile ipsecprofile

set transform-set ts

I

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernetd/1

tunnel mode ipsec ipvéd

tunnel protection ipsec profile ipsecprofile

1

crypto isakmp profile isakmpprofile
match identity group vpngroup
client authentication 1list authen
isakmp authorization list author
client configuration address respond
virtual-template 1

interface GigabitEthernetl/1
ip address 101.1.1.2 255.255.255.0

Why is there no encrypted session between host 10.10.10.1 and 20.20.20.17?

A. Incorrect or missing group configuration on the client.

B. Incorrect or missing phase 2 configuration on the server.

C. Incorrect or missing Virtual-Template configuration on the server.
D. Incorrect or missing phase 1 configuration on server.

E. Incorrect or missing Virtual-Template configuration on the client.
F. Incorrect or missing group configuration on the server.
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Answer: E
Explanation:

QUESTION NO: 456

Which statement about the PVLAN is true?

A. Promiscuous ports can only communicate with other promiscuous ports.

B. Isolated ports cannot communicate with the other promiscuous ports.

C. Community ports can communicate with the other promiscuous ports but not with the other
community ports.

D. Isolated ports can communicate with the other isolated ports only.

E. Promiscuous ports can communicate with all the other type of ports.

F. Community ports can communicate with the other community ports but not with promiscuous
ports.

Answer: E
Explanation:

QUESTION NO: 457

access=1list 121 permit tCp any hosat 10.1.1.1 &g 80
access=1list 121 deny ip any any
10.1.1.1/24
= -
—
P [E6/0 ] [E0T]
Host Gateway Web Server

Which option describes the behavior of the ACL if it is applied inbound on E0/0?

A. The ACL will drop both initial and noninitial fragments for port 80 only.

B. The ACL will pass both initial fragments for port 80 and non-initial fragments.

C. The ACL will pass the initial fragment for port 80 but drop the noninitial fragment for any port.
D. The ACL will drop the initial fragment for port 80 but pass the noninitial fragment for any port.

Answer: B
Explanation:
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QUESTION NO: 458

Which three IP resources is IANA responsible for? (Choose three.)

A. IP address allocation

B. detection of spoofed address

C. criminal prosecution of hackers

D. autonomous system number allocation
E. root zone management in DNS

F. BGP protocol vulnerabilities

Answer: A,D,E
Explanation:

QUESTION NO: 459

Which is a core function of the risk assessment process?

A. performing regular network upgrades
B. performing network optimization

C. performing network posture validation
D. establishing network baselines

E. prioritizing network roll-outs

Answer: C
Explanation:

QUESTION NO: 460

Which three addresses are special use as defined in RFC 5735? (Choose three.)

A.171.10.0.0/24
B. 0.0.0.0/8

C. 203.0.113.0/24
D. 192.80.90.0/24
E. 172.16.0.0/12
F. 198.50.100.0/24
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Answer: B,C,E
Explanation:

QUESTION NO: 461

Which statement about Sarbanes-Oxley (SOX) is true?

A. SOX is an IEFT compliance procedure for computer systems security.

B. SOXis a US law.

C. SOXis an IEEE compliance procedure for IT management to produce audit reports.

D. SOX is a private organization that provides best practices for financial institution computer
systems.

E. Section 404 of SOX is only related to IT compliance.

Answer: B
Explanation:

QUESTION NO: 462

Refer to the exhibit.

Which AS-PATH access-list regular expression should be applied on R2 to allow only updates that
originate from AS-65001 or an AS that attaches directly to AS-650017?
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A. ~65001_[0-9]*$
B. 650017[0-9]*
C. 65001_[0.9]$
D. 65001_*$

Answer: A
Explanation:

QUESTION NO: 463

Which VPN technology is based on GDOI (RFC 3547)?

A. MPLS Layer 3 VPN
B. MPLS Layer 2 VPN
C. GET VPN

D. IPsec VPN

Answer: C
Explanation:

QUESTION NO: 464

Which three basic security measures are used to harden MSDP? (Choose three.)

A. MSDP SA filters

B. MSDP state limitation

C. MSDP MD5 neighbor authentication

D. MSDP neighbor limitation

E. loopback interface as MSDP originator-ID

Answer: A,B,C
Explanation:

QUESTION NO: 465

A device is sending a PDU of 5000 B on a link with an MTU of 1500 B. If the PDU includes 20 B of
IP header, which statement is true considering the most efficient way to transmit this PDU?
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A. The first three packets will have a packet payload size of 1400.
B. The last packet will have a payload size of 560.

C. The first three packets will have a packet payload size of 1480.
D. The last packet will have a payload size of 20.

Answer: C
Explanation:

QUESTION NO: 466

Refer to the exhibit.

ohject
subnet
ohiject
subnet

static

nat (inside,any) source static obj-10.10.0.0 okbj-10.10.0.0 destination

network obj-10.10.0.0
10.10.0.0 28E5.255.0.0
network okbj-30.30.30.0
30.30.30.0 255.255.255.0

obj-30.30.30.0 okbj-30.30.30.0

Which option describes the behavior of this configuration?

A. Traffic from the 30.30.0.0/16 network to the 10.10.0.0/32 network will be translated.

B. Traffic from the 30.30.0.0/32 network to the 10.10.0.0/16 network will not be translated.
C. Traffic from the 10.10.0.0/16 network to the 30.30.30.0/24 network will not be translated.
D. Traffic from the 10.10.0.0/32 network to the 30.30.30.0/16 network will be translated.

Answer: C
Explanation:

QUESTION NO: 467
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ocbject network n

range 30.3.3.1 30.3.3.10

cbject network nl

hest 30.3.3.11

cbject—group network gl
network—object cbject nl
netwecrk—-ocbject cbhject ni

cbject network n3

subnet 192.16.2.0 255.255.255.0
cbject network n3

nat (inside,cutside) dynamic gl interface

Which option describes the behavior of this configuration?

A. Traffic from the n2 network object to the outside network will be translated using the g1 network
objects and outside interface.

B. Traffic from the n3 network object to the inside network will be translated using the g1 network
objects and outside interface.

C. Traffic from the n1 network object to the outside network will be translated using the g1 network
object and outside interface.

D. Traffic from the n3 network object to the outside network will be translated using the g1 network
object and outside interface.

Answer: D
Explanation:

QUESTION NO: 468

cbject network nl

range 20.2.2.1 20.2.2.10

cbject network nl

subnet 172.16.2.0 253.255.2535.0
cbject network ni

nat (inside, cut=side) dynamic nl

Which option describes the behavior of this configuration?

A. Traffic from the n2 network object to the inside network will be translated using the n1 network
object.
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B. Traffic from the n1 network object to the outside network will be translated using the n2 network
object.
C. Traffic from the n2 network object to the outside network will be translated using the n1 network
object.
D. Traffic from the n2 network object to the outside network will be translated using the n2 network
object.

Answer: C
Explanation:

QUESTION NO: 469

What is the purpose of aaa server radius dynamic-author command?

A. Enables the device to dynamically receive updates from a policy server

B. Enables the switch to automatically authorize the connecting device if all the configured
RADIUS servers are unavailable

C. Impairs the ability to configure RADIUS local AAA

D. This command disables dynamic authorization local server configuration mode.

Answer: A
Explanation:

QUESTION NO: 470

Which of the following two statements apply to EAP-FAST? (Choose two.)

A. EAP-FAST is useful when a strong password policy cannot be enforced and an 802.1X EAP
type that does not require digital certificates can be deployed.

B. EAP-FAST was developed only for Cisco devices and is not compliant with 802.1X and 802.11..

C. EAP-FAST provides protection from authentication forging and packet forgery (replay attack).
D. EAP-FAST is a client/client security architecture.

Answer: A,C
Explanation:

QUESTION NO: 471

On Cisco routers, there are two mutually exclusive types of RSA key pairs: special-usage keys
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and general-purpose keys. When you generate RSA key pairs, you are prompted to select either
special-usage keys or general-purpose keys. Which set of statements is true?

A. If you generate special-usage keys, two pairs of RSA keys are generated. One pair is used with
any IKE policy that specifies RSA signatures as the authentication method. The other pair is used
with any IKE policy that specifies RSA encrypted keys as the authentication method.

B. If you generate a named key pair, only one pair of RSA keys is generated. This pair is used
with IKE policies that specify either RSA signatures or RSA encrypted keys. Therefore, a general-
purpose key pair might be used more frequently than a special-usage key pair.

C. If you generate general-purpose keys, you must also specify the usage-key keyword or the
general-key keyword. Named key pairs allow you to have multiple RSA key pairs, enabling the
Cisco 10S Software to maintain a different key pair for each identity certificate.

D. special-usage key pair is default in Cisco I0S

Answer: A
Explanation:

QUESTION NO: 472

What are two advantages of using NLA with Windows Terminal Services? (Choose two.)

A. uses SPNEGO and TLS to provide optional double encryption of user credentials

B. forces the use of Kerberos to pass credentials from client to server

C. protects against man-in-the-middle attacks

D. requires clients to present an SSL certificate to verify their authenticity

E. protects servers against DoS attacks by requiring lesser resources for authentication

Answer: A,C
Explanation:

QUESTION NO: 473

In an operating system environment, which three attacks give a user elevated privileges to access
resources that are otherwise blocked? (Choose three.)

A. backdoor

B. rootkit

C. privilege escalation
D. DoS

E. smurf
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Answer: A,B,C
Explanation:

QUESTION NO: 474

Cisco firewalls and routers can respond to a TCP SYN packet that is destined for a protected
resource, by using a SYN-ACK packet to validate the source of the SYN packet. What is this
feature called?

A. IP reverse path verification

B. TCP reverse path verification

C. TCP sequence number randomization
D. TCP intercept

Answer: D
Explanation:

QUESTION NO: 475

AnyConnect is not enabled on the VPN server
- = 1w
Ih ] AnyConnect is not enabled on the VPN server
Username: axo LDAP . Connect
Password:
[ ox J[ cme |

Which set of commands is required on an ASA to fix the problem that the exhibit shows?

A. ciscoasa(config)# webvpn

ciscoasa(config-webvpn)# enable <outside-interface-name>
ciscoasa(config)# webvpn

B. ciscoasa(config-webvpn)#anyconnect enable
ciscoasa(config)# webvpn

ciscoasa(config-webvpn)# enable <outside-interface-name>
C. ciscoasa(config-webvpn)# anyconnect enable
ciscoasa(config)# webvpn
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D. ciscoasa(config-webvpn)#anyconnect enable
ciscoasa(config-webvpn)#anyconnect image <anyconnect-package-file-location> 1

Answer: B
Explanation:

QUESTION NO: 476

|| ! 209.165.201.10

192.168.20.0/24 192.168.10.0/24 2 9'155'200_'2?.5-— .
T l @! Client1
T _ / |
Router1 T g

WWW._CISCO.COom

Chicago

Clientl has an IPsec VPN tunnel established to a Cisco ASA adaptive security appliance in
Chicago. The remote access VPN client wants to access www.cisco.com, but split tunneling is
disabled. Which of these is the appropriate configuration on the Cisco ASA adaptive security
appliance if the VPN client's public IP address is 209.165.201.10 and it is assigned a private
address from 192.168.1.0/24?

A. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
global (outside) 1 209.165.200.230

nat (inside) 1 192.168.1.0 255.255.255.0

B. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
global (outside) 1 209.165.200.230

nat (outside) 1 192.168.1.0 255.255.255.0

C. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
global (inside) 1 209.165.200.230

nat (inside) 1 192.168.1.0 255.255.255.0

D. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
global (outside) 1 209.165.200.230

nat (outside) 1 209.165.201.10 255.255.255.255
E. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
global (outside) 1 209.165.200.230

nat (inside) 1 209.165.201.10 255.255.255.255
F. same-security-traffic permit intra-interface
ip local pool ippool 192.168.1.1-192.168.1.254
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global (inside) 1 209.165.200.230
nat (inside) 1 209.165.201.10 255.255.255.255

Answer: B
Explanation:

QUESTION NO: 477

Which statement about the Cisco Secure Desktop hostscan endpoint assessment feature is true?

A. Advanced endpoint assessment gives you the ability to turn on an antivirus active scan function
if it has been disabled.

B. Advanced endpoint assessment cannot force the antivirus software to automatically update the
dat file if it has not been updated in n days.

C. With basic endpoint assessment, you cannot check for multiple antivirus vendors products and

version.

D. Advanced endpoint assessment cannot enable the firewall if it has been disabled.

Answer: A
Explanation:

QUESTION NO: 478

Which port is used by default to communicate between VPN load-balancing ASAs?
A. TCP 9022

B. UDP 9023

C. TCP 9023
D. UDP 9022

Answer: B
Explanation:

QUESTION NO: 479

Which three statements apply to the behavior of Cisco AnyConnect client auto-reconnect?
(Choose three.)
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A. By default, Cisco AnyConnect attempts to re-establish a VPN connection when you lose
connectivity to the secure gateway.

B. With respect to VPN load balancing and Cisco AnyConnect reconnect, the client reconnects to
the cluster member with the highest priority.

C. Cisco AnyConnect reconnects when the network interface changes, whether the IP of the NIC
changes or whether connectivity switches from one NIC to another; for example, wireless to wired
or vice versa.

D. With respect to VPN load balancing and Cisco AnyConnect reconnect, the client reconnects
directly to the cluster member to which it was previously connected.

E. By default, Cisco AnyConnect attempts to re-establish a VPN connection following a system
resume.

Answer: A,C,D
Explanation:

QUESTION NO: 480

Which two statements about the Cisco AnyConnect client Trusted Network Detection feature are
true? (Choose two.)

A. The feature relies only on the DNS server list to detect whether the client machine is in a
trusted or untrusted network.

B. An attacker can theoretically host a malicious DHCP server and return data that triggers the
client to believe that it resides in a trusted network.

C. If an attacker knows the DNS server value that is configured in the Cisco AnyConnect profile
and provisions the DHCP server to return both a real and spoofed value, then Cisco AnyConnect
considers the endpoint to be in an untrusted network.

D. The feature does not provide AnyConnect ability to automatically establish VPN connection
when the user is outside the trusted network.

Answer: B,C
Explanation:

QUESTION NO: 481

Which two statements apply to the method that ASA uses for tunnel-group lookup for LAN-to-LAN
IPSec connections when using PSK-based authentication? (Choose two.)

A. If the configuration does not contain the tunnel-group with the IKE ID or peer IP address
DefaultRAGroup, DefaultL2LGroup is used instead.
B. DefaultL2LGroup is used only if the PSK check in DefaultRAGroup fails.
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C. DefaultRAGroup is used only if the PSK check in DefaultL2LGroup fails.
D. You can delete and create new default tunnels groups as needed.

Answer: A,B
Explanation:

QUESTION NO: 482

You are trying to set up a site-to-site IPsec tunnel between two Cisco ASA adaptive security
appliances, but you are not able to pass traffic. You try to troubleshoot the issue by enabling
debug crypto isakmp and see the following messages:

CiscoASA# debug crypto isakmp

[IKEv1]: Group = 209.165.200.231, IP = 209.165.200.231, Tunnel RejecteD. Conflicting protocols
specified by tunnel-group and group-policy

[IKEV1]: Group = 209.165.200.231, IP = 209.165.200.231, QM FSM error (P2 struct &0xb0cf31e8,
mess id 0x97d965e5)!

[IKEV1]: Group = 209.165.200.231, IP = 209.165.200.231, Removing peer from correlator table
failed, no match!

What could be the potential problem?

A. The policy group mapped to the site-to-site tunnel group is configured to use both IPsec and
SSL VPN tunnels.

B. The policy group mapped to the site-to-site tunnel group is configured to use both IPsec and
L2TP over IPsec tunnels.

C. The policy group mapped to the site-to-site tunnel group is configured to just use the SSL VPN
tunnel.

D. The site-to-site tunnel group is configured to use both IPsec and L2TP over IPsec tunnels.

E. The site-to-site tunnel group is configured to just use the SSL VPN tunnel.

Answer: C
Explanation:

QUESTION NO: 483
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Which record statement is part of the NetFlow monitor configuration that is used to collect MPLS
traffic with an IPv6 payload?

A. record mpls IPv6-fields labels 3
B. record mpls IPv4-fields labels 3
C. record mpls labels 3

D. record mpls ipv6-fields labels

Answer: A
Explanation:

QUESTION NO: 484

flow exporter-map Geniel
version vb

transport udp 11000
destination 10.0.255.150

Which configuration is required to enable the exporter?

A. Source Loopback0

B. Cache timeout active 60
C. Cache timeout inactive 60
D. Next-hop address

Answer: A
Explanation:

QUESTION NO: 485

Hierarchical priority queuing is used on the interfaces on which you enable a traffic-shaping
gueue. Which two statements about hierarchical priority queuing are true? (Choose two.)

A. Priority packets are never dropped from the shape queue unless the sustained rate of priority
traffic exceeds the shape rate.
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B. For IPsec-encrypted packets, you can match traffic based only on the DSCP or precedence
setting.

C. IPsec over TCP is not supported for priority traffic classification.

D. For IPsec-encrypted packets, you cannot match traffic based on the DSCP or precedence
setting.

E. IPsec over TCP is supported for priority traffic classification.

Answer: B,C
Explanation:

QUESTION NO: 486

Which two MAC authentication methods are supported on WLCs? (Choose two.)

A. local MAC authentication

B. MAC authentication using a RADIUS server
C. MAC authentication using tokens

D. MAC authentication using a PIN

Answer: A,B
Explanation:

QUESTION NO: 487

Client MFP supplements rather than replaces infrastructure MFP. Which three are client MFP
components? (Choose three.)

A. key generation and distribution

B. protection and validation of management frames
C. error reports

D. error generation

E. non-management messages protection

Answer: A,B,C
Explanation:

QUESTION NO: 488
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When you work on a change-management process, you generally identify potential change,
review the change request, implement change, then review the change and close the process. In
which step should the stakeholder be involved?

A. Identifying potential change

B. Reviewing the change request

C. Implementation

D. Reviewing and closing

E. Depends on the stakeholder request

Answer: E
Explanation:

QUESTION NO: 489

Many guidelines can be used to identify the areas that security policies should cover. In which
four areas is coverage most important? (Choose four.)

A. Physical

B. Host

C. User

D. Document

E. Incident handling and response
F. Security awareness training

Answer: A,B,C,D
Explanation:

QUESTION NO: 490

IANA is responsible for which three IP resources? (Choose three.)

A. IP address allocation

B. Detection of spoofed address

C. Criminal prosecution of hackers

D. Autonomous system number allocation
E. Root zone management in DNS

F. BGP protocol vulnerabilities

Answer: A,D,E
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Explanation:

QUESTION NO: 491

Which two items are required for LDAP authenticated bind operations? (Choose two.)

A. Root DN
B. Password
C. Username
D. SSO

E. UID

Answer: A,B
Explanation:

QUESTION NO: 492

Which of the following two options can you configure to avoid iBGP full mesh? (Choose two.)

A. Route reflectors
B. Confederations
C. BGP NHT

D. Local preference
E. Virtual peering

Answer: A,B
Explanation:

QUESTION NO: 493

Which three authentication types does OSPF support? (Choose three.)

A. Null

B. Plaintext
C. MD5

D. PAP

E. PEAP

"Pass Any Exam. Any Time." - www.actualtests.com 219



Cisco 350-018 Exam

F. MS-CHAP

Answer: A,B,C
Explanation:

QUESTION NO: 494

Which three steps are required to rekey the routers on a link without dropping OSPFv3 protocol
packets or disturbing the adjacency? (Choose three.)

A. For every router on the link, create an additional inbound SA for the interface that is being
rekeyed using a new SPI and the new key.

B. For every router on the link, replace the original outbound SA with one that uses the new SPI
and key values.

C. For every router on the link, remove the original inbound SA.

D. For every router on the link, create an additional outbound SA for the interface that is being
rekeyed using a new SPI and the new key.

E. For every router on the link, replace the original inbound SA with one that uses the new SPI and
key values.

F. For every router on the link, remove the original outbound SA.

Answer: A,B,C
Explanation:

QUESTION NO: 495

Which BGP configuration forces the session to tear down when the learned routes from the
neighbor exceed 10?

A. neighbor 10.0.0.1 maximum-prefix 10 80 warning-only
B. neighbor 10.0.0.1 maximum-prefix 10 80
C. neighbor 10.0.0.1 maximum-prefix 80 10 warning-only
D. neighbor 10.0.0.1 maximum-prefix 80 10

Answer: B
Explanation:

QUESTION NO: 496
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Which command can be used on a Cisco I0S device to prevent it from being used as an amplifier
in a fraggle attack?

A. no service tcp-small-servers
B. no service udp-small-servers
C. no ip directed-broadcast

D. no ip redirects

Answer: B
Explanation:

QUESTION NO: 497

Which option is used for anti-replay prevention in a Cisco I0S IPsec implementation using tunnel
protection?

A. Session token

B. One-time password
C. Time stamps

D. Sequence number
E. Nonce

Answer: D
Explanation:

QUESTION NO: 498

Refer to the exhibit.
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R4fshow crypto ipsec sa
interface: GigabitEthernetd/0
Crypto map tag: cm, local addr 10.105.130.103

protected vrf: (none)
local ident (addr/mask/prot/port): (1.1.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (2.2.2.2/255.255.255.255/0/0)

current peer 10.105.120.102 port 4500
PERMIT, flags={origin_is_acl,}
$pkt=s encaps: 4, #pkts encrypt: 4, #pkts digestc: 4
#pkts decaps: 4, #pkts decrypt: 4, #pkts wverifyv: 4
#pkts compressed: 0, #pkts decompressed: 0
$pkt=s not compressed: 0, #pkts compr. failed: O
#pkt=s not decompressed: 0, #pkts decompress failed: 0
#zend errors 0, #recv errors 0

local crypto endpt.: 10.105.130.103, remote crypto endpt.: 10.105.120.102
path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetd/0

current outbound spi: O0xXF3191702 (4078507778)

PF53 (Y/N): N, DH group: none

inbound esp =as:
spi: 0OxC474345C(329594991%)
transform: esp-256-aes esp-shaslZ-hmac ,
in use settings ={Tunnel UDP-Encaps, }
conn id: 2001, flow id: Onboard VPN:1, sibling flags 80000040, crypto map: cm
Za timing: remaining key lifetime (k/=ec): (4318904/3500)
IV : 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

Based on the show command output, which statement is true?

A. A NAT/PAT device is translating the local VPN endpoint.

B. A NAT/PAT device is translating the remote VPN endpoint.

C. A NAT/PAT device exists in the path between VPN endpoints.
D. No NAT/PAT device exists in the path between VPN endpoints.

Answer: C
Explanation:

QUESTION NO: 499

Interface tunnel 1

ip address 10.1.1.1 255.255.255.252
ip mtu 1400

Tunnel source 172.16.1.1

Tunnel destination 172.16.1.2

Tunnel key 1111

Based on the above configuration, if the input packet size is 1300 bytes, what is the size of the
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packet leaves the tunnel after encapsulation?

A. 1324
B. 1325
C. 1326
D. 1328

Answer: D
Explanation:

QUESTION NO: 500

You run the show ipv6 port-map telnet command and you see that the port 23 (system-defined)
message and the port 223 (user-defined) message are displayed. Which command is in the router
configuration?

. Ipv6 port-map port telnet 223

. ipv6 port-map port 23 port 23223
. ipv6 port-map telnet port 23 233
. Ipv6 port-map telnet port 223

OO0 w>

Answer: D
Explanation:

Topic 6, Volume F

QUESTION NO: 501

At the end of the Cisco TrustSec authentication process, which three pieces of information do both
authenticator and supplicant know? (Choose three.)

A. Peer device ID

B. Peer Cisco TrustSec capability information
C. SAP key

D. Server device ID

E. Service ID

F. Server peers information

Answer: A,B,C
Explanation:
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QUESTION NO: 502

You are preparing Control Plane Protection configurations for implementation on the router, which
has the EBGP peering address 1.1.1.2. Which ACL statement can you use to classify the related
traffic into the EBGP traffic compartment?

A. permit tcp host 1.1.1.1 gt 1024 host 1.1.1.2 eq bgp
permit tcp host 1.1.1.1 eq bgp host 1.1.1.2 gt 1024

B. permit tcp host 1.1.1.2 gt 1024 host 1.1.1.2 eq bgp
permit tcp host 1.1.1.2 eq bgp host 1.1.1.2 gt 1024

C. permit tcp host 10.1.1.1 gt 1024 host 10.1.1.2 eq bgp
permit tcp host 10.1.1.1 eq bgp host 10.1.1.2 gt 1024

D. permit tcp host 1.1.1.1 gt 1024 host 1.1.1.1 eq bgp
permit tcp host 1.1.1.1 eq bgp host 1.1.1.1 gt 1024

Answer: A
Explanation:

QUESTION NO: 503

Which command enables fast-switched PBR?

A. Router(config-if)# ip route-cache policy

B. Router(config-if)# ip policy route-map map-tag

C. Router(config-if)# no ip route-cache policy

D. Router(config-if)# no ip policy route-map map-tag

Answer: A
Explanation:

QUESTION NO: 504

Which of these configurations shows how to configure MPP when only SSH, SNMP, and HTTP
are allowed to access the router through the Gigabit Ethernet 0/3 interface and only HTTP is
allowed to access the router through the Gigabit Ethernet 0/2 interface?

A. Router(config-cp-host)# management-interface GigabitEthernet 0/3 allow http ssh snmp
Router(config-cp-host)# management-interface GigabitEthernet 0/2 allow http
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B. Router(config-cp-host)# management-interface GigabitEthernet 0/3 allow http ssh tftp snmp
Router(config-cp-host)# management-interface GigabitEthernet 0/2 allow http

C. Router(config-cp-host)# management-interface GigabitEthernet 0/3 allow http ssh snmp
Router(config-cp-host)# management-interface GigabitEthernet 0/2 allow http ssh

D. Router(config-cp-host)# management-interface GigabitEthernet 0/3 http ssh snmp
Router(config-cp-host)# management-interface GigabitEthernet 0/2 http

Answer: A
Explanation:

QUESTION NO: 505

Which three actions are advisable when implementing desktop security? (Choose three.)

A. Installing and maintaining anti-virus/anti-malware software

B. Educating users on the danger of opening files and attachments from un-trusted sources
C. Statically defining user password based on information like employee ID number to reduce
incidence of forgotten passwords

D. Configuring multiple local network DHCP servers

E. Staying up to date with operating system patches and updates

F. Configuring client firewalls to automatically disable during business hours as not to impact
production traffic and applications

Answer: A,B,E
Explanation:

QUESTION NO: 506

Why do you use a disk-image backup to perform forensic investigations?

A. The backup timestamps the files with the date and time during copy operations.
B. The backup creates a bit-level copy of the entire disk.

C. The backup includes areas that are used for the data store.

D. This is a secure way to perform a file copy.

Answer: B
Explanation:
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QUESTION NO: 507

Which series of steps illustrates the correct flow for incident management?

A. ldentify, log, categorize, prioritize, initial diagnosis, escalate, investigate and diagnose, resolve
and recover, close
B. Categorize, log, identify, prioritize, initial diagnosis, escalate, investigate and diagnose, resolve
and recover, close
C. Identify, log, categorize, prioritize, initial diagnosis, investigate and diagnose, escalate, resolve
and recover, close
D. Identify, categorize, prioritize, log, initial diagnosis, escalate, investigate and diagnose, resolve
and recover, close

Answer: A
Explanation:

QUESTION NO: 508

Of which IPS application is Event Action Rule a component?

A. InterfaceApp

B. MainApp

C. SensorApp

D. NotificationApp

E. AuthenticationApp
F. SensorDefinition

Answer: C
Explanation:

QUESTION NO: 509

Which statement about the DH group is true?

A. It does not provide data authentication.

B. It provides data confidentiality.

C. It establishes a shared key over a secured medium.
D. Itis negotiated in IPsec phase 2.
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Answer: A
Explanation:

QUESTION NO: 510

Refer to the exhibit.

NHRP: Attempting te send packet via DEST 180.10.10.1

WHRF: NHRF successfully resclwved 180.10.10.1 teo WBMR 20.10.10.3
NHREF: Encapsulatiecn succeeded. Tunnel IP addr 20.10.10.3

NHRF: Send Registration Request via Tunnell wrf 0, packet size: 92
src: 180.10.10.2, dst: 180.10.10.1

(F}) atn: IPv4 (1), type: IP(B00), hep: 2335, wver: 1

shtl: 4 (NSRF), =stl: 0O (HMSLFE)

pktsz: 92 exteoff: 52

flags: "unigue nat ", regid: ee646l

src MBMA: 91.91.91.1

re protecol: 180.10.10.2, dst preteeccl: 180.10.10.1

(C-1) code: no errocr(d)

prefix: 32, mtu: 17812, hd time: 7200

addr len: 0(NSAF), subaddr len: 0O(NSAF), protc len: 0, pref: 0
MHRF: 120 bytes ocut Tunneld

Which two statements correctly describe the debug output? (Choose two.)

A. The message is observed on the NHS.

B. The remote VPN address is 180.10.10.1

C. The local non-routable address is 20.10.10.3
D. The remote routable address 91.91.91.1

E. The NHRP hold time is 3 hours.

F. The message is observed on the NHC.

Answer: B,F
Explanation:

QUESTION NO: 511
Which two statements about ASA transparent mode are true? (Choose two.)
A. It requires the inside and outside interface to be in different subnets.

B. It cannot pass multicast traffic.
C. It can pass IPv6 traffic.
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D. It supports ARP inspection.
E. It drops ARP traffic unless it is permitted.
F. It does not support NAT.

Answer: C,D
Explanation:

QUESTION NO: 512

Which statement about Cisco ASA operations using software versions 8.3 and later is true?

A. The interface access list is matched first before the global access lists.

B. The interface and global access lists both can be applied in the input or output direction.

C. When creating an access list entry using the Cisco ASDM Add Access Rule window, choosing
"global” as the interface applies the access list entry globally.

D. NAT control is enabled by default.

E. The static CLI command is used to configure static NAT translation rules.

Answer: A
Explanation:

QUESTION NO: 513

Refer to the exhibit.

[TCS—-A(n=xo=)4 show platform =oftware enm internal info global | grep -A & 'Global Parans'
Other Global Params:
broadcast—1{f 0x88ctbfc{port—channel?)
multicast—-1f 0x88cibfic{port—channels)
ip multicast—if O0x88chSfci{port-channel?)
end-host-node: Enabled
ro = success (code 0x=0)

Which two options describe information that can be determined from this output? (Choose two.)

A. The uplink interface that is operating as the designated receiver for broadcast traffic
B. The uplink interface that is operating as the designated sender for broadcast traffic
C. The switching mode for which the Fabric Interconnect is configured

D. The uplink interface from which multicast traffic will be sourced

E. Whether the last respond code was accepted or not
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Answer: A,C
Explanation:

QUESTION NO: 514

Refer to the exhibit.

MDs-Af show flogl database

INTERFACE VSEN FCI
fclse 1a0o Ox&d0
fclse 10o Oxgd0
fcl/s 100 Oxed0
fel/9 100 Oxed0
fel/s 100 Oxed0
fcl/13 100 Oxed0
fcz/l 50 OxlecO

Total number of flogi = 7.

UZs-A{nxos)# show npv status
npiv 15 enabled

External Interfaces:

Interface: fe2fl, VSAN:

Interface: fo2/2, VERN:

102
12d
131
103
12b
100
000

100,

100,

FCID: 0Ox&40102, State: Up

FCID: 0xe4010%, State: Up

Which two statements about the exhibit are true? (Choose two.)

A. The domain ID for SAN A is 0x64.
B. fc1/8 and fc1/9 on the MDS-A are configured as E Ports.

C. fc1/8 and fc1/9 on the MDS-A are configured as TE Ports.

D. fc1/8 and fc1/9 on the MDS-A are configured as F Ports.
E. FC trunking is enabled on the Fabric Interconnect.

Answer: A,D
Explanation:

QUESTION NO: 515

Refer to the exhibit.
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MDS-R# shew interface fo 1/8

fcl/8 is trunking
Hardware is Fibre Channel, SFP is short wawve laser wio OFC (SN}
Port WWN iz 20:08:00:0dzec:24:5b:cl

Rdmin port mode is F, trunk mode is auto SAN A

port mode i= TF !

Port vsan is 100 S _"'b-tf)_ =
Spead iz 4 Ghps ‘Z/rs. MDS-A
Rate mode iz shared

Trunk wv=ans (admin allowed and actiwve) (1,10,50,100,10%, 1000}

Trunk vaans {up} {1, 1oy fe 1/8 ' fc 1/9
Trunk w=ans {i=zolated) (10, 50,103, 1000)

Trunk v=an=s (initializing} 14 |

UCE=Rinxes) ¥ show interface fo 2/1

fc2/1 is trunking
Hardware is Fibre Channel, SFP is shert wave laser w/o OFC (SN}
Port WWN is 20:41:00:0d:ec:d3:5d:cO

Rdmin port mode iz NP, trunk mode i= on fe 21 ] fc 2/2
Port mode is THE

Port vsan iz 100

Trunk vsans (admin allowed and active) (1,100, 300)

Trunk wsans {(up} {1,100} Fl-A

Trunk vsans (isolated) (200)

Trunk wsans (initializing} ¥

Which two statements about the output and diagram are true? (Choose two.)

A. FI-A is configured in FC switch mode.

B. VSAN trunking is enabled on FI-A.

C. The native VSAN should be VSAN 1.

D. Cisco UCS will allow all VSANSs by default when FC trunking is enabled.
E. FI-A requires VSAN pruning.

F. Interface fc1/8 on MDS-A should be configured as a TE Port.

Answer: B,D
Explanation:

QUESTION NO: 516

Refer to the exhibit.
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Boot Order Details

Configured Boot Order | Ackual Book Order

|+ (=) | &, Filter | = Expart | (= Print

Name | order | wMICHHBAJISCST vhIC Type Lun ID Wi |
+{@) CO-ROM =]
== iscsl 2
Lo iscal iscsi0 Primary

Boot Order Details

Configured Boot Order | Actual Book Crder

There may be a delay of a Few minutes before the actual boat arder is updated.

Last Update: 2013-10-28T08:49:26

# |=) | == Export Q';-,Print

Mame

|» |

5--4;?;} CD/DVD
: {c} (1) Cisca  wKvYM-Mapped vDvD1 .22
L8 Inkernal EFI Shel

You have associated a newly created service profile to a blade. When you examine the configured
boot order and actual boot order, they do not match. Which two statements describe reasons for
this mismatch? (Choose two.)

A. Having a single iSCSI boot target would prevent the profile from associating, and would
generate a configuration error.

B. The server must complete a POST cycle before Cisco UCS Manager will update this
information.

C. The blade needs to be reacknowledged.

D. The server is in the process of a firmware upgrade.

E. There may be a configuration error in the service profile.

Answer: B,E
Explanation:

QUESTION NO: 517

Refer to the exhibit.
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vNIC Properties vHBA Properties
~Gamarnl - = Genaral B
Name: ethD Hame: fcd
MU lai (1500 - 9000 world Wide Mode Name: (@ AUTO ) | 10:00:54:78: 14048 :84:0
Uplinic Fort: | @ &l Weeld WidePart Noma: D Ao @ | 2000005417811 4:85:04:0
MAC Address: @ AT @ |54:78:14:06:82:FF Il PC SaH Beot: B I
Class of Service: |0 A i | Enable Persistent LUN Binding: B

Trust Host Co5: Uphnk Por:

=1
PCI Order: @ ANY @

Defsult voan: @ NONE @ 202 (1 - $0%4)

AN Mode: | TRUMK _.J Clags of Sarvice: |3 |‘J
Rate Limit: @ OFF @ (1 - 10000 Mbps) Rate Limit: oFf @
Enable FXE Boot: [ PCle Device Crder: @ 2NY @ (0 - 17)
€ 1 Biyiim f1- 10081 NFA = SR e =l
| save crarges | |Reset values | [cancn] [ save cranges | [Reset values | [cancal]
S SRS

You are configuring a UCS C-Series server for SAN boot over FCoE. The server fails to boot after
the HBA option ROM loads. Which option describes the most likely solution for this problem?

A. Decrease the VNIC MTU.

B. Set the VNIC Class of Service to a nonzero value.
C. Set the default VLAN to FCOE VLAN.

D. Set the vHBA Class of Service to 2.

E. Uncheck the PXE Boot option.

F. Disable Persistent LUN Binding.

Answer: C
Explanation:

QUESTION NO: 518

Refer to the exhibit.

F340-33-16-FI-A(nxo=)# shovw fex

FEX FEX FEX FEX

Humber Deszcription State Hodel Serial
1 FEX0001 Online N20-Ce508 FCH121221HE
2 FEX00O02 Online N20-Ce508 FCH154321KEF

You are connecting a Cisco Nexus 2000 to an existing Cisco UCS Fabric Interconnect domain for
C-Series integration. Which option describes the next Cisco Nexus 2000 that will be discovered?

A. FEX0101
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B. FEX0003
C. FEX0102
D. FEX1000
E. FEX1001

Answer: B
Explanation:

QUESTION NO: 519

Refer to the exhibit.

TC5-B# =cope eth—uplink
TC5-B ~eth—-uplink ¥ =cope fabric b

IZ5-B seth-uplink-fabric # create interface 2 1
TC5-B ~eth—uplink-fabric-interface*® ¥ commit-buffer

Assume that the Cisco UCS 6200 Series Fabric Interconnects are equipped with 16 port
expansion modules. What is the impact of the last command in the exhibit?

A. Fabric interconnect B will reboot.

B. The expansion module on fabric interconnect B will reload.

C. The command will generate an error.

D. Both fabric A and B expansion modules will reload.

E. The expansion module on fabric interconnect B will reload according to the maintenance policy
that is set by Cisco UCS Manager.

Answer: C
Explanation:

QUESTION NO: 520

Refer to the exhibit.

TCS—A(nxo=)¥ show interface brief

{Enipr

Yethlisz 1 2th trunk down EHHM Source Pin Fail auto
Yethl054 1 2th trunk up none auto
Yethlisa 1 2th trunk up none auto

{Enip:
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What is the most likely reason for the output that is shown in bold in the exhibit?

A. One or more of the VLANSs that are assigned to the vNIC have been deleted from Cisco UCS
Manager.

B. One or more of the VLANSs that are assigned to the vNIC are assigned to different disjoint Layer
2 uplinks.

C. There are no Ethernet uplinks that are enabled.

D. The host to which the vNIC belongs is currently powered off.

E. The vNIC is currently active and uses the fabric failover peer vNIC.

Answer: B
Explanation:

QUESTION NO: 521

Refer to the exhibit.

" - Stat
e iscsi-book-esx -
: : . Overall Status: V7 Config Failure
=] ISCSI vNICs . n
==l vHBAS
: : Desired Power State: § Up
-[l wHES, FCD fssac State: # Unassociated
'i, N _‘I Assigned State: ¥ Failed
: IIIIIHEA I:c 1 Configuration Error: server unavailable
E . _iﬂ "."NICS There are not enough resources

overall

=] “NIC 1-host-eth-1 _ _
: Note: The "Desired Power State™ is the
. —[“ "."NI': 1 _hDSt_Eth_E Power State of the server set via UCSM.

It may be therefore different from the
actual value. For the actual server power
state click the "Server Details” Tab

What is the most likely reason for the error?

A. There are not enough local hard drives to satisfy the local disk configuration policy.
B. One of the resource pools is depleted (WWN, MAC, UUID).

C. The destination blade is equipped with an M61KR-B adapter.

D. The server is not equipped with adequate memory.

E. A User Ack maintenance policy has been applied.

Answer: C
Explanation:
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QUESTION NO: 522

Refer to the exhibit.

How many additional chassis equipped with Cisco UCS 2204XP 1/0 Modules could be connected
at maximum bandwidth without exceeding the existing port licenses?

moow>
O B WODN B

Answer: B
Explanation:

QUESTION NO: 523

Refer to the exhibit.
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TC5-4 ~eth-uplink-pin-group # show expand
Ethernet Pin Group:
Hame: Sanple-PG
Ethernet Pin Target:
Fabric Endpoint
A fabricslan i -phys-=lot-1-port-7
B fabricslan~B-phys-=lot-1-port-7

UC5-4 ~chassiz zerver ¥ scope service-profile serwer 2.7

TC5-4 ~org-service-profile # scope vnic ethl

TC5-4 ~org-service-profilesvnic # show detail | include Pin
Pin Group: Sample-PG

TC5-4 ~eth-uplink # show interface
Interface:

Fabric ID Slot Port Admin State COper State State REeason Lic State Grace
Period

A 1 7 Enabled Tp License Ol 0

A 1 g Enabled Tp License Ok 0

E 1 7 Enabled p Licen=e Ok 1]

B 1 a Enabled Tp License Ok 0

Assume that there is no disjoint Layer 2 configuration. Based on the output, what will happen if
uplink eth1/7 on FI-A fails?

A. The host will lose Ethernet uplink connectivity on FI-A.

B. Fabric failover will force the vNIC that is bound to FI-A to use uplink eth1/7 on FI-B.
C. Cisco UCS Manager will disable the host vNIC that is connected to FI-A.

D. Traffic from any hosts using this pin group will use e1/8 on FI-A.

Answer: D
Explanation:

QUESTION NO: 524

Refer to the exhibit.
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Create iSCSI vNIC ©

MAC-test(42/50) >

You are setting up a service profile to iISCSI boot using a Cisco UCS VIC 1240. The service profile
returns a configuration error when you attempt to associate it. What is the problem, based on the
exhibit?

A. The iISCSI adapter policy is not set.

B. iSCSI boot will not work with the default VLAN.

C. The default VLAN should not be set as native on the overlay vNIC.
D. The MAC address assignment is invalid.

Answer: D
Explanation:

QUESTION NO: 525

You plan to add a new VLAN to your updating service profile template. Assuming that the default
maintenance policy is configured, which statement about applying this change is true?

A. The change will be applied immediately once the blade is rebooted.

B. The change will be deferred until the user acknowledges.

C. The change will be applied immediately with no disruption to any bound service profiles.
D. The change will generate an impact summary message.

"Pass Any Exam. Any Time." - www.actualtests.com 237



Cisco 350-018 Exam

E. The change will require all bound service profiles to be unbound.

Answer: C
Explanation:

QUESTION NO: 526

You have configured a Cisco UCS C460 M2 Rack-Mount Server with two VIC 1225 adapters for
single-wire management with Cisco UCS Manager. Which statement correctly describes the
operation of these adapters?

A. One VIC is designated to carry management, and the other VIC is designated to carry data
traffic.

B. Both VICs will be used for management and data traffic.

C. One VIC will carry management, and both VICs will carry data traffic.

D. The Cisco UCS C460 M2 does not support two VIC 1225 adapters simultaneously.

Answer: C
Explanation:

QUESTION NO: 527

Which two items have an impact on the maximum number of virtual interfaces that can be created
on a virtual interface card? (Choose two.)

A. Number of blades in the chassis

B. Number of acknowledged links between the Fabric Interconnect and the 1/0O module
C. Number of connected uplinks

D. Number of Fabric Interconnect port ASICs used by uplinks

E. Number of Fabric Interconnects

F. Number of VIC

Answer: B,D
Explanation:

QUESTION NO: 528

What is the purpose of the management interface monitoring policy?

"Pass Any Exam. Any Time." - www.actualtests.com 238



Cisco 350-018 Exam

A. to monitor the management interface counters for errors and drops

B. to prevent VM traffic from being black-holed during a cluster switchover

C. to sync MAC address tables between peer fabric interconnects

D. to ensure that the management interface of the managing fabric interconnect can reach the
gateway

Answer: D
Explanation:

QUESTION NO: 529

How are unified port expansion modules for Cisco UCS 6200 Series Fabric Interconnects
licensed?

A. All ports are fully licensed by default.

B. The first eight ports on the module are licensed by default.

C. The expansion modules contribute eight licenses to the global pool by default.
D. The expansion modules contribute six licenses to the global pool by default.
E. The first six ports on the module are licensed by default.

Answer: D
Explanation:

QUESTION NO: 530

Refer to the exhibit.
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Client

SYM
SYNACK

T

Selected

Load Batancer

i
o

f

ACK

| N i
| HW |

ACK [

-h-H-h-L-q-wn—-—Ei&!ii-l-h-HuH-q-H-WHHTH—iﬁ
la SYNIACK J

| ACK
i ACK

[ HTTP/1.1 200 OK Data |

HTTPA 1 200 OK Data

Uata

A A A

||
Data |
J
|

ACK |
i |

In the figure, the load balancer acts a transparent TCP proxy, and establishes the connection with
the client on behalf of the real server. What is this type of spoofing called?

A. Delayed binding

B. Software-based load
C. Transport proxy

D. Application binding

Answer: A
Explanation:

QUESTION NO: 531

balancing

A load balancer performs an operation on a predefined parameter, such as the IP address, HTTP

cookie, or URL, when a new connection is made so that another connection with the same

parameter will always reach the same server. Which load-balancing predictor does this statement

describe?

A. Round robin
B. Least-connections
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C. Hashing
D. Least-loaded

Answer: C
Explanation:

QUESTION NO: 532

What are the three benefits of SSL offload? (Choose three.)

A. Total offload of encryption from the servers

B. Partial offload of encryption from the servers

C. Layer 5 to 7 awareness for Layer 7 switching

D. Layer 5 to 7 awareness for Layer 5 to 7 switching

E. Public certificates required on both load balancer and the real server
F. Public certificate required only on load balancer

Answer: A,C,F
Explanation:

QUESTION NO: 533

Refer to the exhibit.
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raerwver SERVERL
ip address 10.1.0.11
inservice

serverfarm host 3FARMI
description 3ERVER FAEM 1 FOR 551
probe GEN _HTTF
rzerver SEEVERL 443
inservice

parameter-map type http FARAMMAFP HTTP
SEerver-conn reuse
case-insensitive
persistence-rehalance

parameter-map type 551 PARAMMAP 335L
cipher R34 WITH RC4 123 MDS
cipher R34 WITH RC4 128 5Hi

cipher R34 WITH DES CHC 5H
version all

gzl-proxy serwvice 33L_PSRVICE CLIENT
33l advanced-options FARAMMAP 351

class-map type http loadbalance match-all LY _3ERVER CLA3S

description 3ticky for 33L Testing
2 match http url . ¥%.jpg
3 match source-address 19£.168.130.0 255. 255,255,100

policy-map type loadbalance first-match L7 _33L-FOLICY
class LY _3JERVER_CLASS
gerverfarm SFARMI

ingsert-http 3RC_TIP header-walue "%iz"”
insert-http I _AM header-walue "33L INIT™
ingert-http 3RC_Fort header-walue "sp3”™
insert-http DE3T_IP header-walue "%id"
ingert-http DEFT_Port header-walue "Ipd”
gzl-proxy client 33L_P3ERVICE CLIENT

Which type of SSL offload configuration is shown in the output?

A. SSL termination
B. SSL initiation

C. End-to-end SSL
D. SSL testing

Answer: B
Explanation:
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QUESTION NO: 534

In the basic DNS resolution process, which component receives the query and sends it to the
location that knows the IP address for the destination?

A. DNS resolver

B. D-proxy

C. Root server

D. Intermediate server
E. Authoritative server

Answer: B
Explanation:

QUESTION NO: 535

Which four options describe benefits of the global load-balancing solution? (Choose four.)

A. Device status within the data center

B. Performance granularity

C. Centralized client access

D. Intelligent traffic management

E. Reacts quickly for availability only

F. Server monitoring statistics

G. Round robin support only for load-balancing

Answer: A,B,D,F
Explanation:

QUESTION NO: 536

Which two statements about dynamic port binding are true? (Choose two.)

A. The port is connected when the VM is powered on and disconnected when the VM is powered
off.

B. The port is created when the VM is powered on and destroyed when the VM is powered off.
C. The max-port limits are enforced.

D. The max-port limits are not enforced.

E. The port is always connected.

Answer: A,C
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Explanation:

QUESTION NO: 537

Which two methods can be used in communications between the Cisco Nexus 1000V VEM and
the VSM? (Choose two.)

A. Routed TCP traffic using HTTPS

B. Routed UDP traffic using port 4785

C. Routed UDP traffic using port 7845

D. Layer 2 direct traffic using MAC addresses
E. Layer 2 broadcast traffic

F. Routed TCP traffic using port 4785

G. Routed TCP traffic using port 7845

Answer: B,D
Explanation:

QUESTION NO: 538

Refer to the exhibit.

port—profile tyvpe Ethernet svstem—uplinl
TMWare port—group
svltchport mode trunlk
zwitchport trunk allowed wlan 1.150,593-599
no shutdown
sy=tem vlan 1.150,598-599
=tate enabled

port—profile type wethernet 13 _wnk
Tnware port—group
switchport mode access
switch access vlan 1400
no shutdown
sy=ztem wvlan 1400
=tate enabled

An administrator is setting up the VSM and VEM in Layer 3 mode. The administrator adds a host
to the distributed switch in VMware, but does not see the module join the VSM. Given the

"Pass Any Exam. Any Time." - www.actualtests.com 244



Cisco 350-018 Exam

configuration in the exhibit, which three configuration items must be included in the configuration?
(Choose three.)

A. The vEthernet Port Profile parameter must be set to Capability 13control.

B. The vEthernet Port Profile parameter must be set to VSM I3control.

C. The Ethernet Port Profile parameter must be set to System VLAN 1400.

D. The Ethernet Port Profile parameter must be set to VLAN 1400 in the allowed trunk.
E. The Ethernet Port Profile parameter must be set to Capability I3control.

F. The vEthernet Port Profile parameter must be set to Mode Trunk.

G. The vEthernet Port Profile parameter must be set to VEM I[3control.

Answer: A,C,D
Explanation:

QUESTION NO: 539

Which of the following is an advanced networking function performed by VEM?
A. QoS

B. Snooping

C. VSAN creation
D. VLAN pruning

Answer: A
Explanation:

QUESTION NO: 540

Refer to the exhibit.
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Command :

VEM# show svs connections

connection VC:
ip address: 10.10.10.30
remote port: 80
protocaol : vmware-wvim https
certificate: default
datacenter name: DC1
DV3S uuid: 67 32 30 50 ab dZ 49 B4-9% 1c 5f 49 =3 af 55 99
config status: Disabled
operational status: Disconnected
syno status: -
verslion: -

ERROR:

VEM-PRI-188# conf

VEM-PRI-188 (config)# svs connection VO

VEM-PRI-188 (config-svs-conn )# connect

ERROR: [VMWARE-VIM] Eztension key was not registered before its use

The network administrator is adding a new Cisco Nexus 1000V Switch to vCenter, but does not
see the new switch under the vCenter networking tab. Which option describes the most correct
cause of this error?

A. There is a missing control VLAN in the VSM configuration.
B. There is a missing packet VLAN in the VSM configuration.
C. VSM has no network connection to vCenter.

D. The VSM extension key is not installed on vCenter.

E. The vCenter extension key is not installed on VSM.

Answer: D
Explanation:

QUESTION NO: 541

Which statement about FabricPath is correct?

A. In FabricPath, FTag is the 10-bit field in FabricPath encapsulation that identifies the topology or
distribution tree.

B. In FabricPath, FTag is the 8-bit field in FabricPath encapsulation that identifies the topology or
distribution tree.

C. In FabricPath, the FTag is the 16-bit field in FabricPath encapsulation that identifies the
topology or distribution tree.

D. In FabricPath, the FTag is the 32-bit field in FabricPath encapsulation that identifies the
topology or distribution tree.

Answer: A
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Explanation:

QUESTION NO: 542

Which two options describe devices as they operate in FabricPath topologies? (Choose two.)

A. Edge (or leaf) devices: These devices have ports that are connected to classic Ethernet
devices (servers, firewalls, router ports, and so on) and ports that are connected to the FabricPath
cloud (or FabricPath ports). Edge devices are able to map a MAC address to the destination
switch ID.

B. Spine devices: These devices exclusively interconnect edge devices. Spine devices switch
exclusively based on the destination switch ID.

C. Edge (or leaf) devices: These devices have ports that are connected to classic Ethernet
devices (servers, firewalls, router ports, and so on) and ports that are connected to the FabricPath
cloud (or FabricPath ports). Edge devices are able to map a source address to the destination
switch ID.

D. Spine devices: These devices exclusively interconnect edge devices. Spine devices switch
exclusively based on the source switch ID.

Answer: A,B
Explanation:

QUESTION NO: 543

What are the two FEX connection modes? (Choose two.)
A. Hard-pinning mode

B. Soft-pinning mode

C. Port channel mode

D. Physical-pinning mode
E. Clan pinning mode

Answer: A,C
Explanation:

QUESTION NO: 544

How many licenses are provided with the purchase of the Cisco UCS 6296 fabric interconnect?
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Answer: A
Explanation:

QUESTION NO: 545

What is the default burst in a LAN QoS policy?

A. 10240
B. 9216
C. 20480
D. 1548

Answer: A
Explanation:

QUESTION NO: 546

Which feature must be enabled on the upstream Fibre Channel switch if the fabric interconnect is
configured in end-host mode?

A. NPV

B. NPIV

C. Zoning

D. Smart Zoning

Answer: B
Explanation:

QUESTION NO: 547

Fault suppression allows you to suppress SNMP trap and Call Home notifications during a
planned maintenance period. Which three commands are necessary to activate these suppression
polices in Cisco UCS Manager? (Choose three.)
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A. Default-chassis-all-maint
B. Default-chassis-phys-maint
C. Default-fex-all-maint

D. Default-FI-phys-maint

E. Default-blade-phys-maint
F. Default-vic-phys-maint

Answer: A,B,C
Explanation:

QUESTION NO: 548

How many traffic monitoring sessions can you create on Cisco UCS Manager?

»

OO0 wm>
W N 0
S

2

Answer: A
Explanation:

QUESTION NO: 549

Refer to the exhibit.

Host

F Port NP Port <

o

-

N Port

Host
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Which statement about the interface that is connected to the NPV core switch is true?

A. The switch that connects to the hosts is identified in the design as an NPV edge switch, and the
port that connects to the core is an NP port.

B. The interface that is connected to the NPV switch will need to be configured as an N-Port.

C. The interface that is connected to the NPV core will become an FP port.

D. The link between the NPV core switch and edge will come up as an E port.

Answer: A
Explanation:

QUESTION NO: 550

When an NP port becomes operational, the NP switch first logs itself into the core switch by
sending a FLOGI request (using the port WWN of the NP port). What will occur next?

A. The switch registers with the fabric name server.

B. The switch will perform a PLOGI to the port login server.

C. The switch will register parameters using FDISC.

D. The NPV switch will perform a PLOGI using FDISC to register with the fabric name server.

Answer: A
Explanation:

QUESTION NO: 551

The FCoE VLAN is used to carry FIP and FCoE traffic for the corresponding VSAN. Which two
statements about this mapping are true? (Choose two.)

A. The VLAN-VSAN mapping must be configured consistently in the entire fabric.
B. This mapping can only carry Fibre Channel control and data traffic.

C. There must be same VLANs on the A and B SANSs.

D. IP traffic is allowed if the interface is set to Shared.

E. The VLAN must match the CNA setting.

Answer: A,B
Explanation:
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QUESTION NO: 552

In DCBX feature negotiation, the switch and CNA exchange capability information and
configuration values. Which three capabilities are supported in Cisco Nexus 5000 Series
Switches? (Choose three.)

A. PFC

B. Support for logical link up or down
C. FCoE

D. Multicast

E. Speed

F. Duplex

Answer: A,B,C
Explanation:

QUESTION NO: 553

Refer to the exhibit.

nexussllil-zand¥ configure terminal

nexushl00-zanA{config) # fex 101

nexusi000-=zand{config-—fex) # fcoe
nexushllil-zand{config—{fex) # interface vic 1
nexuss000-zanA{config—if) # bind interface ethernet 101-1.71
nexusi00l-=zanA{config—1£f) #no shutdown

Which option describes the capability that the FCoE setting allows?

A. Configures the FEX to send FCoE traffic only to this switch

B. Allows mapped VLAN-VSAN traffic to reach the FEX

C. Configures FEX for A-B SAN capabilities

D. Allows interface Ethernet 101/1/1 to exchange DCBX information

Answer: A
Explanation:

QUESTION NO: 554
Which three management tools are available with DCNM-SAN Manager, Device Manager, and
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Performance Manager? (Choose three.)

A. Cisco Traffic Analyzer

B. Cisco Protocol Analyzer

C. Cisco Port Analyzer Adapter 2
D. Cisco Prime LMS

E. Cisco Prime NCS

F. Cisco Prime NMS

Answer: A,B,C
Explanation:

QUESTION NO: 555

Refer to the exhibit.

FCOE—Switch® show interface vic—-port-channsel 83

vic—poB8 1= trunking

Bound interface i= port—-channeldid

Hardware iz Ethernet

Port WWH i= 25:69:00:26:98:0a:df:00

Admin port mode i= F, trunk mode iz on

zhmp link =tate traps are snabled

Port mode i= TF

Port w=zan i= 1

Speed 1= auto

Trunlk w=ans (admnin allowed and actiwe) (38-89)
Trunlk w=an=s {(up) (89)

Trunlk w=an=s (isolated) ()

Trunk w=an= (initializing) (88)

5 minute average counters not available
Current countersz not awvailable

156 fooe in paclkets

19380 focoe in octets

44 focoe out paclets

4848 fcos out octets

Interface last changed at Fri Apr 15 16:07:50 201

What is the most likely reason that VSAN 88 is initializing?

A. VSAN 88 is not mapped to a FCoE VLAN.
B. No host has logged into the VSAN.

C. The VSAN is shut down.

D. VSAN 88 is not part of the trunk yet.

Answer: B
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Explanation:

QUESTION NO: 556

Which two actions must occur to disable the LAN traffic on an FCoE link to a host? (Choose two.)

A. interface Ethernet 1/1 shutdown lan

B. The switch sends a LAN logical link status message to the CNA host.
C. interface vfcll shutdown lan

D. The switch sends a PFC command to the CNA host.

E. interface Ethernet 1/1 vlan 10 disable

Answer: A,B
Explanation:

QUESTION NO: 557

Which option describes the default predictor on ACE to select the best server to fulfill a client
request?

A. The hash cookie, which selects the server by using a hash value that is based on a cookie
name

B. Least bandwidth, which selects the server that processed the least amount of network traffic
C. Round robin, which selects the next server in the list of real servers

D. The hash DNS, which selects the server using a hash value that is based on FQDN

Answer: C
Explanation:

QUESTION NO: 558

Which three options are valid ACE probes? (Choose three.)

A.HTTP
B. Telnet
C. Java scripting
D. TCL scripting
E. XML scripting
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F. SSH

Answer: A,B,D
Explanation:

QUESTION NO: 559

In a FabricPath topology, each device is identified by a switch ID, and all Layer 2 forwarding tables
are built based on the reachability of the switch ID. Which protocol is used to assign the switch ID?

A. No protocol is used. The switch ID is always assigned manually.

B. The Dynamic Resource Allocation Protocol is used to assign the switch ID.
C. The Switch ID Assignment Protocol is used to assign the switch ID.

D. The switch ID is assigned based on the system ID of the device.

Answer: B
Explanation:

QUESTION NO: 560

Which three statements about the configuration of vPC+ are true? (Choose three.)

A. The FabricPath switch ID must be configured under the vPC domain.

B. The virtual switch ID of vPC+ must be configured under the FabricPath domain.

C. On the Cisco Nexus 7000 switch, F1 interfaces must be used as the vPC+ peer links.
D. The vPC+ peer link must be configured as a Cisco FabricPath core port.

E. The FabricPath subswitch ID must be configured under the vPC domain.

F. There has to be atleast 4 virtual switches in the FabricPath domain.

Answer: A,C,D
Explanation:

QUESTION NO: 561

Refer to the exhibit.
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vPC Domain
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The network topology that is shown in the exhibit has two aggregation switches (SW1 and SW2).

The access layer switch connects to both aggregation switches. On SW1 and SW2, ports

connecting to the access layer switches are configured as vPC member ports. SW1 and SW2 are

also connected using a port channel that is configured as a vPC peer link. Which statement

describes the use of the vPC peer-keepalive link in this topology?

A. The peer-keepalive link is used for synchronizing MAC addresses between Aggl and Agg2.
B. The peer-keepalive link is used for control plane traffic. The peer link is used for the data plane.

C. The peer-keepalive link is used to resolve dual-active scenarios, where the peer link

connectivity is lost.

D. The peer-keepalive link is used for the communication of orphaned ports.

Answer: C
Explanation:

QUESTION NO: 562

Refer to the exhibit.
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swl3# sh port-channel summary

Local suspended VLANs

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
5 - Switched R - Routed
U - Up (port-channel)
M - Not in use. Min-links not met
Group Port- Type Protocel Member Ports
Channel
1 Pol(SU) Eth LACP Eth9/21(P) Eth9/22(P)
2 Po2(5D) Eth LACP Eth9/19(D) Eth9/20(D)
swl3# sh vpc consistency-parameters vpc 2
Legend:
Type 1 : vPC will be suspended in case of mismatch
Name Type Local Value Peer Value
STP Port Type 1 Default Default
STP Port Guard 1 None None
STP MST Simulate PVST 1 Default Default
lag-id 1 [(7f%%b, [(7f9b,
@-23-4-ee-be-64, 8002, @-23-4-ee-be-64, 8002,
8, @), (79, @, 8), (7f9%,
0-23-4-ee-be-c8, 8002, V-23-4-ee-be-c8, 8002,
8, @] @, @]
mode 1 active active
Speed 1 1@ Gb/s 19 Gb/s
Duplex 1 full full
Port Mode 1 trunk trunk
Native Vlan 1 1 1
MTU 1 9216 1500
vPC+ Switch-id 1 1e@ 109
Allowed VLANs - 1e@-102 1-4094

During troubleshooting of vPCs, it is observed that virtual port channel 2 is in the down state.

Based on the show command output, what is a possible cause of this issue?

A. The virtual port channel is down because LACP is not enabled on the remote switch.

B. The virtual port channel is down because of a VLAN mismatch.
C. The virtual port channel is down because of an MTU mismatch.
D. The virtual port channel is down because of a VLAN and MTU mismatch.

Answer: C
Explanation:

QUESTION NO: 563
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Which three options describe the interface and direction on which ACL capture can be applied on
a Cisco Nexus 7000 switch? (Choose three.)

A. In a VLAN interface

B. In the ingress direction on all interfaces

C. In the ingress direction only on the M2 module
D. In the egress direction on all interfaces

E. In the egress direction on all Layer 3 interfaces
F. In the ingress direction only on M1 module.

Answer: A,B,E
Explanation:

QUESTION NO: 564

When you connect two Cisco devices through 802.1Q trunks, the devices exchange spanning tree
BPDUs on each VLAN that is allowed on the trunks. Which two statements are correct about the
BPDUs that are sent on the native VLAN of the trunk? (Choose two.)

A. BPDUs are sent to the reserved IEEE 802.1D spanning tree multicast MAC address (01-80-C2-
00-00-00).

B. BPDUs are sent to the reserved IEEE 802.1q spanning tree multicast MAC address (01-80-C2-
00-00-00).

C. BPDUs are sent to the reserved SSTP multicast MAC address (01-00-0Oc-cc-cc-cd).

D. BPDUs are tagged with the VLAN number when they are sent.

E. BPDUs are untagged when they are sent.

Answer: AE
Explanation:

QUESTION NO: 565

Your organization is purchasing Cisco devices as well as non-Cisco devices for switching. Which
three statements are correct about connecting Cisco devices to a non-Cisco 802.1Q cloud?
(Choose three.)

A. Because Cisco devices transmit BPDUs to the SSTP multicast MAC address on VLANS other
than the native VLAN of the trunk, non-Cisco devices do not recognize these frames as BPDUs
and flood them on all ports in the corresponding VLAN.

B. Cisco devices connected to the non-Cisco 802.1Q cloud receive these flooded BPDUs. This
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BPDU reception allows Cisco switches to maintain a per-VLAN spanning tree topology across a
cloud of non-Cisco 802.1Q devices.

C. The non-Cisco 802.1Q cloud that separates the Cisco devices is treated as a single broadcast
segment between all devices connected to the non-Cisco 802.1Q cloud through 802.1Q trunks.
D. Because Cisco devices transmit BPDUs using the industry standard IEEE 802.1D spanning
tree multicast MAC address (01-80-C2-00-00-00), the non-Cisco 802.1Q cloud will seamlessly
participate in spanning tree protocol.

E. Only layer 3 connections will work between Cisco devices and non-Cisco 802.1 cloud.

F. Additional equipment will be needed to transmit traffic between Cisco devices and non-Cisco
802.1Q cloud direct connectivity is not possible.

Answer: A,B,C
Explanation:

QUESTION NO: 566

Refer to the exhibit.

switch# config t
switch{config)® interface ethernet 4.-1

switch{config—-1f)# switchport mode trunlk
switch({config—-1f 4

You configured a port on a Cisco Nexus 7000 switch as a trunk port. Which VLANs are allowed on
the trunk port based on the port configuration in the exhibit?

A. No VLANSs are allowed by default. Use the switchport trunk allowed vian 1-4094 command to
allow all VLANS.

B. Only Native VLAN 1 will be allowed.

C. VLANs 1 to 3967 and 4048 to 4094 are allowed.

D. VLANSs 1 to 3900 and 4048 to 4094 are allowed.

E. VLANs 1 to 4094 are allowed.

Answer: C
Explanation:

QUESTION NO: 567

Which switch is not a valid Cisco Nexus 7000 Series model?
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A. Cisco Nexus 7000 4-slot switch
B. Cisco Nexus 7000 8-slot switch
C. Cisco Nexus 7000 9-slot switch
D. Cisco Nexus 7000 10-slot switch
E. Cisco Nexus 7000 18-slot switch

Answer: B
Explanation:

QUESTION NO: 568

What is the benefit of the Priority-Based Flow control feature in Data Center Bridging?

A. provides the capability to manage a bursty, single traffic source on a multiprotocol link

B. enables bandwidth management between traffic types for multiprotocol links

C. addresses the problem of sustained congestion by moving corrective action to the network
edge

D. allows autoexchange of Ethernet parameters between switches and endpoints

Answer: A
Explanation:

QUESTION NO: 569

What is the main function of the device-alias distribute command?

A. This command distributes the device alias configuration on the existing switch to all the other
switches in the Cisco Fabric Services region.

B. This command enables distribution and will send the configuration after a commit is executed.

C. This command changes the distribution mode for device aliases.
D. There is no such command.

Answer: B
Explanation:

QUESTION NO: 570

Which two statements about Fibre Channel over IP are true? (Choose two.)
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A. FCIP links consist of a maximum of one TCP connection between two FCIP link endpoints.
B. Each FCIP link carries encapsulated FCoE frames.

C. The FCIP link is established between two peers, and the VE Port initialization behavior is
identical to a normal E Port.

D. The FCIP profile contains information about the local IP address and TCP parameters.

E. The local IP address of the FCIP profile is the IP address of the management interface of the
Cisco MDS switch.

Answer: C,D
Explanation:

QUESTION NO: 571

Which three options are valid SPAN sources? (Choose three.)

A. VLANS, because when a VLAN is specified as a SPAN source, all supported interfaces in the
VLAN are SPAN sources

B. fabric port channels connected to the Cisco Nexus 2000 Series Fabric Extender

C. Layer 2 subinterfaces

D. satellite ports and host interface port channels on the Cisco Nexus 2000 Series Fabric Extender
E. Layer 3 subinterfaces

F. Remote Span Ethernet Ports

Answer: A,B,D
Explanation:

QUESTION NO: 572

Which four statements about SNMP implementation on the Cisco Nexus 7000 Series switch are
true? (Choose four.)

A. Cisco NX-OS supports one instance of the SNMP per virtual device context.

B. By default, Cisco NX-OS uses the default VDC for SNMP.

C. SNMP supports multiple MIB module instances and maps them to logical network entities.
D. SNMP is VRF aware. You can configure SNMP to use a particular VRF to reach the SNMP
notification host receiver.

E. Only SNMP version 3 is supported on NX-OS.

F. Cisco NX-OS supports one instance of the SNMP per switch.

G. Each VDC can have multiple SNMP sessions configured in it.

Answer: A,B,C,D
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Explanation:

QUESTION NO: 573

Refer to the exhibit.

Host A, Host B Host C
(=l = =
_—e ! -

10.1.1.250/24

— -

2. I ¢

Router A Router B

A new Nexus device, Router-B, was recently added to the network. The engineer wants to make

Router-B the designated IGMP querier for this network. Which two configurations should be
applied to the devices on the network to accomplish this goal? (Choose two.)

A. Router-B(config)# interface Ethernetl/1
Router-B(config-if)# ip address 10.1.1.251 255.255.255.0
B. Router-B(config)# interface Ethernetl/1
Router-B(config-if)# ip address 10.1.1.249 255.255.255.0
Router-B(config)# feature igmp

C. Router-B(config)# interface Ethernetl/1
Router-B(config-if)# ip igmp version 2

Router-B(config)# feature igmp

D. Router-B(config)# interface Ethernetl/1
Router-B(config-if)# ip igmp querier

Router-B(config)# feature pim

E. Router-B(config)# interface Ethernetl/1
Router-B(config-if)# ip pim sparse-mode

Answer: B,E
Explanation:
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QUESTION NO: 574

Which two statements about VDC configuration and limitations are true? (Choose two.)

A. Standard VDCs cannot share interfaces, VLANS, or VRF tables.

B. Any user can create VDCs.

C. Only the network administrator role can use the switchto vdc command.

D. After a network administrator uses the switchto vdc command, the network administrator
becomes a VDC administrator for the new VDC.

E. There is no CLI command to return to the original VDC.

Answer: A,D
Explanation:

QUESTION NO: 575

Which statement is true about DHCP snooping on the Cisco Nexus 7000 platform?

A. DHCP snooping cannot be enabled globally and on a per-VLAN basis.

B. By default, DHCP snooping is disabled globally and on all VLANSs.

C. You can enable DHCP snooping on a single VLAN only.

D. For DHCP snooping to function properly, all DHCP servers must be connected to the device
through untrusted interfaces.

Answer: B
Explanation:

QUESTION NO: 576

On a Cisco Nexus 7000 device, on which port type can port security be configured?

A. Access ports

B. SPAN destination port

C. Trunk ports

D. Public VLAN-enabled ports

Answer: A
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Explanation:

QUESTION NO: 577

When a switch that supports enhanced zoning joins a fabric, which SW_ILS command does it use
to determine the enhanced zoning capabilities of the other switches in the fabric?

A. MR
B. ESS
C. ELP
D. EFP

Answer: B
Explanation:

QUESTION NO: 578

Which statement about the iSCSI initiator task tag is true?

A. The initiator assigns a task tag to each task it issues.

B. The target assigns a task tag on behalf of the initiator.

C. During the life of the task, this tag does not have to be unique.
D. SCSI may not use this tag as part of the SCSI task identifier.

Answer: A
Explanation:

QUESTION NO: 579

Which two statements about Fibre Channel over TCP/IP are true? (Choose two.)

A. A connection request is made to Port 3225 or configured port.

B. A connection request is made to Port 3260 or configured port.

C. Fibre Channel over TCP/IP uses the TCP window management and sliding window for flow
control.

D. A special frame is always used to identify peers.

E. Speed is doubled for the communication.
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Answer: A,C
Explanation:

QUESTION NO: 580

Which three parameters are carried by an iISCSI TCP session? (Choose three.)

A. Control messages

B. SCSI commands

C. Parameters that specify redundant paths
D. iSCSI PDUs

E. Primitive signals

F. Data messages

Answer: A,B,D
Explanation:

QUESTION NO: 581

Which three technologies enable lossless Ethernet? (Choose three.)

A. Priority Flow Control

B. Enhanced Transmission Selection
C. Ethernet Credits

D. Congestion Notification

E. VLAN-Aware Transmission

F. IP Type of Server Field

Answer: A,B,D
Explanation:

QUESTION NO: 582
What are two benefits of a FabricPath network? (Choose two.)
A. Simplicity of configuration

B. Automatic OSPF routing
C. Scalability
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D. Dynamic link selection
E. Spanning tree loop prioritization.

Answer: A,C
Explanation:

QUESTION NO: 583

Refer to the exhibit.

Which of these technologies is illustrated by the topology in the exhibit?

A. VPC+

B. Standard vPC
C. Enhanced vPC
D. Express vPC
E. Fabric vPC

Answer: C
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Explanation:

QUESTION NO: 584

NPV and NPIV are features that are used to overcome resource limitations in which Fibre Channel

field?

A. FCID

B. Domain ID
C. WWPN

D. LUN ID

E. VSAN

Answer: B
Explanation:

QUESTION NO: 585

Refer to the exhibit.

configure terminal

vlan 100

interface wvlan 100
ip address 10.10.100.1/24
no shutdown

The interface remains in a down state. What is the cause of the problem?

A. The feature interface-vlan command must be configured.
B. The VDC contains only F1 interfaces.

C. There are IP address conflicts.

D. The VDC is "type OTV."

E. The command copy run start was not entered.
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Answer: B
Explanation:

QUESTION NO: 586

How many virtual interfaces do the Cisco UCS 1280, 1240, and 1225 Virtual Interface Cards

support?

A. 128
B. 64
C. 256
D. 1024
E. 100

Answer: C
Explanation:

QUESTION NO: 587

Refer to the exhibit.

MSE-1# show zone status vsan 1

VEAN: 1 default-zone: permit distribute:

active only Interop: default
mode: basic merge-control allow
session: none
hard-zoning: enabled broadceast:
disabled
Default zone:
qos: nona broadeast: disablad ronly:
unsupported
Full Zoning Database:
DE size: 4 bytes
Zonasets:0 Zones: O Aliases: O
Active Zoning Database :
Database Mot Available
Status:

MNESE-2# show zone status wsan 1
WEAN: 1 default-zone: deny distribute:
active only Interop: defaul
mode: basic merge-control allow
sassion: none
hard-zoning: enabled broadcast:
disablad
Default zone:

qo05: none broadeast: disabled ronly

unsupportad
Full Zoning Database:
DE size: 4 bytes
Zonesets:0 Zones:0 Aliases: 0
Active Zoning Database .
Database Not Available
Status:

Given the displays from N5K-1 and N5K-2, what is the expected result if the zone mode enhanced

vsan 1 command is issued on N5K-1?
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A. The mode change will complete with a warning that the zone database from N5K-1 will be
distributed thoughout the fabric.

B. The mode change will not complete due to the mismatch in the default zone mode.

C. The mode change prompts the administrator to override the default zone mismatch and make
them the same.

D. The mode change completes, and the default zone setting remains unchanged in N5K-1 and
N5K-2.

E. The default zone setting is set to deny in both switches because it is more secure.

Answer: A
Explanation:

QUESTION NO: 588

Refer to the exhibit.

MD5-1# show cfs lock

Application: tacacs
Scope  : Physical-fe-ip

Uzer Name User Tywpe

20:00:00:05:30:01:bd:72  10.1.1.11 opsmgr CLI/SNMP w3

Total number of entries =1

Which three statements about the exhibit output related to Cisco Fabric Services are true?
(Choose three.)

A. The lock can only be released by the operations manager user on the 10.1.1.11 switch.

B. The admin user on the 10.1.1.11 switch must clear the lock.

C. The tacacs+ commit command is the only command that can be used to clear the lock.

D. Any network-admin user can release the lock with the command clear tacacs+ session.

E. The operations manager user has started, but not committed, a configuration change for the
feature tacacs+ command.

F. If committed, the changes are automatically saved to the startup configuration on all switches.

Answer: D,E,F
Explanation:
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QUESTION NO: 589

Refer to the exhibit.

rort—profile type wvethernet VLAH-100
switchpcrt mode access

switchpcrt access vwlan 100
nc =hutdown
=tate enabled

A port profile is created in the VSM, but it is not seen in vCenter and cannot be assigned to a
virtual machine. Which VSM command will resolve this issue?

A. VMware port-group

B. VMware port-active

C. Profile-active

D. Port-group active

E. Shutdown / no shutdown

Answer: A
Explanation:

QUESTION NO: 590

Which two methods can be used to install the Cisco Nexus 1000V VEM on an ESXi host?
(Choose two.)

A. Installation using VMware Update Manager

B. Installation via the esxupdate/esxcli command with a tar.gz file

C. Installation via the esxupdate/esxcli command with a .vib file

D. Copying VEM executable files to ESXi host /bin

E. Installation from the VSM using the vem install host command

F. Installation from the VSM using FTP and the vem auto-install command

Answer: A,C
Explanation:
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QUESTION NO: 591

Refer to the exhibit.

svs=—domailn
domain 1d 511
control wvlan 1
packet wlan 1

=zvs mode L3 interface contraoll

interface controll
ip addre=s=s 10.10.10.100724

An administrator is setting up the VSM and VEM in Layer 3 mode. The administrator adds a host
to the distributed switch in VMware, but does not see the module join the VSM. Which
configuration needs to be included?

A.ip route 0.0.0.0 0.0.0.0 10.10.10.1

B. vrf context control

ip route 0.0.0.0 0.0.0.0 10.10.10.1

C. vrf context management

ip route 0.0.0.0 0.0.0.0 10.10.10.1

D. ip route vrf management 0.0.0.0 0.0.0.0 10.10.10.1

Answer: A
Explanation:

QUESTION NO: 592

Where can port profiles be created for the Cisco Nexus 1000V?

A. On the VSM only

B. On vCenter only

C. On VSM and vCenter

D. On VSM and VEM

E. On VSM, VEM, and vCenter

Answer: A
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Explanation:

QUESTION NO: 593

Which statement best describes the Cisco Nexus 1000V Series?

A. The Cisco Nexus 1000V Series provides Layer 2 switching, advanced networking functions,
and a common network management model in a virtualized server environment.

B. The Cisco Nexus 1000V Series provides Layer 3 switching, advanced networking functions,
and a common network management model in a virtualized server environment.

C. The Cisco Nexus 1000V Series provides Layer 2 and Layer 3 switching, advanced networking
functions, and a common network management model in a virtualized server environment.

D. The Cisco Nexus 1000V Series provides Layer 2 and Layer 3 switching but does not provide
advanced networking functions or a common network management model in a virtualized server
environment.

Answer: A
Explanation:

QUESTION NO: 594

Which two components together make up the Cisco Nexus 1000V Series Switch? (Choose two.)
A. Virtual supervisor module

B. Virtual Ethernet module

C. Virtual machine NICs

D. Virtual machine kernel NICs
E. Virtual interface card

Answer: A,B
Explanation:

QUESTION NO: 595

Which two statements about Cisco Nexus 1000V Series Switches are correct? (Choose two.)

A. When VSM interfaces are created for a virtual machine, the VMware vSwitch port-group
configuration is used initially, which requires the creation of a port-group name for these interfaces

"Pass Any Exam. Any Time." - www.actualtests.com 271



Cisco 350-018 Exam

and an appropriate VLAN. The simplest configuration is to create a single port group (for example,
VSM-Interfaces), that includes all the interfaces that use this port group and the same VLAN.

B. The mgmtO interface on the VSM does not necessarily require its own VLAN. In fact, you can
use the same VLAN to which the VMware vCenter Server belongs. The VSM management VLAN
is really no different from any other virtual machine data VLAN. Alternatively, network
administrators can designate a special VLAN for network device management.

C. Always deploy the Cisco Nexus 1000V Series VSM in pairs, with one VSM that is defined as
the primary module and the other that is defined as the secondary module on two separate hosts.
D. The service console is a critical interface that resides on every logical server.

E. mgmt O interface on the VSM always use VLAN 1 for communication with VEM modules.

Answer: B,C
Explanation:

QUESTION NO: 596 DRAG DROP

Drag the configurations that could fail without data loss from the left, and drop them in the '1 Drive
Lost' list on the right. Not all options will be used.

Drag and drop two configurations that could fail without data loss from the left column into the 1 Drive Lost column on the right. |

two drives in RAIDO | 1 Drive Lost

four drives in RAID1

Tour drives in RAIDE

| three drives in RAIDS
| six drives in RAID10

Answer:

Drag and drop two configurations that could fail without data loss from the left column into the 1 Drive Lost column on the right. |

two drives in RAIDO I 1 Drive Lost

[ two drives in RAIDO ||
four drives in RAID1 I|

three drives in RAIDS |

three drives in RAIDS | H

four drives in RAIDG

six drives in RAID10

= 1 i
FARTAITALTUTT.

1 Drive Lost

two drives in RAIDO

three drives in RAIDS
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QUESTION NO: 597 DRAG DROP

Drag and drop the Cisco UCS Manager RBAC term on the left to the correct definition on the right.

| Drag and drop the Cisco UCS Manager RBAC term on the left to the correct definition on the right.

locales contains one or more privileges that define the operations that are allowed for a user
e gives users who are ESSIgﬂ.Ed 1o arole, access to .specmz system resources and
permission to perform specific tasks
roles associated with a provider group and realm within Cisco UCS Manager
privileges defines one or more organizations that a useris allowed to access
authentication domains allows logical isolation without providing dedicated physical infrastructure

Answer:

| Drag and drop the Cisco UCS Manager RBAC term on the left to the correct definition on the right.

locales roles
orgs privileges
roles PLYY authentication domains
privileges locales
authentication domains orgs

Explanation:

roles

privileges

authentication domains

locales

orgs

"Pass Any Exam. Any Time." - www.actualtests.com

273



Cisco 350-018 Exam

QUESTION NO: 598 DRAG DROP

Drag and drop the backup type on the left to its corresponding detail on the right

| Drag and drop the backup type on the left with its corresponding detail on the right

full state

an XML file that includes configuration settings such as senvice profiles, VLANS, WVSANS,

pools, and policies

system configuration

an XML file that includes all configuration settings

all configuration

a binary file that contains a snapshot of the entire system that can be used for a system
restore

logical configuration

an XML file that includes configuration settings such as usemames, roles, and locales

Answer:

| Drag and drop the backup type on the left with its corresponding detail on the right

full state

logical configuration

system configuration

all configuration

all configuration

full state

logical configuration

system configuration

Explanation:

logical configuration

all configuration

full state

system configuration

QUESTION NO: 599 DRAG DROP
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Drag and drop the Cisco DCNM features in the left column to the correct description in the right
column.

| Drag and drop the Cisco DCNM features in the left column to the correct description in the right column

Event Management displays real-time operationally focused topology of the data center infrastructure

Dashboards forwards syslog alerts based on the monitored facility

Capacity Manager prebuilt template deployment scheduler and rollback mechanism

Web Templates tracks port utilization by port tier and predicts when an individual tier pool will be

consumed

Topology Views

provides operational monitoring views of SAN, LAN, and semver enviranments

Answer:

| Drag and drop the Cisco DCNM features in the left column to the correct description in the right column

‘ Event Management Topology Views
Dashboards | Event Management

‘ Capacity Manager A\ ‘Web Templates

‘Web Templates

Capacity Manager

Topology Views

Dashboards

Explanation:

Topology Views

Event Management

Web Templates

Capacity Manager

Dashboards

QUESTION NO: 600 DRAG DROP
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Drag the actions on the left and drop them on the right in the order which they should be
performed during a step-by-step in-service software upgrade process.

Drag and drop the actions in the left column into the right column in the order in which you would perform those actions in a step-by-step in-service software upgrade process

Initiate a supenvisar switchover (active-standby). ‘ |

Bring up the standby supernvisor with the new image ‘ |

Upgrade the CMP BIOS and image. ‘ |

Bring up the originally active supervisor with the new image ‘ |

‘ Perform hitless upgrades on line cards one at atime ‘ | |

Upgrade the BIOS on the active supenisor, standby supenisor, and line cards. ‘ |

Answer:

‘ Drag and drop the actions in the left column into the right column in the order in which you would perform those actions in a step-by-step in-senvice software upgrade process |

[ Initiate a supervisor switchover (active-standby). ‘ || Upgrade the BIOS on the active supervisor, standby supervisor, and line cards. ‘
Bring up the standby supervisor with the new image. I Bring up the standby supervisor with the new image. J

5
‘ Perform hitliess upgrades on line cards one atatime. [ | Initiate a superisor switchover (active-standby). H
‘ Upgrade the CMP BIOS and image. | Bring up the originally active supernvisor with the new image |
Bring up the originally active supenvisor with the new image | Upgrade the CMP BIOS and image ||
‘ Upgrade the BIOS on the active supemvisor, standby supervisor, and line cards ‘ | Perform hitless upgrades on line cards one atatime. |

LUpgrade the BIOS on the active supenvisaor, standby supervisar, and line cards.

Bring up the standby supervisor with the new image.

Initiate a supervisor switchover (active-standby).

Bring up the originally active supenisar with the new image.

Upgrade the CMP BIOS and image.

Perform hitless upgrades on line cards one at a time.

QUESTION NO: 601 DRAG DROP

Drag the actions on the left and drop them on the right in the correct order which they should be

performed when defining QoS policies in Cisco NX-OS
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Drag and drop the actions in the left column into the right column in the order in which you would perform those actions, step-by-step, in defining QoS policies in Cisco NX-05.

Attach policies to logical or physical interfaces and VLANS. | ‘

‘ Define traffic classes | ‘

Associate policies and actions with each traffic class | ‘

Answer:

‘ Drag and drop the actions in the left column into the right column in the order in which you would perform those actions, step-by-step, in defining QoS policies in Cisco NX-05.

Attach policies to logical or physical interfaces and VLANS. J ‘ Define traffic classes |
Define trafiic classes H Associate policies and actions with each traffic class
‘ Associate policies and actions with each traffic class | | Attach policies to logical or physical interfaces and VLANS. |

Define traffic classes.

Associate policies and actions with each traffic class.

Aftach policies to logical or physical interfaces and YLAMNS.

QUESTION NO: 602 DRAG DROP

Drag and drop the transmissions in the left column to the right column
in the Fibre Channel Link Reset Protocol.

Drag and drop the transmissions in the left column to the right column in their order of occurrence in the Fibre Channel Link Reset Protocol

|
‘ IDLE ‘ | 1st ‘
‘ LRR ‘ | 2nd ‘
‘ NOS ‘ | 3rd ‘
‘ LR ‘ | 4th ‘
| |

oLs ‘ | 5th

Answer:

in their order of occurence
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Drag and drop the transmissions in the left column to the right column in their order of occurrence in the Fibre Channel Link Reset Protocol ‘

‘ IDLE | NOS |
‘ LRR ] | oLS |
NOS ‘ | LR |
LR ‘ ” LRR |
oLs || IDLE |
Explanation:

NOS

oLs

LR

LRR

IDLE
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